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[The program promises to cover four issues.  In my presentation, I will attempt to discuss these issues.  Because so many activities have occurred under each, in-depth coverage is difficult.]

I. Peer-to-peer (“P2P”) file sharing – industry enforcement efforts, institutional responses, legislative initiatives.

A. Overview: file-sharing per se is not unlawful.  P2P technology can be used in lawful ways, but it can also be used in unlawful ways, and often is.

B. Industry enforcement against unlawful activities are led (in terms of public perception) by the RIAA and the major record labels.

1. The RIAA recently has sued P2P file services, with mixed success (to date).  Compare A&M Records, Inc. v. Napster, Inc., 239 F.3d 1004 (9th Cir. 2001), Metro-Goldwyn-Mayer Studios, Inc. v. Grokster, Ltd., 259 F. Supp. 2d 1029 (C.D. Cal. 2003);  In re: Aimster Copyright Litigation, 252 F. Supp. 2d 634 (N.D. Ill. 2002), affirmed ___ F. 3d ___ (7th Cir., June 30, 2003).

2. Early in 2003, lawsuits were filed against four university network users.  The students agreed to pay as much as $17,500 apiece to settle the lawsuits.

3. The RIAA recently sued 261 individuals who allegedly had more than 1,000 sound recordings on their respective computer hard drives.

4. During the summer of 2003, the RIAA targeted Boston University and MIT (in their capacities as Internet Service Providers (“ISPs”)) with subpoenas to garner student names.  A federal judge in Massachusetts ruled that federal rules do not allow subpoenas issued in Washington, D.C., to be served in Massachusetts.  The ruling is under appeal.  

5. The RIAA has also engaged in litigation against larger ISPs (e.g.,Verizon) to obtain subscriber names.  The subpoenas were properly filed and upheld by the courts.

6. Other organizations (e.g., the Business Software Alliance) have taken affirmative steps to create amnesty and educational programs.

C. Institutional responses by colleges and universities. 

1. Establishment of the Joint Committee of the Higher Education and Entertainment Communities.

a. The Joint Committee decided to create three task forces:

i. Educational Best Practices;

ii. Technology; and 

iii. Legislative Issues.

b. The Joint Committee is attempting to craft advisory information, recognizing that each institution of higher education will have its own policies regarding enforcement of computer-usage restrictions and disciplinary actions.

c. The Education/Best Practices Task Force recently issued a White Paper on “Copyright Law and Potential Liability for Students Engaged in P2P File-Sharing on University Networks.”  I was the author of that paper.  See Attachment.  The White Paper is also available at <http://www.acenet.edu/washington/legalupdate/2003/P2P.pdf>.  The Education Task Force is close to finishing a document on best practices.

d. The Joint Committee has been placed on a short congressional “oversight” leash.  It must file periodic progress reports with the House Judiciary Committee.

2. A Task Force headed by the American Council on Education and the National Association of College and University Business Officers recently signed agreements with major performing rights organizations (BMI, ASCAP and SESAC) to create fair and reasonable performing rights licenses (including on-line activities) on college campuses.

3. Individual universities have taken a number of steps including educational letters to students, Internet use notices, acceptable use policies, FAQs, security bulletins, and educational material about copyright and privacy laws.  This subject will be discussed in more depth, supra.

4. In August 2003, the Committee’s Education Task Force issued a paper on copyright law and the potential liability of students engaged in P2P file sharing on university networks.  I was the author of that paper.

D. Legislative initiatives.

1. Since the explosion of P2P file-sharing activities and the enactment of the Digital Millennium Copyright Act (“DMCA”) in 1998, the House and Senate have held numerous oversight hearings.

2. Bills introduced during the 108th Congress fall within three categories: (1) protectionist; (2) user-oriented; and (3) structural/constitutional.

a. Protectionist.

i. H.R. 2517 (Smith, Berman, Conyers) – the “Piracy Deterrence and Education Act of 2003”: directs the Director of the FBI to deter online copyright infringement and the Department of Justice to create an Internet use educational program.

ii. H.R. 2752 (Conyers, Berman, et al) – the “Author, Consumer, and Computer Owner Protection and Security (ACCOPS) Act of 2003”: heightens criminal sanctions for uploading an infringing file to a publicly-accessible computer network or to “camcord” a movie in the theater.

b. User-oriented.

i. H.R. 107 (Boucher, Doolittle, et al) – the “Digital Media Consumers’ Rights Act of 2003”: amends the FTC Act to provide that the advertising or sale of a mislabeled copy-protected music disk is an unfair method of competition.

ii. H.R. 1066 (Lofgren, Boucher) – the “Benefits Authors without Limiting Advancement of Net Consumer Expectations (BALANCE) Act of 2003”: softens the DMCA’s prohibitions against the circumvention of technological measures used to protect copyrighted works.

iii. S. 692 (Wyden) – the “Digital Consumer Right to Know Act”: requires the FTC to issue rules mandating disclosure of technical measures that restrict customer use of technical information.

iv. H.R. 2601 (Lofgren, Doolittle, et al) – the “Public Domain Enhancement Act”: permits abandoned copyright works to enter the public domain after 50 years.

v. S. 1621 (Brownback) -  the “Consumers, Schools, and Libraries Digital Rights Awareness Act of 2003”: promotes consumer awareness of digital rights management technologies and amends, the DMCA subpoena process.

c. Structural/Constitutional.

i. H.R. 1417 (Smith, Berman, Conyers) – the “Copyright Royalty and Distribution Reform Act of 2003”: reforms the current ad hoc process by which copyright royalties are distributed and by which rates are set.

ii. S. 1191/H.R. 2344 – the “Intellectual Property Protection Restoration Act of 2003”: creates a mechanism to waive the sovereign immunity of the states for copyright, trademark and patent infringements.

E. Regulatory.

1. The FTC recently issued a consumer alert, “File-Sharing: A Fair Share? Maybe Not,” that warns consumers about a number of risks (in the areas of privacy, copyright, pornography, and viruses) associated with file-sharing.

2. The FCC announced an interim rule for the “broadcast flag” that could have an important impact on digital rights management technologies.

II. DMCA encryption and anti-circumvention issues.  The DMCA and the WIPO Internet Treaties to which the U.S. adheres permit and encourage anti-circumvention (copy-protected) technologies.

A. Section 1201(a)(1) of the Copyright Act provides that the Librarian of Congress (upon recommendations of the Register of Copyrights and in consultation with the Assistant Secretary of Communications and Information in the U.S. Department Commerce) may exempt certain classes of works from the prohibition against circumventing a technological measure that controls access to a copyrighted work.  Section 1201(a)(1) had its genesis in a congressional concern that the anticircumvention provisions of the DMCA could eviscerate certain “public interest” provisions in the Copyright Act.  

B. On October 28, 2003, the Librarian completed his second anticircumvention rulemaking.

1. The Librarian issued a final rule that continued two fairly narrow circumstances created in the first rulemaking under which a party would be allowed to circumvent: first, encrypted lists of Web sites protected by content filtering software where the sites are accessed to criticize and comment on these; second, for instances where a legitimate user is not able to access works because of damaged, malfunctioning or obsolete access controls.

2. The Librarian institutioned two further exemptions: first, for computer programs and video games distributed in formats that have become obsolete and which require the original media or hardware as a condition of access; and, second, for literary works distributed in ebook format when all existing ebook editions of the works contain access controls that protect the enabling of the ebook’s read-aloud function.

III. Student conduct code and computer-use policy issues.

A. Before and after the recent spate of lawsuits, many (but not all) universities promulgated student conduct codes and computer-use policies.

B. The challenge of codes and use policies.

1. Protect academic freedom.

2. Ensure free speech.

3. Place P2P issues in the proper university context (with other issues such as pornography, alcohol, campus security, sports, gambling, etc.).

4. Prevent the overtaxing of bandwidth.

5. Protect privacy.

6. Create fair disciplinary procedures.

C. Most colleges and universities have registered as ISPs in the Copyright Office.

D. Ultimately, most institutions will have to engage in a wide-area network traffic analysis.

E. Ultimately, network administrators will need to be educated and provided with technological tools to monitor (and block) traffic.  

F. Education of students about copyright and privacy.

G. Implementation of disciplinary procedures and respect for academic freedom, 1st Amendment rights, and due process.

IV. University liability for copyright infringement.

A. In the P2P context, universities are under no legal obligation to defend, or accept responsibility for, the actual unlawful activities of students.

B. It is possible that institutions that operate the computer networks over which file-sharing occurs could face claims of contributory or vicarious liability for the conduct of their students.  

1. These cases would raise questions about the institution’s knowledge of the students’ conduct, contribution to the conduct, ability to control the conduct, and whether the institution derives a direct financial benefit from the conduct.

2. Attorneys for universities therefore need to have a working knowledge of the three kinds of copyright infringement: (1) direct; (2) contributory; and (3) vicarious.

C. Limitations on liability for online activities.

1. The DMCA, through four safe harbors, limits the liability of service providers, including colleges and universities.  See 17 U.S.C. §512.

2. Service providers must adopt and reasonably implement policies to terminate subscribers and account holders who are “repeat” infringers.

3. Several of the safe harbors establish “notice and take-down” procedures that must be complied with.

4. Universities should file as service providers in the Copyright Office.

5. The DMCA also contains separate provisions for public or non-profit institutions of higher education to immunize them from monetary damages in certain circumstances.  See 17 U.S.C. §512(e).

6. None of the DMCA’s safe harbors seem to protect students who engage in P2P file-sharing.
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