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I.  INTRODUCTION

It is very easy to become an intellectual property communist; Napster demonstrated this, and there is no question that campuses can be a source of copyright infringement problems, which need to be continuously addressed.  Perhaps, some of the problems of copyright infringement arise from the fact that the laws are counter-intuitive – that we can “promote the Progress of Science and useful Arts, by securing for limited Times to Authors and Inventors the exclusive Right to their respective Writings and Discoveries.”  United States Constitution, Article I, Section 8, Clause 8.  

But, it is more likely that the arguments about infringement are the result of technological convenience and perceptions of ownership, rather than constitutional debate.  College kids downloading digital files are perceived as pirates and thieves by the content industry, while the college kids perceive the recording industry as greedy philistines and ignore intellectual property rights.  Both sides push the concept of “ownership” to its polar limits.  This has created a powerful argument, fueled by the convenience of the technology and fanned by litigation and Congressional action.  But, argument is the lifeblood of the Academy, and this time it is over the stock-in-trade of the academy --intellectual property.  

Institutions of higher education have our own responsibilities in this argument that are not completely parallel to those of the RIAA and content community, but we must share many of their concerns, because they implicate the creation of intellectual property and respect for the intellectual property of others.   Moreover, peer-to-peer (P2P) technology and file sharing have created enormous burdens on the information technology infrastructure and systems, causing rising costs and diminished capacity for “legitimate” uses.  

As administrators, we must react to the changes in technology and the changes in laws in very technical ways, but our starting place should be grounded in basic, fundamental questions, and with a goal to foster our academic purposes.  The new technologies have not outpaced the philosophical questions – they have opened the door for the timeless questioning the Academy holds most dear.  

The consequences are serious.  Each individual act of copyright infringement can result in a staggering potential for damages; including injunctions, statutory money damages of $150,000, compensation for lost profits, liability for the attorney fees of the party claiming infringement, court costs, and even criminal penalties.  Given these potential penalties and sanctions, the issues are worth serious consideration.   Fortunately, there are laws that allow the debate to occur with some very important protections for institutions of higher education. 

II.  THE PROBLEM

While the problem arises from many different sources – both technological and philosophical – much of the problem lies in the impasse of positions that content owners, file sharers, and ISP providers have clung to and perpetuated.  An admitted simplification demonstrates the point:  

A.  Copyright Content Owners:  “File sharing is theft and piracy, and we’re fighting our own terrorist war.” [Translation: “We’re losing big money!”].  

B.  File Sharers:  “Content Owners are greedy philistines trying to destroy our culture and freedom.” [Translation:  “It’s free, all free!”]

C.  Internet Service Providers (“ISP”) in DMCA suits:  “The Content Community is engaging in ‘jihads against 12 year old girls!’”  [Translation: “You are scaring away our customers.”]

D.  Compounding the problem for higher education is the fact that our students comprise an extremely important market segment for copyrighted materials, and yet they have some of the most sophisticated computer networks and bandwidth in the world at their disposal to simply download the materials from P2P networks.  

III.  THE MORAL HIGHGROUND

The moral highground is, of course, claimed by all actors in the arena.  Yet no position is completely free of some complicity.  

A.  In September 2002, music label and retailers settled charges in 43 states for antitrust and price fixing, including $67.3 million in cash and $75.7 in CDs.  
B.  It is estimated that 87% of materials on P2P networks are infringing and up to 75% of higher education bandwidth is devoted to P2P file sharing.  

C.  The business models of many of the file-sharing services were built upon the ability to download materials from major artists and studios, without cost, and the services have intentionally distances themselves from traditional copyright infringement liability. 

D.  ISP’s and computer manufacturers actively promote downloading and copying abilities.  
IV.  OUR CULTURE

The academic culture presents its own difficulties in the P2P debate because of our traditions and missions.  


A.  Libraries.  Librarians are devoted to the principles of fair use and dissemination of materials.  Every work that is copyrighted can be used for fair use and restrictions on dissemination of those materials are antithetical to the core of “Librarianism.”  


B.  Faculty and Students.  It is the privilege and the duty of faculty and students to embrace all learning interactions, including P2P and its promises, and to push the envelope of knowledge and academic freedom.  P2P provides and promises great advances in teaching and learning.  


C.  Administration.  The administration must maintain and reduce risk, engage in cost management, and promote successful business models.  P2P threatens these goals.  


D.  All.  We all have the duty to promote and adhere to ethical and legal behavior in the pursuit of learning, teaching, research, and public service.  

V.  THE STARTING POINT

The starting point for copyright infringement is not the idea that a copyright’s purpose is to protect a personal property right.  The property right is a secondary tool for the primary purpose, which is contained in the United States Constitution, Article I, Section 8, Clause 8:

“To Promote the Progress of Science and the useful Arts, by securing for limited Times to Authors and Inventors the exclusive Right to their respective Writings and Discoveries.”
The monopoly is to promote science and the useful arts and to encourage dissemination and works built upon that dissemination.  

VI.  SOURCES OF COPYRIGHT LAW


A.  United States Constitution, Article I, Section 8, Clause 8.  


B.  Title 17 of the United States Code, The Copyright Act of 1976.


C.  Related Laws.  Many laws can apply to copyright cases, including the First Amendment, the No Electronic Theft Act, the Federal Anti-Bootleg Statute, Anti-Trust Laws, and various federal and state criminal and civil laws.  


D.  Treaties.  The United States adheres to international treaties on intellectual property, including the World Intellectual Property Organization (“WIPO”) treaties.  

VII.  EXCLUSIVE RIGHTS OF COPYRIGHT OWNERS

The exclusive rights of copyright owners are articulated in 17 U.S.C. 106:

§ 106. Exclusive rights in copyrighted works.

Subject to sections 107 through 122, the owner of copyright under this title has the exclusive rights to do and to authorize any of the following:

(1) to reproduce the copyrighted work in copies or phonorecords;

(2) to prepare derivative works based upon the copyrighted work;

(3) to distribute copies or phonorecords of the copyrighted work to the public by sale or other transfer of ownership, or by rental, lease, or lending;

(4) in the case of literary, musical, dramatic, and choreographic works, pantomimes, and motion pictures and other audiovisual works, to perform the copyrighted work publicly;

(5) in the case of literary, musical, dramatic, and choreographic works, pantomimes, and pictorial, graphic, or sculptural works, including the individual images of a motion picture or other audiovisual work, to display the copyrighted work publicly; and

(6) in the case of sound recordings, to perform the copyrighted work publicly by means of a digital audio transmission.

In addition, 17 U.S.C. 106A provides for exclusive rights for attribution and integrity.  

VIII.  TERMS OF OWNERSHIP

Copyrights terms have been continually extended.  While a patent is generally only protected for 20 years, copyrights last beyond the life of the author.  


A.  Works Originally Created on or after January 1, 1978 are protected for the author's life plus an additional 70 years.  


B.  A joint work is protected for 70 years after the last surviving author's death.  


C.  For works made for hire, anonymous, and pseudonymous works the protection is for 95 years from publication or 120 years from creation, whichever is shorter.

IX.  METHODS OF INFRINGEMENT


A.  Direct Infringement.  

1.  Plaintiff owns the work infringed;

2.  Infringer violated at least one of the exclusive rights under 17 USC 106, e.g., reproduction and distribution.  


B.  Contributory Infringement.  

1.  Direct Infringement by another;

2.  Actual knowledge of the direct infringement or constructive knowledge of infringement by the facts and circumstances;  

3.  Induced, caused, or materially contributed to the underlying direct infringement.  


C.  Vicarious Infringement.



1.  Direct Infringement;



2.  Right and ability to control or supervise the direct infringement;



3.  Vicarious Infringer derived a direct financial benefit from underlying infringement.

X.  PRIMARY DEFENSES TO P2P COPYRIGHT INFRINGEMENT


A.  General.  Although the defenses that have been advanced in P2P cases have ranged from the First Amendment to anti-trust and technicalities of the Copyright Act of 1976, the primary defenses remain:

1.  Fair use:  Reproduction for purposes such as criticism, comment, news reporting, teaching (including multiple copies for classroom use), scholarship, or research, is not an infringement of copyright. 

2.  DMCA:  Safe harbors for Internet Service Providers.

3.  Sony Betamax:  Technology capable of substantial noninfringing use.


B.  Fair Use.  Fair use has been codified, although not completely or exclusively, in 17 U.S.C.§ 107, Limitations on exclusive rights:  

Notwithstanding the provisions of sections 106 and 106A, the fair use of a copyrighted work, including such use by reproduction in copies or phonorecords or by any other means specified by that section, for purposes such as criticism, comment, news reporting, teaching (including multiple copies for classroom use), scholarship, or research, is not an infringement of copyright. In determining whether the use made of a work in any particular case is a fair use the factors to be considered shall include: 

(1) the purpose and character of the use, including whether such use is of a commercial nature or is for nonprofit educational purposes;

(2) the nature of the copyrighted work;

(3) the amount and substantiality of the portion used in relation to the copyrighted work as a whole; and

(4) the effect of the use upon the potential market for or value of the copyrighted work.

The fact that a work is unpublished shall not itself bar a finding of fair use if such finding is made upon consideration of all the above factors.


C.  DMCA Safe Harbors.  

1.  General.  In order to take advantage of the DMCA safe harbors, one must develop a policy for handling infringement complaints, provide education on copyright ownership and infringement, place a written policy and procedure notice on the Web, and register an agent with the United States Copyright Office.  These are not onerous provisions and the protections offered are well worth the investment.  Moreover, adherence to these requirements enhances the probability of reducing infringement through education and behavior modification.  

The Digital Millennium Copyright Act was signed into law on October 28, 1998.  The legislation was the result of two World Intellectual Property Organization (“WIPO”) treaties, which the United States joined.  The Act addressed various copyright issues, directed certain studies, and created innovations in copyright protection.  The DMCA also, arguably, failed to address important issues in distance education, but that failing is not at issue here.  Four of the five Titles, which comprise the DMCA, implement provisions for copyright-related issues concerning, for example, ephemeral digital recordings, Webcasting of music, and the Vessel Hull Design Protection Act.  Title II, with its limitations on liability, is the only section of the DMCA addressed here. 

Title II of the DMCA, The Online Copyright Infringement Liability Limitation Act, now codified as Title 17, United States Code, Section 512, creates safe harbors for an Internet Service Provider if the ISP follows specified procedures and adopts specified policies.  To comply with the DMCA, a completed form entitled, “Interim Designation of Agent to Receive Notification of Claimed Infringement,” is required.  

2.  Section 512 Safe Harbors.  The Copyright Office has issued an official summary of the DMCA (http://www.loc.gov/copyright/legislation/dmca.pdf).  The summary is used in this section to provide the official interpretation of the Act.  I have inserted language directly into this section freely, and make no other distinction from the text.  

In truth, much of what follows in this section is a fairly dry, nuts-and-bolts analysis of the technical provisions and conditions of the DMCA.  Yet, it is attention to the technical conditions that will allow an institution or entity to take advantage of the safe harbors.  

Title II of the DMCA creates four new limitations on liability for copyright infringement by online service providers.  The limitations are based on the following four categories of conduct by a service provider:

1.
Transitory communications;

2.
System caching;

3.
Storage of information on systems or networks at direction of users; and

4.
Information location tools.

Section 512 also includes special rules concerning the application of these limitations to nonprofit educational institutions.  

Each limitation provides a complete bar to monetary damages, and restricts the availability of injunctive relief in various respects.  (Section 512(j)).  Each limitation also relates to a separate and distinct function, and a determination of whether a service provider qualifies for one of the limitations does not bear upon a determination of whether the provider qualifies for any of the other three.  (Section 512(n)).  

The failure of a service provider to qualify for any of the limitations in section 512 does not necessarily make it liable for copyright infringement.  The copyright owner must still demonstrate that the provider has infringed, and the provider may still avail itself of any of the defenses, such as fair use, that are available to copyright defendants generally.  (Section 512(l)).

In addition to limiting the liability of service providers, Title II establishes a procedure by which a copyright owner can obtain a subpoena from a federal court ordering a service provider to disclose the identity of a subscriber who is allegedly engaging in infringing activities.  (Section 512(h)). 

Section 512 also contains a provision to ensure that service providers are not placed in the position of choosing between limitations on liability on the one hand and preserving the privacy of their subscribers, on the other.  Subsection (m) explicitly states that nothing in section 512 requires a service provider to monitor its service or access material in violation of law (such as the Electronic Communications Privacy Act) in order to be eligible for any of the liability limitations.

While there is a continuing judicial debate whether a state agency is immune from liability for copyright infringement under the Eleventh Amendment, Congress has attempted to legislate liability.  Penalties for infringement range from large statutory money damages to criminal imprisonment.  In addition, attorney fees and costs are part of the penalties and sanctions.  The complete bar to money damages and most other relief, in Section 512, is an extraordinary measure – especially when the bar is in response to an actual act of infringement; which would normally be considered under theories of vicarious liability or contributory liability, under which an institution or entity could be held liable for actions it was not party to -- or even aware of.  

3.  §§ 512(k)(1), 512(i) Eligibility for Limitations.  A party seeking the benefit of the limitations on liability in Title II must qualify as a “service provider.”  For purposes of the first limitation, relating to transitory communications, “service provider” is defined in section 512(k)(1)(A) as “an entity offering the transmission, routing, or providing of connections for digital online communications, between or among points specified by a user, of material of the user’s choosing, without modification to the content of the material as sent or received.”  For purposes of the other three limitations, “service provider” is more broadly defined in section 512(k)(l)(B) as “a provider of online services or network access, or the operator of facilities therefor.”

Higher education networks and operation of webs and .edu sites, qualify each as an ISP under both definitions.  In some cases, however, the institution is the “user” and is active in the decisions about content.  In these cases, the institution would not be considered just the ISP, and the limitations would not apply – except as described, below, in the special provisions for nonprofit educational institutions. 

In addition, to be eligible for any of the limitations, a service provider must meet two overall conditions: (1) it must adopt and reasonably implement a policy of terminating in appropriate circumstances the accounts of subscribers who are repeat infringers; and (2) it must accommodate and not interfere with “standard technical measures.”  (Section 512(i)).  “Standard technical measures” are defined as measures that copyright owners use to identify or protect copyrighted works, that have been developed pursuant to a broad consensus of copyright owners and service providers in an open, fair and voluntary multi-industry process, are available to anyone on reasonable nondiscriminatory terms, and do not impose substantial costs or burdens on service providers.  

The policy and notice provisions set forth below; do not address standard technical measures, other than to note compliance with the DMCA, which is sufficient.  There are special provisions for libraries and reverse engineering, but defeating standard technical measures should not be an issue for higher education now, because the standards are being developed slowly and there are several federal court challenges to the authority of Congress to establish this requirement.  

4.  § 512(a) Transitory Communications.  Section 512(a) limits the liability of service providers in circumstances where the provider merely acts as a data conduit, transmitting digital information from one point on a network to another at someone else’s request.  This limitation covers acts of transmission, routing, or providing connections for the information, as well as the intermediate and transient copies that are made automatically in the operation of a network.  In order to qualify for this limitation, the service provider’s activities must meet the following conditions:

1. A person other than the provider must initiate the transmission. 

2. The transmission, routing, provision of connections, or copying must be carried out by an automatic technical process without selection of material by the service provider.

3. The service provider must not determine the recipients of the material.  

4. Any intermediate copies must not ordinarily be accessible to anyone other than anticipated recipients, and must not be retained for longer than reasonably necessary.

5. The material must be transmitted with no modification to its content.

This is the usual business of Web operations and Internet mail systems at all higher education sites.   

5.  § 512(b) System Caching.  This and the following subsection address some of the more “technical” aspects of Web operations.  Section 512(b) limits the liability of service providers for the practice of retaining copies, for a limited time, of material that has been made available online by a person other than the provider, and then transmitted to a subscriber at his or her direction.  The service provider retains the material, so that transmitting the retained copy, rather than retrieving the material from the original source on the network can fulfill subsequent requests for the same material. 

The benefit of this practice is that it reduces the service provider’s bandwidth requirements and reduces the waiting time on subsequent requests for the same information.  On the other hand, it can result in the delivery of outdated information to subscribers and can deprive Website operators of accurate “hit” information -- information about the number of requests for particular material on a Website -- from which advertising revenue is frequently calculated.  For this reason, the person making the material available online may establish rules about updating it, and may utilize technological means to track the number of “hits.”

The limitation applies to acts of intermediate and temporary storage, when carried out through an automatic technical process for the purpose of making the material available to subscribers who subsequently request it.  It is subject to the following conditions:

1. The content of the retained material must not be modified.  

2. The provider must comply with rules about “refreshing” material (replacing retained copies of material with material from the original location) when specified in accordance with a generally accepted industry standard data communication protocol.  

3. The provider must not interfere with technology that returns “hit” information to the person who posted the material, where such technology meets certain requirements.

4. The provider must limit users’ access to the material in accordance with conditions on access (e.g., password protection) imposed by the person who posted the material.

5. Any material that was posted without the copyright owner’s authorization must be removed or blocked promptly once the service provider has been notified that it has been removed, blocked, or ordered to be removed or blocked, at the originating site.

Systems operators must be aware of the conditions imposed and must remain vigilant to the policies for DMCA compliance.  

6.  § 512(c) Information Residing on Systems or Networks at the Direction of Users.  Section 512(c) limits the liability of service providers for infringing material on Websites (or other information repositories) hosted on their systems.  It applies to storage at the direction of a user.  In order to be eligible for the limitation, the following conditions must be met:

1. The provider must not have the requisite level of knowledge of the infringing activity, as described below.

2. If the provider has the right and ability to control the infringing activity, it must not receive a financial benefit directly attributable to the infringing activity.

3. Upon receiving proper notification of claimed infringement, the provider must expeditiously take down or block access to the material.

4. A service provider must have filed with the Copyright Office a designation of an agent to receive notifications of claimed infringement.  

Under the knowledge standard, a service provider is eligible for the limitation on liability only if it does not have actual knowledge of the infringement, is not aware of facts or circumstances from which infringing activity is apparent, or upon gaining such knowledge or awareness, responds expeditiously to take the material down or block access to it. 

The statute also establishes procedures for proper notification and rules as to its effect.  (Section 512(c)(3)).  Under the notice and takedown procedure, a copyright owner submits a notification under penalty of perjury, including a list of specified elements, to the service provider’s designated agent.  Failure to comply substantially with the statutory requirements means that the notification will not be considered in determining the requisite level of knowledge by the service provider.  Section 512 (c)(3)(A) elements of notification are:

(3) Elements of notification.  

(A) To be effective under this subsection, a notification of claimed infringement must be a written communication provided to the designated agent of a service provider that includes substantially the following:

(i) A physical or electronic signature of a person authorized to act on behalf of the owner of an exclusive right that is allegedly infringed.

(ii) Identification of the copyrighted work claimed to have been infringed, or, if multiple copyrighted works at a single online site are covered by a single notification, a representative list of such works at that site.

(iii) Identification of the material that is claimed to be infringing or to be the subject of infringing activity and that is to be removed or access to which is to be disabled, and information reasonably sufficient to permit the service provider to locate the material.

(iv) Information reasonably sufficient to permit the service provider to contact the complaining party, such as an address, telephone number, and, if available, an electronic mail address at which the complaining party may be contacted.

(v) A statement that the complaining party has a good faith belief that use of the material in the manner complained of is not authorized by the copyright owner, its agent, or the law.

(vi) A statement that the information in the notification is accurate, and under penalty of perjury, that the complaining party is authorized to act on behalf of the owner of an exclusive right that is allegedly infringed.

If, upon receiving a proper notification, the service provider promptly removes or blocks access to the material identified in the notification, the provider is exempt from monetary liability.  In addition, the provider is protected from any liability to any person for claims based on its having taken down the material.  (Section 512(g)(1)).  

In order to protect against the possibility of erroneous or fraudulent notifications, certain safeguards are built into section 512.  Subsection (g)(1) gives the subscriber the opportunity to respond to the notice and takedown by filing a counter notification.  In order to qualify for the protection against liability for taking down material, the service provider must promptly notify the subscriber that it has removed or disabled access to the material.  If the subscriber serves a counter notification complying with statutory requirements, including a statement under penalty of perjury that the material was removed or disabled through mistake or misidentification, then the service provider must put the material back up within 10-14 business days after receiving the counter notification, unless the copyright owner files an action seeking a court order against the subscriber.  

These are rules only lawyers could love.  Yet, they are not oppressive and each institution and entity can formulate simple procedures to make these provisions work smoothly.  

Penalties are provided for knowing material misrepresentations in either a notice or a counter notice.  Any person who knowingly materially misrepresents that a work is infringing, or that it was removed or blocked through mistake or misidentification, is liable for any resulting damages (including costs and attorneys’ fees) incurred by the alleged infringer, the copyright owner or its licensee, or the service provider.  (Section 512(f)).  But, the institution or entity remains free of liability provided it follows the DMCA procedures, and can recover damages it suffers as a result of a knowing misrepresentation.  

7.  § 512(d) Information Location Tools.  There are still questions about linking and framing liability, and the courts have not had much chance to clarify all of the effects in relation to intellectual property law.  However, Section 512(d) relates to hyperlinks, online directories, search engines, and similar concepts.  It limits liability for the acts of referring or linking users to a site that contains infringing material by using such information location tools, if the following conditions are met:

1. The provider must not have the requisite level of knowledge that the material is infringing.  The knowledge standard is the same as under the limitation for information residing on systems or networks.  

2. If the provider has the right and ability to control the infringing activity, the provider must not receive a financial benefit directly attributable to the activity.

3. Upon receiving a notification of claimed infringement, the provider must expeditiously take down or block access to the material.  

These are essentially the same conditions that apply under the previous limitation, with some differences in the notification requirements.  The provisions establishing safeguards against the possibility of erroneous or fraudulent notifications, as discussed above, as well as those protecting the provider against claims based on having taken down the material apply to this limitation.  (Sections 512(f)-(g)).

8.  §512(e) Special Rules Regarding Liability of Nonprofit Educational Institutions.  Section 512(e) determines when the actions or knowledge of a faculty member or graduate student employee who is performing a teaching or research function may affect the eligibility of a nonprofit educational institution for one of the four limitations on liability.  As to the limitations for transitory communications or system caching, the faculty member or student shall be considered a “person other than the provider,” so as to avoid disqualifying the institution from eligibility.  As to the other limitations, the knowledge or awareness of the faculty member or student will not be attributed to the institution.  The following conditions must be met:

1. The faculty member or graduate student’s infringing activities do not involve providing online access to course materials that were required or recommended during the past three years;

2. The institution has not received more than two notifications over the past three years that the faculty member or graduate student was infringing; and 

3. The institution provides all of its users with informational materials describing and promoting compliance with copyright law.

The requirement that all users be provided with informational materials is addressed throughout this memo; however, additional education is necessary to comply with the DMCA.  To that end, I am preparing a PowerPoint presentation that can be put online at UNC institutions and entities without a copyright education program.  In the interim, the expanded notice, link to the Copyright Office, and educational efforts on campus, are a good faith effort to comply.  

9.  Notice, Designation, and Take Down.  In order to comply with the requirements in the information above, I have drafted policies and provisions, drawing on many existing university models, which give notice of the required information and procedures, and adding clauses and sections where necessary. 

10.  Section 512(h) Subpoena To Identify Infringer -- Full Text.  

(1) Request. A copyright owner or a person authorized to act on the owner’s behalf may request the clerk of any United States district court to issue a subpoena to a service provider for identification of an alleged infringer in accordance with this subsection. 

(2) Contents of request. The request may be made by filing with the clerk:

(A)  a copy of a notification described in subsection (c)(3)(A); 

(B)  a proposed subpoena; and 

(C) a sworn declaration to the effect that the purpose for which the subpoena is sought is to obtain the identity of an alleged infringer and that such information will only be used for the purpose of protecting rights under this title. 

(3) Contents of subpoena. The subpoena shall authorize and order the service provider receiving the notification and the subpoena to expeditiously disclose to the copyright owner or person authorized by the copyright owner information sufficient to identify the alleged infringer of the material described in the notification to the extent such information is available to the service provider.

(4) Basis for granting subpoena. If the notification filed satisfies the provisions of subsection (c)(3)(A), the proposed subpoena is in proper form, and the accompanying declaration is properly executed, the clerk shall expeditiously issue and sign the proposed subpoena and return it to the requester for delivery to the service provider. 

(5) Actions of service provider receiving subpoena. Upon receipt of the issued subpoena, either accompanying or subsequent to the receipt of a notification described in subsection (c)(3)(A), the service provider shall expeditiously disclose to the copyright owner or person authorized by the copyright owner the information required by the subpoena, notwithstanding any other provision of law and regardless of whether the service provider responds to the notification. 

(6) Rules applicable to subpoena. Unless otherwise provided by this section or by applicable rules of the court, the procedure for issuance and delivery of the subpoena, and the remedies for noncompliance with the subpoena, shall be governed to the greatest extent practicable by those provisions of the Federal Rules of Civil Procedure governing the issuance, service, and enforcement of a subpoena duces tecum. 


D.  Sony Corp. of America v. Universal City Studios, Inc., 464 U.S. 417, 78 L. Ed. 2d 574, 104 S. Ct. 774 (1984).  (Sony Betamax).  The Sony Betamax case arose when the sale of home video tape recorders was challenged on the grounds of contributory infringement.  The U. S. Supreme court rejected liability, holding that contributory infringement could not extend to the manufacturer of a device that was “capable of substantial noninfringing uses.” 

XI.  HISTORY OF CONTENT OWNER OPPOSITION TO TECHNOLOGICAL ADVANCES

A.  Attempt to restrain production of the piano roll.

B.  Attempt to control the market for phonogram equipment and players.

C.  Attempt to enjoin sale of home video recorders.

D.  Attempt to enjoin production of MP3 players.

E.  Attempt to enjoin P2P.

XII.  TYPES OF FILE-SHARING


A.  Client /Server Communications.  

1.  Traditional network technology with individual computers communicating with central servers that control, coordinate, and manage client requests.  

2.  Communication between individual computers is indirect and the server operates as a central conduit for information transfers.  


B.  Hybrid/Centralized P2P.  

1.  Central server performs some but not all of the functions of a traditional central server, e.g., Napster’s central server with directories of the available files.

2.  After a file is located in directory, individual computers initiated file transfer.

3.  Peer computers took some tasks from server.  


C.  Pure P2P.  

1.  Each individual computer operates independent of a centralized server.  

2.  Information transfers are autonomous and by use of software programs that facilitate all searches, connections, and transfers.

3.  Freenet Project designed to allow better use of bandwidth by freeing server bottlenecks, Internet publishing, and dissemination of controversial information without censorship.  

XIII.  LITIGATION AGAINST FILE SHARING “SYSTEMS”

1.
A & M v. Napster, 114 F. Supp. 2d 896 (N.D. CA 2000).  

A.  Introduction.  Napster put P2P directly in the judicial crosshairs.  In fact, the court put the issue fairly succinctly:  

“The matter before the court concerns the boundary between sharing and theft, personal use and the unauthorized worldwide distribution of copyrighted music and sound recordings.”

114 F. Supp. 2d at 896.  Napster distributed free software that allowed users to log on to the Napster system and share MP3 files with other users who were logged on.  The court found that 10,000 music files were shared per second and Napster projected 75 million users by the end of 2000.  Napster collected no revenues for its services and software—hoping to reach a critical mass of users and music to enable it to “monetize” the services in the future.  

The court also found that virtually all users downloaded music and the vast majority of the music was copyrighted.  Moreover, Napster executives were fully aware that users were engaged in unauthorized downloading.  

The Napster service comprised of a cluster of servers and a central server that contained directories of users and files.  Once a desired file was found, the actual MP3, or other file, was transferred directly between two users.  A significant finding for institutions of higher education was:

The court finds that Napster use is likely to reduce CD purchases by college students, whom defendant admits constitute a key demographic.

Id. at 31.  

B.  Conclusions of Law.



1.  Preliminary Injunction.  The proceeding in Napster was one for injunctive relief and the demise of Napster’s business precluded a final decision.  Yet, the principles advanced and the legal analysis remains seminal to the P2P legal analysis.  The court found sufficient proof to enjoin Napster. 



2.  Direct Infringement.  To prevail on the plaintiffs’ allegations of contributory or vicarious copyright infringement claims, it is necessary to show direct infringement by a third party.  The court found a prima facie case of direct infringement, with as much as 87 percent of the files available for downloading protected by copyright.  



3.  Affirmative Defenses of Substantial Non-Infringing Use and Fair Use.  Napster argued that they were selling a “staple article of commerce” which was capable of “substantial noninfringing uses,” and protected by Sony Corp. of America v. Universal City Studios, Inc., 464 U.S. 417, 78 L. Ed. 2d 574, 104 S. Ct. 774 (1984).  Sony determined that the manufacture of home video recorders was not, in itself, contributory infringement since the primary use for home video recorders was “time shifting” of television programs – a substantial noninfringing use – and Sony’s relationship with the customer stopped at the moment of sale.  The Sony court also held that an individual may reproduce a copyrighted work for “fair use,” and a copyright holder has no exclusive right to that use.  

The Napster court distinguished the case before it, finding that any potential noninfringing use of Napster was minimal, connected to the infringing activity, or both.  In addition, the court rejected the fair use defense, under analysis of the fair use factors in 17 U.S.C. 107. 

a.  The Purpose And Character For The Use.  The purpose and character for the use was determined not to be transformative, and the commercial character of the use was determined to weigh against fair use because the downloaders were getting something for free that they would ordinarily have to buy. 

b.  The Nature of the Copyrighted Work.  The creative and entertainment nature of the copyrighted musical compositions and sound recordings were determined to weigh against fair use.  

c.  The Amount and Substantiality.  Because the downloads were of the entire work, the court found the wholesale copying to preclude application of fair use. 

d.  Effect on the Potential Market.  The court found that Napster harmed the market for copyrighted musical compositions and sound recordings and also harmed the plaintiffs’ entry into the market for digital downloading of music.  

e.  Sampling.  Napster asserted the fair use defense of sampling, but the court held that the sampling was not a home personal use, because the acquisition was of permanent copies of songs the downloaders would otherwise have to purchase.  The global scale of Napster, in combination with the permanent acquisition of works that would otherwise be free, were seen to militate against home sampling.  The plaintiffs also demonstrated to the court’s satisfaction that there was a substantial likelihood that the use adversely affected the potential market for the copyrighted works.  Any enhancement of sales, by downloading, was not seen to outweigh the copyright holder’s entitlement to licensing fees or access to derivative markets.  

f.  Space Shifting.  The court rejected the “space-shifting” argument, which argued that Napster users simply shifted music they already owned in a different format; distinguishing the determination in Sony that time-shift was the principal use of home video recorders, while Napster owners did not own most of the music they downloaded. 

g.  Staple Article of Commerce.  Unlike Sony, Napster exercised ongoing control of its service, rather than mere manufacture and sale of the system that allows infringement.

h.  Additional Noninfringing Uses.    The court rejected Napster’s defense that was presented on the basis that they promoted new artists.  The court looked to the fact that Napster had originally focused on major stars.  

4.  Contributory Infringement.  

a.  Knowledge.  Recognizing that “a contributory infringer is ‘one who, with knowledge of the infringing activity, induces, causes or materially contributes to the infringing conduct of another,’” and that “a defendant incurs contributory copyright liability if he has reason to know of the third party’s direct infringement,” the court found sufficient evidence of contributory infringement.  The court held that Napster actually knew of the infringing activity and was not a mere conduit for the transfer of files – given its directory and search functions.  Moreover, even if there were no actual knowledge, the court found sufficient constructive knowledge.  

The court also rejected a defense under the DMCA section 512(d) safe harbor.  Section 512(d) does not apply to those who have “actual knowledge that the material or activity is infringing,” §512)(d)(1)(A), or “is aware of facts or circumstances from which infringing activity is apparent.” §512(d)(1)(B).

b.  Material Contribution.  The court likened Napster to a “swap meet” and determined that the infringement could not occur without Napster’s active role in file sharing; by providing support services, such as search engines, servers, proprietary software, and a means of establishing a connection between users. In Fonovisa, Inc. v. Cherry Auction, Inc., 76 F.3d 259 (9th Cir. 1996), the Ninth Circuit had held the operator of swap meet, where counterfeit recording were sold, liable for contributory infringement because it provided support services such as access, parking, booth space, promotion, and clientele.  

5.  Vicarious Infringement.   Vicarious liability arises where one has the right and ability to supervise the infringing activity and also has a direct financial interest in such activities.  Returning to Fonovisa, the court recognized that the swap meet operators satisfied the elements of vicarious liability because of the operator’s ability to control the vendors.  The court found that Napster’s control, ability to police and terminate accounts, and supervision to be sufficient right and ability to supervise.  The direct financial interest was also determined to be sufficient, even though Napster was not producing revenue.  The prospect of “monetizing” the user base was sufficient.  

6.  First Amendment Defense.  Napster argued that an injunction would amount to prior restraint of its electronic directory, which did not contain copyrighted materials.  The First Amendment, in other cases, has protected directories.  The court noted that the plaintiffs did not request that anything other than infringing activities be enjoined and Napster could technically prevent infringing activities while continuing with its noninfringing services, such as New Artist Program, chats rooms, etc.  

7.  Misuse of Copyright Defense.  The court found that the misuse of copyright defense, which alleged that the plaintiffs sought to extend their monopoly beyond the scope of their copyrights, by restricting the flow of unsigned artists and controlling Internet distribution, to be an antitrust argument, and antitrust defenses are not generally applicable in infringement cases.  

8.  Waiver.  The court rejected Napster’s argument that plaintiffs had waived their entitlement to copyright protection because they had hastened the proliferation of MP3’s and had plans to enter the market.  The court found that plaintiffs intended security measures and discouragement of anti-ripping was sufficient to rebut waiver. 

9.  Failure to Present Evidence of Copyright Registration.  Napster argued that the plaintiffs had not identified the infringed works with specificity and had not provided sufficient evidence of registration, as is required in 17 U.S.C. 411(a).  The court found the plaintiffs had provided sufficient evidence of registration with the schedules of registered works.

10.  Irreparable Harm.  Napster contended that it had rebutted the presumption of irreparable harm, by showing that any harm was de minimus.  The court flatly rejected the argument, finding threats to entry into the digital downloading market and suppression of CD sales. 

11.  Balance of the Hardships.  The court balanced Napster’s argument that an injunction would put them out of business by observing:  

“Although even a narrow injunction may so fully eviscerate Napster, Inc. as to destroy its user base or make its service technologically infeasible, the business interests of an infringer do not trump a rights holder’s entitlement to copyright protection. Nor does defendant’s supposed inability to separate infringing and non-infringing elements of its service constitute a valid reason for denying plaintiffs relief or for issuing a stay. See Dr. Seuss, 109 F.3d at 1406.”

114 F. Supp. 2d at 926 (footnote omitted).  The court went even further, determining:  

“Any destruction of Napster, Inc. by a preliminary injunction is speculative compared to the statistical evidence of massive, unauthorized downloading and uploading of plaintiffs’ copyrighted works—as many as 10,000 files per second, by defendant’s own admission. The court has every reason to believe that, without a preliminary injunction, these numbers will mushroom as Napster users, and newcomers attracted by the publicity, scramble to obtain as much free music as possible before trial.”

Id.  (declaration citation omitted).  The court granted the preliminary injunction and Napster, in effect, folded.  Although it has risen again, after being purchased by Roxio, Inc., and reconfigured as a site offering downloads for a fee.  

2.  MGM Studios v. Grokster, Ltd., 259 F. Supp. 2d 1029 (C.D. CA 2003).
A.  Introduction.  After the success in Napster, this case was a surprise to many because the court failed to enjoin filesharing “systems” that had taken over the field once occupied by Napster. 


B.  Factual/Procedural Background.  Having successfully destroyed Napster, the content community sued Grokster, StreamCast, and Kazaa BV, under the same theories of contributory and vicarious copyright infringement.  All three marketed free software, built upon the FastTrack P2P technology.  Although, StreamCast changed its operating software to operate on the open Gnutella technology and created its own software, known as Morpheus.  After the suit was filed, Kazaa BV ownership passed to Sharman Networks, which currently operates Kazaa. 


C.  Operation of the StreamCast and Grokster Software.  The court recognized that, conceptually, the systems operated analogously to Napster.  In both cases, the software is transferred from the defendants to a user’s computer and then the software automatically connects to a P2P network, making files available for sharing.


D.  Limitations of the Order.  The court restricted the Order to currently operating systems and actions, and offered no opinion as to Sharman’s liability.  


E.  Discussion.  The court began by addressing the initial elements of contributory and vicarious infringement:  

1.  Direct Infringement.  The court found sufficient evidence that there was ownership of copyrights by plaintiffs.  The court also agreed with the Napster court, that direct copyright infringement by at least some of the individuals who used defendants’ software was undisputed.

2.  Contributory infringement.  Drawing from Napster, the court acknowledged that contributory infringement consists of two factors:  (1) actual knowledge of direct infringement, and (2) material contribution to the infringement by personal conduct that encourages or assists the infringement.  

a.  Knowledge of the Infringing Activity.  The court looked to Sony to determine whether the Defendants had knowledge of the infringing activity.  While Sony knew, generally, that the machines could be used for infringing activity, they also were capable of “substantial noninfringing uses.”  The court took the reasoning from Napster’s opinion and differentiated it, finding:

“Here, it is undisputed that there are substantial noninfringing uses for Defendants’ software - e.g., distributing movie trailers, free songs or other non-copyrighted works; using the software in countries where it is legal; or sharing the works of Shakespeare. For instance, StreamCast has adduced evidence that the Morpheus program is regularly used to facilitate and search for public domain materials, government documents, media content for which distribution is authorized, media content as to which the rights owners do not object to distribution, and computer software for which distribution is permitted.”

259 F. Supp. 2d at 1035 (citations omitted).  The court didn’t constrain itself to current uses, but also looked to potential noninfringing uses of defendant’s software.  Napster had held Napster wasn’t being held liability for infringement merely because it distributed software that could be used to infringe, it was held liable because of actual knowledge of infringement at the time during which it materially contributed to that infringement. 

The defendants sub judice had knowledge that many, if not most of the users were downloading copyrighted materials.  The court did not find this sufficient knowledge.  

“However, Defendants correctly point out that in order to be liable under a theory of contributory infringement, they must have actual knowledge of infringement at a time when they can use that knowledge to stop the particular infringement. In other words, Plaintiffs’ notices of infringing conduct are irrelevant if they arrive when Defendants do nothing to facilitate, and cannot do anything to stop, the alleged infringement.”

Id. at 1037.  Instead of the “swap meet” analogy that the Napster court relied on, the Grokster court analogized these defendants to a landlord who had no knowledge of the intended uses for the premises at the time the lease was signed.  
b.  Material Contribution to the Infringing Activity of Another.  The court believed the critical question to be:

“[W]hether Grokster and StreamCast do anything, aside from distributing software, to actively facilitate -- or whether they could do anything to stop -- their users’ infringing activity.”

Id. at 1039.  

a.  Grokster.  Grokster distributed the Kazaa Desktop Media system, but did not have access to the source code and could not alter the code in any way.  This FastTrack software also operated in a different manner than Napster.  FastTrack used dynamic use of supernodes.  A supernode is a node (an end-point on the Internet) that has the heightened function of accumulating information from other nodes.  The FastTrack software self-selects its own supernode status and a node can be either a supernode or standard node at any given time.  This two-tiered organization has a group of nodes clustered around a supernode and, while Grokster software is preset to a list of supernodes, Grokster did not operate any supernodes, and it had no involvement with the connection to a supernode.  In addition, the software did not require registration and, thus, Grokster had no control over access to the FastTrack network.  

“Once a user is connected to the network, his/her search queries and results are relayed among supernodes, maximizing the breadth of the search pool and minimizing redundancy in search traffic. This also reflects a critical distinction from Napster. Napster utilized, in effect, a single “supernode” owned and operated by Napster. The company’s central servers indexed files from, and passed search queries and results among, all Napster users. All Napster search traffic went through, and relied upon, Napster.

When users search for and initiate transfers of files using the Grokster client, they do so without any information being transmitted to or through any computers owned or controlled by Grokster.” 

Id. at 1040 (citation omitted) ( emphasis added).  

b.  StreamCast.  StreamCast’s Morpheus software is distinct from Grokster’s, and StreamCast also had access to the source code.  However, it is even more “purely P2P because it does not use supernodes for connections.  Instead, it relies on publicly available directories of those connected to the Gnutella network.  Search requests are passed entirely from user to user and transfer is initiated directly between the users.  

While Napster indexed the files and each request passed through Napster server, this is not the case with either Grokster or StreamCast.

“Plaintiffs appear reluctant to acknowledge a seminal distinction between Grokster/StreamCast and Napster: neither Grokster nor StreamCast provides the “site and facilities” for direct infringement. Napster, 239 F.3d at 1022. Neither StreamCast nor Grokster facilitates the exchange of files between users in the way Napster did. Users connect to the respective networks, select which files to share, send and receive searches, and download files, all with no material involvement of Defendants. If either Defendant closed their doors and deactivated all computers within their control, users of their products could continue sharing files with little or no interruption.”

Id. at 1041 (declaration citations omitted).  With no active assistance, contribution, support, or control, the court found Grokster and StreamCast no different that Sony or Xerox, whose machines can be used for infringing or non-infringing activities.  

F.  Vicarious Infringement.  The court recognized two elements to vicarious infringement:  (1) financial benefit, and (2) the right and ability to supervise the infringing conduct.  Knowledge is not a required element of vicarious infringement.  

1.  Financial Benefit.  The court had little problem finding a direct financial benefit.  The user base in the tens of millions had grown with the “draw” of infringing materials and the millions of dollars of advertising were sufficient.  

2.  Right and Ability to Supervise the Infringing Conduct.  Regardless of plaintiffs’ assertion that the defendants had the ability to modify the software or employ meta data and digital fingerprinting filters, the court believed this to immaterial because the obligation to “police” only arises where there is the right and ability to supervise infringing activity.  The defendants did not operate an integrated service with essential centralized services.  Grokster and StreamCast operated with networks entirely out of their control.  

G.  Conclusion.  The court was unwilling to stray from the established copyright law it found to clearly apply to the circumstances and denied the Motions.  It suggested, however, that “additional legislative guidance may be well-counseled.”  Id. at 1046.  

XIV.  DIGITAL MILLENIUM COPYRIGHT ACT SUBPOENA LITIGATION


A.  In Re: Verizon Internet Services, 240 F. Supp. 2d 24 (D.D.C. 2003) [Verizon I].



1.  General.  The RIAA moved to enforce a DMCA subpoena served on Verizon, which had refused to comply.  The RIAA sought the identity of an anonymous user of Verizon’s Internet service, who was alleged to have infringed copyrights in over 600 songs downloaded in one day.  Verizon argued, inter alia, that the DMCA subpoena was only applicable to materials stored on the ISP’s servers, not materials that were stored on a user’s computer and then transmitted over the ISP’s service.  



2.  Applicability of the DMCA.  Verizon advanced a fairly “technical” argument that the subpoena provisions of the DMCA only applied to information that was stored on the ISP’s servers.  Their argument was based on a strict reading of §512(c) and §512(h).  The subpoena provisions in §512(h) refer back to the notice provisions of §512(c), and (c)’s provisions anticipate that the materials would be stored on the ISP’s servers.  In rejecting this argument, the court looked to the broad purposes of the DMCA’s balancing between ISP liability and copyright holders’ ability to ascertain the identities of those who are infringing their copyrights.  The court did admit that the problem was complicated by the fact that P2P was not anticipated when the DMCA subpoena provisions were enacted:

“Complicating this assessment somewhat is the fact that two new technology developments underlying the issues in this case -- peer-to-peer (P2P) software and ‘bots,’ a software tool used by copyright owners to monitor the Internet and detect unauthorized distribution of copyrighted material -- were ‘not even a glimmer in anyone's eye when the DMCA was enacted’ by Congress in 1998. RIAA contends that P2P software makes Internet copyright piracy easy and immediate, while Verizon counters that ‘bots’ will inundate service providers with thousands of computer-generated subpoenas seeking to identify infringers. Whether or not Congress was able to anticipate these technologies in enacting the DMCA, however, the courts cannot read new provisions or exceptions into a statute in order to accommodate future technological developments. Particularly in the field of copyright, federal courts must defer to Congress' expertise and constitutional authority.”

240 F. Supp. 2d at 40.  (footnote omitted).  The court believed that Congress had spoken through the text, structure, and purpose of the DMCA sufficiently to find the subpoena applicable to P2P.  


3.  Additional Arguments.  The court rejected Verizon’s argument that a “John Doe” action was an alternative, finding that the expediency anticipated in the DMCA would be thwarted.  Moreover, the court found the “good faith belief” provisions in the DMCA were sufficient to ensure protection to service providers and their customers.  The court also rejected the First Amendment arguments, finding the First Amendment “does not protect copyright infringement.”  Id. at 53.  The court declined to address the Article III “case or controversy” arguments.  


B.  In Re:  Verizon Internet Services, 257 F. Supp. 2d 244 (D.D.C. 2003) [Verizon II].



1.  General.  When the RIAA served a second subpoena, Verizon brought another action, in which it expanded its arguments – especially the Article III argument that there was no pending case or controversy that would allow judicial action.  



2.  Article III Argument.  After dismissing Verizon’s DMCA argument, as it had in Verizon I, the court turned to Verizon’s argument that §512(h) violates Article III of the Constitution because it authorizes the federal courts to issue subpoenas in the absence of a pending case or controversy.  While finding Verizon’s arguments “intriguing,” the court rejected them:

“But upon examination, it is clear that the §512(h) subpoena authorization does not represent an innovation that is inconsistent with the limited role of the judiciary as it has traditionally been understood in our constitutional regime.”

Id. at 249.  The court found the DMCA subpoena, issued by the Court Clerk, to be a “quintessentially ministerial duty,” and similar to other ministerial actions by the federal courts where there is no pending case or controversy.  


3.  First Amendment Argument.  Verizon argued that the subpoena authority in the DMCA violated the First Amendment anonymity rights of Internet users, and denied sufficient procedural protections for expressive and associational rights.  Verizon also argued that the subpoena authority was overbroad and sweeps in protected expression.  The court found that the DMCA does not directly impact “core political speech” and did not warrant exacting scrutiny.  The court found no protection for copyright infringement.  The court also found sufficient procedural safeguards in the DMCA processes and penalties.  The chilling effect on speech argument was also rejected because there was an insufficient showing that §512(h)’s overbreadth was “real and substantial.”  Id. at 264.  

C.  Boston College v. Recording Industry Association of America, Misc. Act. No. 1:03-MC-10201-JLT (D. C. Mass. 2003).


When Boston College was served with DMCA subpoenas for the names of individuals, it moved to quash.  Boston College was concerned that the subpoenas were issued in the District of Columbia, requested “expedited” production, and didn’t provide sufficient time to notify students under the provisions of FERPA.  The court ordered the subpoenas quashed, but the order only referred to Fed. R. Civ. P. 45(a)(2) and (b)(2), which do not allow a subpoena issued in Washington D. C. to be served in Massachusetts.  


D.  In Re: Subpoena to Boston College, Misc. A. No. 03-MC-10256-WGY (D.C. Mass. 2003).  


The RIAA responded by having subpoenas issued from the District Court Clerk in Massachusetts.  Boston College notified the individuals that their identity was being sought and the college was prepared to turn over the information unless an objection was filed.  One of the individuals, “Jane Doe,” filed and won an Emergency Motion to Stay Subpoena.  The case is currently under consideration and Jane Doe filed her brief with the court on September 26, 2003.  

XV.  CONGRESSIONAL ACTION


A.  The Berman Bill.  Authorizes the disruption of file sharing by:

1.  Interdiction, a/k/a denial of service attacks.

2.  Redirection, by means of index pollution.

3.  Spoofing, by attaching nodes with corrupted content to P2Pnetworks to slow downloading process.  

4.  Trojan delivery for monitoring.

5.  Cracking not ruled out.


B.  Orrin Hatch Position.  Endorsed legislation that would allow content owners to destroy an individual’s computer.  “I’m all for destroying their machines.”  


C.  The Conyers/Berman ACCOPS Bill.  

1.  Makes a single upload sufficient for the felony threshold.  

2.  Requires consumer’s consent for installation of monitoring software.  

3.  Creates a federal offense for misleading contact information.  

D.  The Boucher Bill.  The Digital Media Consumer’s Rights Act:

1.  Would allow circumvention of copy-protection technology for the purposes of exercising fair use. 

2.  Permits the making and distribution of hardware and software that is capable of substantial noninfringing use.   


E.  The Brownback Bill.  

1.  Regulates Digital Rights Management Systems, and allows resale and disclosure.  



2.  Amends the DMCA to require a judge’s approval for a subpoena.  


F.  Coleman Bill (Anticipated).  Lowers the penalties for downloading.  

XVI.  OTHER ACTIONS BY THE CONTENT COMMUNITY

A.  Letters to Presidents and Chancellors asking institutions to monitor content.

B.  Suits against individual students.

C.  Digital Rights Management.

C.  Enlisting artists and authors.

D.  Intensive lobbying for additional penalties and powers.  

E.  Education measures.    

F.  Joint Committee on P2P Sharing.

XVII.  RESPONSES BY HIGHER EDUCATION

A.  Computer use policies.

B.  Student disciplinary actions. 

C.  Restrictions on bandwidth.

D.  Education efforts.

E.  Restrictions and prohibitions on P2P traffic. 

F.  DMCA registration and compliance. 

G.  Joint Committee on P2P Sharing.  

XVIII.  THE JOINT COMMITTEE OF THE HIGHER EDUCATION AND ENTERTAINMENT COMMUNITIES

A.  Basic Approaches.  The Joint Committee was formed to tackle the problems of P2P on campuses head-on.  ACE and the Committee have identified three basic approaches to reducing or eliminating unauthorized P2P file sharing:  (1) campus education policies and practices concerning copyright rights and responsibilities and their implications for P2P file sharing, (2) the use of computer network management technologies to control inappropriate file sharing, and (3) the development of legal, campus-based online music subscription services.  

B.  Projects.  The EDUCAUSE Web has identified the specific projects of the committee to be:  

1.  A Request for Information (RFI) about technologies offered by various companies that could help curb illegal peer-to-peer network file sharing on college and university campuses (http://www.educause.edu/issues/rfi/). The idea behind this RFI is to create a clearinghouse of readily-accessible information about technologies now available to reduce infringing use of P2P on campus networks, and a convenient and easy resource for school administrators to consult. 

2.  A Request for Information (RFI) about legitimate online music and movie services now available (http://www.educause.edu/issues/rfi/). The Joint Committee does not plan to recommend a particular service, nor can it negotiate any specific online licensing agreement with schools; rather, the goal is to create a knowledge base of information for university administrators and music and movie officials to help facilitate existing or future conversations between legitimate online content services and schools. That RFI was issued in June and the review is underway. The goal of this effort is the implementation of pilot projects at a number of universities to implement campus-based legitimate online music and movie services.

3.  A recently released white paper, "Background Discussion of Copyright Law and Potential Liability for Students Engaged in P2P File Sharing on University Networks," designed to help school administrators better understand the application of copyright law to peer-to-peer network file sharing and students' legal liability when they engage in this illegal activity.  (http://www.acenet.edu/washington/legalupdate/2003/P2P.pdf.)

4.  This fall, the Committee will release a best practices document intended to serve as a resource to universities and colleges by outlining some of the approaches other schools have taken in setting campus network use policies and in educating students, faculty and staff about respect for copyrights and the liability for illegal file sharing. The Committee believes that the diverse size and varied traditions of numerous universities and colleges precludes a "one-sizes-fits-all" policy. Rather, the document will offer a variety of policies and procedures of demonstrated effectiveness.

5.  Additionally, the Committee's legislative task force continues its useful dialogue on various legislative issues before Congress.

XIX.  POSSIBLE SOLUTIONS

A.  New business models that encourage fee-based downloading. 

B.  Lowering prices on products.

C.  Compulsory licensing.

D.  CD purchase bonus materials.  

E.  Digital Rights advances.

F.  Continued litigation and prosecuting of institutions and individuals.

G.  Revisions to the Copyright Laws.

XX.  LIABILITY AND DAMAGES

A.  Penalties.  One act of copyright infringement can result in an injunction, statutory damages of $150,000, compensation for lost profits, liability for attorney fees, court costs, and criminal penalties.  

B.  Perception.  Higher education is seen as ignoring the illegal file sharing activities of its community.  

C.  Loss of Immunity.  Content community is attempting to remove sovereign immunity for higher education, which could damage or destroy technology transfer programs.  

D.  Failure of our Mission.  It is our job to teach ethical behavior.  

XXI.  CONCLUSION

Technology is progressing at a revolutionary pace, but the core issues are timeless and don’t always need a high-tech approach.  In fact, the issues are the same ones the Academy has always faced – questions of ownership, intrusion into private lives, and ethical actions in the face of choices.  These are what our concerns should be, regardless of whether the forum is the Internet, library, classroom, hallway, or dormitory. 

The better approach for higher education may be to treat the Internet and attending services as another university forum and resource -- regardless of whether the issue is allocation of resources, security, or infringement.  We don’t allow students or faculty to take 500 books out of the library at one time.  That is about the same effect of downloading audio files -- it is an unnecessary and selfish misuse of resources.  This is a concern regardless of whether the downloading is legal or not.  Similarly, the security concerns we have across campus are part of our computer responsibilities.  Where infringement is concerned, we don’t condone or encourage copyright violations in any university forum, and take a very strong stance against infringement and plagiarism.  But, we don’t have monitors watching every act our members of the academic community make either.  

The copyright primers and policies we have and can put into effect can be models for the balance between copyright ownership and the equally important principles of fair use and academic freedom; and the educational, technical, and disciplinary measures and solutions can enhance that balance.  To take a different stance on Internet use would be chasing the technology, rather than facing the basic ethical and legal problem. 

PAGE  
National Association of College and University Attorneys
30

