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I.
The Uniting and Strengthening America by Providing Appropriate Tools Required to Intercept and Obstruct Terrorism Act of 2001, Pub. L. No. 107-56 (Oct. 26, 2001) ("USA Patriot Act")

A. Background

1.
The USA Patriot Act amends numerous federal laws governing computer-related search and seizure, electronic evidence gathering, and anti-terrorism activities.  Those federal laws include:

a.
Electronic Communications Privacy Act, 18 U.S.C. §§ 2701-2712 ("EPCA") (regulates how the government can obtain content and non-content account information from network service providers).

b.
Foreign Intelligence Surveillance Act, 50 U.S.C. §§ 1861-1863 ("FISA") (establishes a special court and legal framework for "foreign intelligence" surveillance as distinct from standard law enforcement surveillance; however, information obtained under FISA can be used in connection with ordinary law enforcement).

b.
Pen Registers and Trap and Trace Devices Chapter of Title 18 of the U.S. Code, 18 U.S.C. §§ 3121-3127 (regulates government use of real-time electronic surveillance of non-content communications information through pen registers and trap and trace devices).

c.
Title III of the Omnibus Crime Control and Safe Streets Act of 1968, 18 U.S.C. §§ 2510-2522 (regulates government use of real-time electronic surveillance of the content of communications).

d.
Rule 41(a) of the Federal Rules of Criminal Procedure (regulates government use of search warrants).

2.
The USA Patriot Act enhances law enforcement's ability to obtain, and the scope and reach of, law enforcement requests, including requests for surveillance and collection of electronic communication.

3.
Information technology officials and those who process subpoenas and warrants should know how the USA Patriot Act enhances law enforcement's powers to investigate and combat terrorism, including through surveillance, computer-related searches and seizures, electronic evidence gathering, and voluntary disclosure of information by institutions that provide certain communication services.

B. The USA Patriot Act and the laws it amended generally prescribe procedures that law enforcement must follow to compel third party action.  This outline does not address those procedures in detail but rather describes how changes in procedures may impact colleges and universities as recipients of law enforcement requests.

1.
Stored voice-mail and e-mail messages

a.
USA Patriot Act:  Stored voice-mail messages less than six months old may be seized with a search warrant rather than a wiretap order.  USA Patriot Act § 209.

b.
Prior law:  A wiretap order was required to seize unopened voicemail messages that were less than six months old but a search warrant could be used to seize stored e-mail messages that were less than six months old.  The standards for obtaining a wiretap order are higher than the standards for obtaining a search warrant.

2. Required disclosure of electronic communications or records

a.
USA Patriot Act:  Under the EPCA, law enforcement can use a subpoena to compel an electronic service provider to disclose an expanded array of basic subscriber information, including local and long-distance telephone connection records, records of session times and durations, telephone or instrument number or other subscriber number or identity, temporarily assigned network address, and means and source of payment.  USA Patriot Act § 210.

b.
Prior law:  Under the EPCA, law enforcement could use a subpoena to compel an electronic service provider to disclose the following basic subscriber information: name, address, local and long distance telephone toll billing records, telephone number or other subscriber number or identity, length of service, and types of services utilized.

3. Pen/trap orders

a.
Internet surveillance

(1)
USA Patriot Act:  To cover the Internet, a so-called "pen register" or "trap and trace" device may lawfully be used to obtain dialing, routing, addressing, or signaling information transmitted by wire or electronic communication if such information does not include communication content.  In addition, pen/trap orders can require software to intercept information. Thus, government officials may install certain devices, such as "Carnivore"—now known as DCS 1000—to track Internet use.  Carnivore is the controversial program sponsored by the FBI that enables government criminal investigators to intercept and collect information on the Internet.  The USA Patriot Act as passed, unlike earlier versions, imposes on service providers no new obligation to furnish facilities or technical assistance to aid law enforcement in conducting internet surveillance, and authorizes compensation for reasonable expenditures incurred in providing such aid.

(2)
Prior law:  It was unclear whether a pen/trap order applied to communication technologies other than telephone and to interception mechanisms other than physical devices.  

b. Scope of order

(1)
USA Patriot Act:  A federal court can authorize a pen/trap order applicable to any wire or electronic service provider in the United States whose assistance may facilitate execution of the order and the order is not required to identify all parties to whom it applies.  Law enforcement upon request of such an unidentified party must provide "written or electronic certification" that the order applies to the party.  USA Patriot Act § 216.

(2)
Prior law:  A court could authorize installation and use of a pen/trap device only within its jurisdiction.

4.
Compelled disclosure of "any tangible things"

a.
USA Patriot Act:  To protect against international terrorism or clandestine intelligence activities, the Federal Bureau of Investigation ("FBI") can obtain an order under FISA to compel any entity to release "any tangible things."  The USA Patriot Act prohibits any person from disclosing (other than to individuals necessary to produce the records) that the FBI sought or obtained such records.  USA Patriot Act § 215.

b.
Prior law:  Under FISA, the FBI could obtain an ex parte order to compel certain categories of businesses --  not including colleges and universities -- to disclose business records in connection with foreign intelligence and international terrorism investigations.

5.
Nationwide search warrants

a.
USA Patriot Act:  In terrorism investigations, search warrants may be issued under the Federal Rules of Criminal Procedure with nationwide effect by a court in any district of the United States in which activities related to terrorism may have occurred.  USA Patriot Act § 219.  Under the EPCA, any court having jurisdiction over an offense under investigation may issue a search warrant for unopened e-mail or voice-mail messages that are less than six months old.  USA Patriot Act § 220.

b.
Prior law:  Search warrants had to be issued by a court in the district where the place to be searched or the thing to be seized was located.  A search warrant for unopened e-mail messages that were less than six months old had to be issued by a court in the jurisdiction where the provider was located.

6.
Court order for education records

a.
USA Patriot Act:  Family Educational Rights and Privacy Act ("FERPA") does not forbid an institution to disclose education records to the Attorney General or his designee without student consent in response to an ex parte order related to an investigation or prosecution of terrorism crimes.  USA Patriot Act § 507.

b.
Prior law:  With limited exceptions, including exceptions relevant to anti-terrorism activities, FERPA forbids institutions to disclose education records or personally identifiable information contained in such records to any individual, agency, or organization without the student's written consent.

C.
The USA Patriot Act also addresses disclosures to law enforcement where there is no formal or informal law enforcement request.

1.
Voluntary disclosure of electronic communications or records

a.
USA Patriot Act:  Under the EPCA, providers of "electronic communication to the public" may voluntarily, i.e., without subscriber/customer consent or legal process, disclose to law enforcement the contents of a subscriber's/customer's electronic communications and non-content subscriber/customer information if the provider "reasonably believes" that immediate danger of death or serious injury to any person requires disclosure.  USA Patriot Act § 212.  Whether a particular institution's computer operations constitute provision of electronic communication to the public is a legal and factual question.

b.
Prior law:  Providers of electronic communication to the public could voluntarily disclose the contents of a subscriber's or customer's electronic communications under limited circumstances, such as where the communications were inadvertently obtained by the provider and appeared to pertain to the commission of a crime.  It was unclear whether providers of electronic communication to the public could voluntarily disclose non-content information.

2.
Computer trespassers

a.
USA Patriot Act:  In some circumstances, providers may permit law enforcement officials and individuals acting for them to intercept, without a warrant, communications of "computer trespassers."  Computer trespassers are individuals who access protected computers without authorization.  A person who has an "existing contractual relationship with the owner or operator of the computer for access to all or part of the protected computer" is not a computer trespasser.  There is no express immunity for a computer trespass victim who enlists law enforcement assistance.  USA Patriot Act § 217.

b.
Prior law:  Computer owners could monitor activity on their machines to protect their rights and property, but law was unclear as to whether computer owners could obtain the assistance of law enforcement in conducting such monitoring.
C.
Recent developments

1.
H.R. 1157, Freedom to Read Protection Act of 2003, would amend FISA to exempt bookstores and libraries from FISA orders.  The FBI would still be able to gain access to library and bookstore records under traditional law enforcement methods, such as search warrants.  The Act would also require the U.S. Department of Justice to provide detailed information about its activities under the USA Patriot Act's FISA provisions.

2.
S. 1158, Library and Bookseller Protection Act, would amend FISA to exempt bookstores and libraries from FISA orders.  The Act also would exempt libraries from EPCA provisions that require "wire or electronic communication providers" to comply with an FBI request for subscriber information, toll billing records, or electronic communication transactions records where the FBI certifies in writing that the information or records sought are relevant to an authorized investigation to protect against international terrorism or clandestine intelligence activities.

III.
Family Educational Rights and Privacy Act


A.
Background

1.
Law enforcement requests for student records raise unique concerns for universities and colleges.

2.
In responding to law enforcement request, institutions must comply with FERPA requirements.


B.
With limited exceptions, FERPA forbids institutions to release "education records" or personally identifiable information in such records to any individual, agency, or organization without the student's written consent.  See generally 20 U.S.C. § 1232g; 34 C.F.R. Part 99.



1.
"Education records" are records that are (a) directly related to a student and (b) maintained by an educational institution or by a party acting for the institution.  34 C.F.R. § 99.3.



2.
"Record" means "any information recorded in any way," -- "including, but not limited to, handwriting, print, computer media, video or audio tape, film, microfilm, and microfiche."  34 C.F.R. § 99.3.


C.
The USA Patriot Act amended FERPA to permit disclosure of education records under certain circumstances.



1.
"Notwithstanding FERPA or any state law, a U.S. Assistant Attorney General or higher-ranking official may apply in writing to a court of competent jurisdiction for an ex parte order to require an educational institution to permit the official to (a) collect records relevant to an authorized investigation or prosecution of domestic or international terrorism and (b) for official purposes related to the investigation or prosecution, retain, disseminate, and use records, consistent with such guidelines as the Attorney General, in consultation with the Secretary of Education, issues to protect confidentiality."  USA Patriot Act § 507 (codified at 20 U.S.C. § 1232g(j)).

a.
USA Patriot Act § 802 amends the criminal code, 18 U.S.C. § 2331, to add a new definition of "domestic terrorism" to include activities that:


(A)  involve acts dangerous to human life that are a violation of the criminal laws of the United States or of any State; 
(B)  appear to be intended -- 
(i)  to intimidate or coerce a civilian population; (ii) to influence the policy of a government by mass destruction, assassination, or kidnapping; or (iii) to effect the conduct of a government by mass destruction, assassination, or kidnapping; and 
(C)  occur primarily within the territorial jurisdiction of the United States.

b.
The USA Patriot Act § 808 also amends the criminal code, 18 U.S.C. § 2332b, to include any such acts that result in federal crimes of violence.
2.
The Attorney General has not issued guidelines regarding retention, dissemination, and use of records collected under the USA Patriot Act's FERPA amendment.

3.
A court apparently has no discretion to deny an order, assuming basic application requirements are met.  The application must certify that "specific and articulable facts give reason to believe that the education records [sought] are likely to contain information" relevant to an authorized investigation or prosecution.  USA Patriot Act § 507.


D.
Other FERPA provisions that pre-existed the USA Patriot Act are relevant to law enforcement requests.

1.
An institution may disclose law enforcement unit records to anyone without student consent -- including federal, state, and local law enforcement -- because such records are not "education records."  See 34 C.F.R. §§ 99.3, 99.8.

a.
Law enforcement records are defined narrowly.  They are records that are created by a law enforcement unit, created for a law enforcement purpose, and maintained by the law enforcement unit.  34 C.F.R. § 99.8(b).

b.
FERPA neither requires nor prohibits disclosure of law enforcement unit records.  34 C.F.R. § 99.8(d).

2.
An institution may disclose "directory information" without consent provided the student has received notice of the institution's directory information policy and the student has not exercised right to suppress directory information.  34 C.F.R. §§ 99.31(a)(11), 99.37.

a.
Directory information means information contained in a student's education record that would not generally be considered harmful or an invasion of privacy if disclosed.  34 C.F.R. § 99.3.

b.
An institution may not release directory information when it is linked or sorted by non-directory information.  For example, an institution may not release without consent the names and addressed of students on F-1 visa status under the directory information provision because such release would impliedly disclose the students' visa status.

3.
An institution may disclose education records in connection with an emergency "if knowledge of the information is necessary to protect the health or safety of the student or other individuals."  34 C.F.R. §§ 99.31(a)(10), 99.36.

a.
In aftermath of September 11, 2001, the U.S. Department of Education ("ED") advised that the health or safety emergency exception would allow institutions to release education records requested by law enforcement authorities in connection with the 9/11 investigation.

b.
In April 2001, ED released a Dear Colleague letter that confirmed that the exception may apply in case of a bioterrorism attack or another terrorist attack like September 11, 2001.  ED emphasized, however, that the exception will be "strictly construed."  The April 2001 letter identified at least three limitations related to the health or safety emergency exception:

(1)
The exception applies to "a specific situation that presents imminent danger to a student, other students, or other members of the school community – or to a situation that requires the immediate need for information from education records in order to avert or diffuse serious threats to the safety or health of a student or other individuals."

(2)
The exception is temporally limited to the "period of the emergency."  The guidance does not define "period of the emergency."

(3)
Disclosure must be "narrowly tailored considering the immediacy, magnitude, and specificity of information concerning the emergency" and the exception "generally will not allow for a blanket release of personally identifiable information from a student's education records."



4.
Judicial order or lawfully issued subpoena

a.
An institution may disclose education records in order to comply with a lawfully issued subpoena or court order.  34 C.F.R. § 99.31(a)(9).

b.
An institution must make reasonable efforts to notify the student prior to complying with the order or subpoena so that the student "may seek protective action."  34 C.F.R. § 99.31(a)(9)(ii).

c.
An institution is not required to provide notice if the subpoena is from a federal grand jury or is another subpoena for law enforcement purposes and the court or issuing agency directs on the subpoena that its existence or contents or information furnished in response not be disclosed.  34 C.F.R. § 99.31(a)(9)(ii).

5.
Consent by foreign students and exchange visitors

a.
F-1 and M-1 visa holders must sign a Form I-20 to obtain a visa.  The student certification section of the form includes the following:  "I also authorize the named school to release any information from my records which is needed by [the Immigration an Naturalization Service] pursuant to 8 C.F.R. 214.3(g) to determine my nonimmigrant status."

b.
J-1 visas holders must sign DOS-2019 to obtain a visa.  The exchange visitor certification contains the following:  "For the purposes of 20 U.S.C. 1232g and 22 C.F.R. 514, [now 22 C.F.R. 62] I authorize the USIA [now Department of State] designated sponsor and any educational institution named on the form [DC-2019] to release information to USIA [now Department of State] relating to compliance with exchange visitor program regulations."

c.
April 12, 2002 ED guidance indicates that those consents were sufficient to permit an institution to release to INS education records of a student who signed one of those forms.  However, the consent is limited to release to certain entities and only for certain purposes.

d.
Section 641 of the Immigration Reform and Immigrant Responsibility Act of 1996 states that FERPA "shall not apply to [F, M, and J visa holders] to the extent that the Attorney General determines necessary to carry out" the Student and Exchange Visitor Information System.

E.
FERPA compliance issues

a.
Notice requirements

(1)
In certain circumstances, an institution must notify a student prior to disclosure, even thought the student's consent is not required.

(2)
Notice is required in connection with judicial order or lawfully issued subpoena where the court or issuing agency has not directed on the subpoena that its existence or contents or information furnished in response not be disclosed.

(3)
Notice is not required in connection with: (a)  USA Patriot Act ex parte order; (b) law enforcement unit record; (c) directory information; (d)  health or safety emergency; and (e) federal grand jury or other law enforcement subpoena where the court or issuing agency has directed on the subpoena that its existence or contents or information furnished in response not be disclosed.

b.
Recordkeeping requirements

(1)
An institution must maintain a record of each request for access to and each disclosure of personally identifiable information from the education records of each student.  34 C.F.R. § 99.32.

(a)
For each request or disclosure, the record must include the parties who have requested or received the information and the legitimate interests the parties had in requesting or obtaining the information.

(b)
The institution must maintain the record with the student's education records for as long as the records are maintained.

(2)
Recordkeeping is required in connection with (a) health or safety emergency exception and (b) judicial order or lawfully issued subpoena where the court or issuing agency has not directed on the subpoena that its existence or contents or information furnished in response not be disclosed.

(3)
Recordkeeping is not required in connection with (a) USA Patriot Act ex parte order; (b) law enforcement unit record; (c) directory information; (d) federal grand jury or other law enforcement subpoena where the court of issuing agency has directed on the subpoena that its existence or contents or information furnished in response not be disclose; and (e) consensual disclosure.

c.
Redisclosure requirements

(1)
An institution may disclose personally identifiable information from an education record only on the condition that the party to whom the information is disclosed will not disclose the information to any other party without the student's prior consent.  34 C.F.R. § 99.33.

(2)
Redisclosure requirements apply to health or safety emergency exception.

(3)
Redisclosure requirements do not apply to (a) law enforcement unit record; (b) directory information; (c) judicial order or lawfully issued subpoena; (d) USA Patriot Act ex parte order; and (e) consensual disclosure.

IV.
Legal Risks of Disclosures

A.
No private cause of action under FERPA.  H.R. 1848, the Student Privacy Protection Act of 2003, would amend FERPA to allow private causes of action for FERPA violations.


B.
Administrative action by ED for FERPA violation.

C.
Statutory immunities

1.
Unlike other FERPA provisions, the USA Patriot Act provides immunity for good faith compliance with ex parte order issued under USA Patriot Act amendment to FERPA.

2.
Electronic Communications Privacy Act

a.
"No cause of action against a provider shall lie in any court against any provider of wire or electronic communication service, its officers, employees, agents, or other specified persons for providing information, facilities, or assistance, in accordance with the terms of a court order, warrant, subpoena, or certification" under the EPCA.  18 U.S.C. § 2703(e).

b.
Good faith reliance on a court warrant or order or a grand jury subpoena is a complete defense to any civil or criminal action.  18 U.S.C. § 2707(e).


3.
Good faith reliance on a pen/trap order is complete defense against any civil or criminal action.  18 U.S.C. § 3124(e).


4.
Good faith reliance on a court warrant or order or a grand jury subpoena is a complete defense to any civil or criminal action.  18 U.S.C. § 2520(d).

D.
Other possible claims under federal or state law.

V.
Administering compliance and reducing legal risks

A.
Develop protocols.


1.
Institutions should designate one or individuals to handle all law enforcement requests, e.g., registrar/academic records office, the counsel's office.


2.
Requests from the Department of Homeland Security about students on foreign student visas should be reviewed with the designated school official (DSO).

B.
Counsel should be consulted.


1.
Requests for information may involve campus security, human resources, laboratories, computer centers, and other campus functions.


2.
Legal obligations may vary depending on the type of information requested.


3.
Voluntary proactive efforts to assist law enforcement may implicate legal obligations.


4.
The institution may need to negotiate the scope of the request or verify that it is lawful.

C.
Responsible campus officers, including deans, should be notified of FERPA requirements and informed who has been designated to process student records requests.

D.
Review and, if necessary, develop relevant policies.


1.
Ensure that policies are consistent with legal requirements.


2.
Consider how the institution will handle various types of law enforcement requests, including requests that are not accompanied by legal process.


3.
Consider how the institution will handle voluntary disclosures to law enforcement, i.e., no request or legal process.

E.
Institutions should educate their communities about legal obligations to ensure reasonable expectations.
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