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I. Introduction


As campus computing continues to increase in scope and complexity, so too do the potential computer use problems confronting universities.  Responding effectively to computer use problems – and preventing them from occurring in the first place, when possible – presents numerous challenges, including:  


A.
Technological:  Anticipating computer use problems that may occur, designing protections to avoid such problems, diagnosing problems quickly and accurately when they occur despite your best preventive efforts, and responding in a manner that minimizes and contains the potential harm and prevents recurrence – all of these require an IT organization with considerable and continually updated technical expertise. 


B.
Structural and budgetary:  Responsibility for maintaining and supporting campus computing resources, including those that involve the use of sensitive data, often tends to be decentralized, with varying levels of technical expertise, sophistication, and funding available to the individual departments.  Department chairs and school deans have a lot to do and may not be able to devote much time, attention, or budget to information technology support.  In such cases, institutions face substantial challenges in ensuring that individual units meet some acceptable baseline of effectiveness at preventing and responding to computer use problems.  


C.
Legal:  A growing and disparate body of federal and state law (FERPA, HIPAA, GLB, CAN-SPAM, ECPA, potentially CALEA, E-Sign, UETA, security breach notification laws, open records laws, tort laws, electronic evidence preservation laws, and so on), as well as contractual obligations like the payment card industry data security standards, affect how electronic data may be created, used, maintained, and shared and prescribe, directly or indirectly, when a computer use problem exists.  Additionally, laws that arose in a “paper” world may apply to various electronic settings (for example, does permitting library patrons to use public terminals to surf sexually explicit sites, create a hostile work or education environment?).  Keeping abreast of such developments and advising on how such laws apply in an ever-changing campus technology environment, poses substantial challenges for campus counsel.  

D.
Policy:  Institutions face a number of challenges in developing and implementing policies that define and respond to computer use problems.  Given the rapid pace of change in information technologies and the law surrounding them, institutions need policies, and policy development mechanisms, that can accommodate such change in a timely way.  The policymaking process on many campuses, however, can be extremely lengthy, involving review and debate among many stakeholders.  In the IT arena, everyone – faculty, staff, students, administrators – is a stakeholder, since everyone uses computers all the time and for a wide variety of activities.  Moreover, many of these activities implicate core values like academic freedom and privacy.  As a result, everyone wants and expects a say in IT policies that may affect how such activities are conducted, and may not support or accept policies that are not considered to have been properly vetted.  

Striking a balance between getting necessary policies and procedures in place in a timely way, and ensuring enough input and debate on such policies so that they are well informed and well received, is a considerable challenge.  A related challenge is ensuring that senior administrators are involved in policy development, approval, and implementation, to (a) underscore the importance of complying with such policies and the institution’s commitment to the principles and values reflected in them, and (b) avoid surprises for senior administrators when computer problems arise and such policies are invoked to respond (senior administrators as a rule hate surprises….).  

E. Communication:  Preventing and responding effectively to computer use problems requires successful and ongoing communication among many different offices and groups – faculty, staff, students, administrators, IT personnel, lawyers, the public, the media, law enforcement, legislatures, contract partners, and so on.  These groups have widely varying levels of technical understanding of computers; awareness of legal requirements, institutional policies, and campus cultural norms; and expectations about what they can and should be able to do with computers, and equally varying communication styles.  Talking about computer use issues in clear, plain English is critical, so that users can know and appreciate how their activities may give rise to problems; institutional policymakers can engage in well-informed and robust debate and risk assessment; administrators, IT personnel, and counsel can react quickly to problems when they arise; law enforcement can know what to expect in terms of obtaining systems information in the course of investigations; and media personnel can communicate with the press and public promptly and effectively when questions about campus computing arise in the larger community.  

F. Staying ahead of the curve:  Perhaps the greatest challenge of all is getting out in front of all of the issues noted above, and being proactive instead of reactive.  

II. What this outline proposes to do

In view of the above, this outline takes a look at some characteristics of “best practices” in addressing computer use problems; identifies some practices we have used at Indiana University that we have found helpful, or that we believe would be helpful to implement based on our experience; and describes some computer use problems we have encountered in the past, the university’s response, and lessons learned from those incidents.  

III. The nature of “best practices” in responding to computer use problems

Given the challenges outlined above, we think “best practices” are those that:  

A. Prevent problems from occurring in the first place by having processes in place to diagnose and fill gaps in systems security, policy treatment, implementation, and understanding/awareness 

B. Help to resolve problems that do occur, in a manner that is as quick, effective, inexpensive, and comprehensive as possible

C. Share information about incidents in a manner that 

i. minimizes confusion, rumor, and conflicting reports, and the needless fear and tension that can accompany these; 

ii. that builds confidence in the university’s commitment and ability to protect IT resources for their legitimate, intended uses; 

iii. that appreciates the differing levels of expertise and awareness about information technologies among university constituents; and 

iv. that reaffirms core university values, like protecting individual privacy, promoting individual responsibility, respecting freedom of speech and academic freedom, and promoting civility and collegiality.  

D. Allow institutions to learn from incidents and hopefully prevent recurrence

E. Meet applicable legal obligations and build a culture of responsible and ethical computer use 

Developing and implementing best practices, in technical, legal, and sociological environments that are constantly changing, are continual processes.  There are some structural “best practices,” however, that we have found effective notwithstanding the climate of continual change (and that have helped us to absorb the changes):  

A. We have put together an incident response team whose members (or a relevant subgroup) may be mobilized promptly to address computer use problems.  It includes the following core members:  

i. IT Policy Officer

ii. IT Security Officer

iii. University Counsel

iv. Director of Media Relations

v. Internal Audit

These members identify whether others – such as the Dean of Students, the Chancellor, the Dean of Faculties or other academic administrators, Human Resources, IU Police or outside law enforcement, and Risk Management – should be brought into the discussion and resolution of a particular matter.  

In addition to mobilizing for incident response, this team has met periodically with IU police and outside law enforcement entities, to discuss how our systems work, what systems data we produce and maintain, its evidentiary value, the types of legal requests or demands we would need to provide such data to them, and who/how to ask for it.  We have found that this saves valuable time and energy when computer use incidents and investigations arise.  

More recently, the IRT, minus the Director of Media Relations, has been discussing ways to further reduce, systemwide, the risk to sensitive data, by requiring all such data to be stored in servers maintained by central IT security personnel and by requiring all machines that access such data to register and meet threshold security standards. 

This group also tries to meet after incidents are resolved, to make sure there is shared understanding of lessons learned, that those lessons are captured for the future, and that next steps are planned.

B.
One of the most important “best practices” we’ve benefited from is hiring people in our ITPO and ITSO who can translate complex technical concepts for non-tech people:  lawyers, law enforcement, risk managers, auditors, media relations personnel, academics, staff and students.  The importance of this cannot be overstated.  Without some meaningful understanding of how the technology works, it is impossible to advise responsibly on legal compliance, to make informed policy choices and risk assessments, and to educate the campus community and public on IT issues.  Also, having them out there talking with constituents and the public directly on IT issues, rather than for example through media relations personnel, demonstrates caring for the user community, helps to remind people who to call if problems arise, and helps to build confidence in and goodwill toward our IT operations.  

C. Similarly, we try to educate IT policy, security and support personnel in the principles, institutional values, and ethics underlying the laws and University policies on information technologies.  This helps them to exercise good judgment in dealing with computer use problems, and underscores that they are an important part of an overall campus computing culture.  We provide policies and guidelines, and use confidentiality agreements, to help inform them of their responsibilities in handling institutional data.  See http://datamgmt.iu.edu/;  UITS Support Center Employee Confidentiality Agreement (attached).   

D. We divided our IT operations into two offices – IT Security, which focuses solely on the technical aspects of identifying, investigating, responding to, and preventing security problems; and IT Policy, which handles incident response, policy development, and education.  This split frees up ITSO to focus completely on the technology issues, the complexity of which demands full attention.  See http://www.itpo.iu.edu/; https://itso.iu.edu/. 

With respect to enforcement, the ITPO refers incidents to the appropriate campus authorities – Dean of Students, HR, chairs and deans – for determination of whether policy violations occurred and if so, appropriate sanctions.  ITPO will assist in gathering and interpreting IT-related evidence, but the other offices really conduct enforcement proceedings.  This helps tie ethical use of IT resources into a broader set of norms and processes that faculty, staff, and students are familiar with and generally accept, and hopefully reduces the sense of IT use issues as esoteric or qualitatively different from other behavioral issues.  On a related note, we try to remember, and educate users, that just because a problem has involved the use of IT resources in some way, does not make that primarily a technology problem for ITPO to resolve, and refer users to appropriate campus resources.  For example, email harassment often requires old-fashioned counseling as much or more than a filter.

E. The Vice President for Information Technology asked for and received broad authority from the Board of Trustees to take charge of developing and implementing policies to ensure systems security:  see http://www.itpo.iu.edu/resolution.html.  This allowed the IT Policy Office, to whom the authority was delegated, to draft and implement necessary policies much faster than our usual, faculty-governance based policy drafting process would allow.  The policies were implemented on an interim basis, however, to reassure faculty that full debate within faculty governance settings (e.g., the University Faculty Council) would occur before policies were finalized.  The following measures further helped to secure faculty buy-in to the interim policies:

i. the VPIT appointed a faculty member and former department chair to advise him on policy from the outset; 

ii. the interim policy allowing access to individuals’ files without their permission contains numerous safeguards important to faculty and other IT users, in particular requiring prior written approval by senior administrators for such access, see http://www.itpo.iu.edu/IT07.html; 

iii. ITPO runs policy issues by faculty council subcommittees, such as our Technology Affairs Subcommittee, for input and guidance

F. We put as much information as we can, as clearly as we can, on the web to help people understand, use, and protect the university’s IT resources, and to comply with the law and University policy.  A primary example of this is the IU KnowledgeBase, a searchable and ever-growing database of articles and other IT information created and compiled by the IT Policy Office.  See http://kb.iu.edu/; see also http://www.itpo.iu.edu/policies/bestpractices/instdatabp.html (Best Practices for Handling Electronic Institutional and Personal Data, March 18, 2002); http://filesharing.iu.edu.  Another example is the weekly University Information Technology Services Monitor, an email newsletter that contains a wide variety of information and announcements for IT users. 

G. For several years we have offered personal web pages to faculty, staff, and students to help them learn web page design, explore their interests outside of their official University activities, and add to the richness of campus life.  Periodically we get complaints from people who search our home page and come up with personal home pages that contain material they find offensive.  Assuming the material in question is not unlawful, we have responded to such complaints by discussing free speech and the value of the free flow of ideas in a university community, and pointing to the disclaimer that accompanies personal home pages, reaffirming those values while indicating that the University has not created and is not responsible for the content of the page.  See http://mypage.iu.edu/.  Recently, we decided to help reduce complaints about “surprise” and confusion in people’s search results, by adding official IU and personal icons, respectively, to the left of each search result, with a brief description of personal pages and the disclaimer near the search mechanism.  This is not a core best practice, but it has helped us to eliminate periodic headaches.

IV.
Some incidents and lessons learned

A. Net Amour

An employee used her IU email account and internet access to engage in a lengthy, long-distance romance with someone from Down Under, during and after work hours.  The suitor eventually came to Bloomington and surprise! was not the Hugh Jackman lookalike he purported to be.  Things went rather sour.  He beat a retreat to Oz and the two of them engaged in an escalating email and chat room war of verbal abuse.  She demanded that her boss – an IT director – and later, University Counsel, protect her from this.  Rather than have a frank discussion with her about the limits on personal use of IU IT resources and instruct her to stop using them for this purpose, her boss inexplicably joined the fray and posted comments, in his official IU capacity, about the former suitor on a technology bulletin board the suitor read.  The suitor considered the comments defamatory, and IU got a letter from an Australian law firm threatening litigation.  


This case was notable for two things:  first, the employee’s rather astonishing view that because she had used her IU email account (and therefore the harassing email coming to her from her suitor was coming into her IU account), it was IU’s responsibility to “fix” this problem and do anything and everything necessary to rid her of this troublesome ex.  This was exacerbated by the fact that her boss, a talented IT professional, approached this as primarily an IT issue that he could fix through technical blocks and other measures, rather than addressing the policy issues, and the employee’s need for counseling that feel outside his expertise.  We had a frank discussion with both about the fact that not all “use of technology” issues are primarily about technology – this was largely about articulating the proper limits on personal use, the University’s role in helping employees out of problems of their own making, and helping employees to understand the potential ramifications of their behavior on the University (wasted time, litigation exposure, reputational damage).


Second, the boss’s comments on the bulletin board, posted under his IU title and, he claimed, in the course of his IU responsibilities, caused us not only to articulate for him and others when the use of one’s IU title is appropriate, but also to take a closer look at the issue of how much bulletin board, chat room, and blog participation employees get up to in the name of work, and to suggest that unit heads address this issue with their employees and set limits that reasonably reflect the needs of their positions.

B. Look what I found!


Indiana University offers fee-based IT support services to students and personnel, for debugging/repairing their personal laptops.  An IT support employee (student hourly) assigned to repair a student’s laptop, decides to romp through her files and finds topless photos of the student and her friends from Spring Break.  He shares these with two other IT support employees (both student hourlies), one of whom takes the photo files and posts them to his fraternity website.  The laptop owner learns of this through friend who is dating a member of the fraternity, and is devastated.  The employee who posted the photos to the fraternity site defends his actions on the grounds that the fraternity site is password protected, so only “the brothers” will be able to see the photos….

This incident primarily pointed up the need to educate IT support personnel in the ethics of data access, especially student employees who are sometimes not as mature and professional as we would like whatever their technical talents.  After firing the employee who posted the photos (the other two resigned before they could be fired), the IT Policy Officer met with all student IT support personnel to review the incident and the ethical, legal, and professional implications of such conduct.  ITPO then drafted a Confidentiality Agreement for Support Center employees to sign, to reinforce these lessons.  This incident also led us to think generally about what can go wrong when users use the fee-based support services, so we drafted an agreement for the user to sign as well.  See Attachment 2, Extended Services Waiver Form. 


The Chief IT Policy Officer met with the laptop owner and other female students in the photos, to investigate; handling this at such a high level helped to convey the institution’s support for these students and condemnation of the employees’ behavior.  

C. School’s Out (NOT!)


IU’s Office of Communications and Marketing maintains a web page to provide information on campus closures and emergencies.  That office used an outdated authentication mechanism for accessing the page, that inadvertently permitted anyone with an IU userID and password to log in and alter the web page content.  A student discovered this and, on a snowy day, added text to the web page advising students to contact legislators to have classes cancelled for weather and safety reasons.  Numerous people called in confused about closures, and concerned about potential hacking of the site.  Once the student was identified, he gave various interviews to the press proclaiming himself a “White Knight” for alerting IU to a serious security flaw.


This case presented the issue of how to handle someone who compromises  your IT security “for your own good,” or some other self-proclaimed public purpose.  Clearly, he could have simply alerted us to the problem without altering the site text.  When this was pointed out, he claimed it was the IT officials being defensive.  The IT Policy Office referred the matter to the Dean of Students Office, which allowed the Dean of Students, and the campus judicial system (a court of student peers) to respond to the “White Knight” argument and articulate the relevant norms, instead of the IT folks doing it and facing the defensiveness charge.  The student initially got probation, and appealed – he was so arrogant on his appeal that he got additional sanctions, one of which was that he had to write a paper on ethical uses of information technologies and the internet….

D. Anime Animosity

A student used hacking tools to gain control over 250 personal computers on campus, and store files of Japanese Anime in them.  He then published the availability of the cache of materials to interested chat communities.  We were notified by University of North Carolina, which had seen an IU IP address implicated in an Internet Relay Chat channel it was watching.  IU ITSO covertly investigated the channel, collected IU IP addresses, and ultimately identified the student.  We spent a considerable amount of time and money investigating, cleaning and restoring the affected computers.  The state prosecuted the student, and a pretrial diversion order required the student to pay IU restitution in an amount to be determined by the Dean of Students (ultimately, about $12,000).  He was also required to write a letter of apology to the IT personnel, and placed on probation for two years.

The primary lesson from this incident was the value of timely data-sharing connections among institutions – the kind promoted by the REN-ISAC (Research and Education Network Information Sharing and Analysis Center, see http://ren-isac.net/ -- since attacks not infrequently involve more than one.  

E. Youthful Enterprise Exposed


A female student posed for semi-nude photos, in her dorm room (with IU name showing) and in certain common areas such as the shared shower facility.  She used her IU email account and internet access to transmit them to a commercial outfit that posts them on its fee-for-access web site.  Her photos got lots of hits; she made a bundle and told newspapers she was doing it to cover the high costs of higher education.  


We received many calls complaining about this behavior and demanding we do something to stop it.  ITPO referred the matter to the Dean of Students/campus student judicial system, which concluded that the student must stop using common areas for the photos and stop using her IU email account to transmit them.  They concluded that she could use her network connection from IU to post the photos through a personal email account.  To the extent that her activity continued, she might have to discontinue using her network connection, since she would be using it to engage in ongoing commercial activity, which our policies prohibit.  


This response was not enough for some people who continued to demand we stop the photos, but the Dean of Students and student judicial system concluded that her dorm was a private space and, in the absence of any inappropriate use of IU’s marks or logos, she was entitled to engage in this activity in the privacy of her own home.  The challenge here was to craft a media message that did not condone the behavior but that educated the public as to the limits of our ability to halt it.  Media relations personnel, with Dean of Students and IT Policy Office input, calmed the troubled public waters fairly quickly.  

F. Tickle Me Elmo


A student posted a sales notice for a “Tickle Me Elmo” doll, in reply to an academic mailing targeting thousands of students.  Many students replied, asking to be removed from the mailing – but replied to all (the thousands of) recipients.  Many took exception to the emails and replied (to all) with profanity and threats.  Many more took exception to these emails, and replied (to all) with profanity and threats.  And so on….


And then the dozens of calls to ITPO began.  This case presented another example of the need to educate users on the limits of what the IT offices can do to stop behavior that is lawful and does not violate University policy – in this case, our mass email and commercial use policies did not prohibit either the original email or all of the responses, and there was no degradation of service that would have allowed us to step in technologically.  So it came down to recipients deleting and ignoring the messages rather than responding, and ITPO explained that to multiple callers (another best practice – hire people for incident response who are extremely patient!).  

G. Blog Blast 

A professor posts a blog on his personal home page that includes comments to the effect that anecdotal evidence suggests gay men are disproportionately pedophiles and should not be allowed to teach in a K-12 setting.  The professor was not an Education professor or otherwise involved with students preparing for K-12 teaching.  


A campus uproar ensued – various students, faculty and staff called on school dean and Chancellor to discipline the professor, for the blog material to be taken down, and in some cases, for personal web pages to be discontinued altogether.  


The school dean asked the faculty member to remove the material immediately, and thereafter sought counsel’s input.  Counsel met with the dean and the Chancellor and advised that the First Amendment clearly required the material to be allowed on the personal home page.  The material was put back up, which cut off complaints that had begun about freedom of speech on personal home pages.  The Chancellor asked the faculty council to review whether we should continue to host personal home pages on a University server; thus far, the faculty council has not asked to terminate this practice.  


The campus used this incident primarily as a “teachable moment” valuable to reinforce some key values – free speech, the value of counterspeech and tolerance of others, the need for academic rigor in policy analysis as opposed to relying on “anecdotal evidence.”  For the Counsel’s Office and ITPO, this incident was a teachable moment about the need to consult before reacting to complaints about online material.  Shortly afterward, we had another incident in which a computer science professor included strong criticism of Israel on his department web page, leading to multiple and strenuous complaints from people on and off campus.  The first thing the relevant department chair, and the Chancellor, did was to call counsel and ITPO to discuss how to respond, and we were able to resolve the matter fairly quickly by moving the material to the professor’s personal home page, while reasserting the values of free speech.

H. Gone Phishing

Some researchers send fake phishing emails to students over a 72-hour period, spoofing their friends’ email addresses, in order to gauge the response rate to phish from familiar sources.  They had obtained human subjects approval for the use of deception in this research.  ITPO was not told that this was occurring, and received several calls from students who thought the emails looked phishy and that their systems might have been compromised.  After 72 hours, the researchers sent a debriefing email to the students, some of whom became angry, claiming that the experiment was fraudulent and violated their trust in the University’s IT systems.  The Chancellor undertook a review of the incident; meanwhile, the Human Subjects Committee, the researchers, and other academics discussed with students and in the press, the value of this type of “deceptive research,” to study risky electronic behavior among students.  

As a result of the concerns raised, the Human Subjects Committee added some new members from our School of Informatics, to better understand and evaluate such research and anticipate potential concerns for subjects.  In addition, because this study, and future studies that are already in the planning, raise some novel operational, ethical, and potentially legal issues, another committee is being formed alongside the human subjects committee, to review and discuss such research from those perspectives.  It is anticipated that the committee would include University Counsel, ITPO, and the Associate Dean for Research from the School of Informatics.   

V. A word about home use of University IT resources

A substantial number of students, faculty, and staff connect to the University’s network from home and conduct activities – some of which are related to their University responsibilities, some of which are not.  Our computer use policies expressly govern any use of the University’s network, regardless of whether the machine attaching to the network is owned by IU or the individual.  This gives us the ability to respond to computer use problems that may arise from home-based use of the network.  To date, we have had very few problems arise involving home-based network use, and all have involved someone logging into the University network from home, accessing the internet, and engaging in unlawful behavior involving file sharing or child pornography.  Our involvement in such matters has been to (a) respond to external law enforcement requests for user identification, and (b) conduct internal investigations and proceedings, and impose sanctions, for violations.  Individuals who are issued a University network ID and password are instructed not to share those identifiers, and University policy holds them responsible for the actions of anyone who uses their network ID and password to access the IU network.  

We emphasize to users this fact, and the instruction to not share ID and password, because in our experience, the greatest risk of problems with home use is that users either share their login information with family members, or log in and then walk away from the machine, leaving it free for family members to use, and then the family members get up to all sorts of mischief.  A faculty member who logged in to his home computer and walked away was the subject of an RIAA lawsuit, when his daughter downloaded a substantial amount of copyrighted music.  The lawsuit was settled for an undisclosed sum (but in the thousands of dollars), and the faculty member was devastated.  We have used this example frequently in educating faculty and staff about the real dangers of being lax with, or sharing, network IDs and passwords.  


Attachment 1

UITS Support Center

Employee Confidentiality Agreement

Employee Name:
______________________________________________


Position Title:
______________________________________________

Indiana University/ TLIT User Support

· I understand that I may have privileged access to Indiana University computer systems, network systems, and/or databases.  I understand that though I can technically access all objects stored on the systems for which I have privileged access, I do not have permission to access (access is defined for the purposes of this document as “viewing, modifying, deleting, or disclosing to others”) any of those objects unless such access is directly related to my assigned duties. 

· I understand that, as an employee of University Information Technology Services, I may technically be able to access electronic files belonging to individuals seeking the assistance of the UITS Support Center.

· I understand that individuals seeking the assistance of the UITS Support Center may inadvertently or purposefully share electronic files, verbal, or written information that they would not otherwise want others to possess, know, or share.

· I understand that laws of the State of Indiana and of the United States, as well certain Indiana University policies, may govern access to and disclosure of data which may come into my possession in the ways described above.

· I understand that, even if there are no laws or Indiana University policies governing disclosure of some of the information that might come into my possession in the ways described above, such disclosure could cause harm, embarrassment, and/or legal liability to Indiana University, or may cause a violation of personal privacy or embarrassment, financial damage, or other harm to individuals.  

· I understand that accessing information in situations where such access is not necessary to perform my assigned tasks is inappropriate and violates the trust that individuals place in the UITS Support Center, and the trust placed in me by my supervisors.  I agree to access only those files and objects necessary to perform my assigned tasks, and to comply with all applicable law and University policies in the course of performing those tasks.  

· I understand that if a determination is made, following an appropriate investigation, that I did access information belonging to individuals seeking the assistance of the UITS Support Center, and that this activity was inconsistent with the performance of my assigned tasks, I will be terminated AND a report of my actions will be submitted to the appropriate campus Dean of Students for possible judicial action.  
· I understand that if a determination is made, following an appropriate investigation, that I did access objects stored on the systems for which I have privileged access, and that this activity was inconsistent with my assigned tasks, I will be terminated AND a report of my actions will be submitted to the appropriate campus Dean of Students for possible judicial action.
· I understand that if I access information and the access constitutes an illegal act, my action will be reported to the Indiana University Police Department.

I agree to be bound by this confidentiality agreement and take all reasonable, necessary and appropriate steps to ensure that my actions are consistent with statements above.

Signature:
_______________________________________

Print name:
_______________________________________

Date:

_______________________________________

Attachment 2
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I, (first middle last) [image: image1.wmf]
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, in exchange for UITS performing service on my computer in response to my request, agree to and represent as follows: 

1) I am the rightful owner of the computer I am presenting to University Information Technology Services (UITS) for service. 

2) I understand that I will be charged a nonrefundable minimum of $30, plus another $30 per hour for each additional hour the service requires. 

3) I understand that the average UITS turnaround for computer service is two business days, and that I will be notified if my computer will not be returned to me within two business days. 

NOTE: During heavy volume periods (i.e. virus outbreaks, Move-In week, and the first two weeks of the Fall semester), the average UITS turnaround for computer service is three or more business days. 

4) All of the programs and data files on the computer I am presenting for service and which may be acted on by the UITS technicians in the course of performing the request service were created by me or were otherwise legally obtained and placed on my computer. 

5) I expressly authorize UITS to access any and all data, information, or physical parts of my computer, reasonably necessary in order to perform the requested service. 

6) I understand and agree that if, in the course of performing the requested service, UITS technicians encounter material that appears as though it may be child pornography, they will ask that their supervisor also review the material, and the supervisor may report that material to the appropriate IU authorities and law enforcement. 

7) I understand and agree that The Trustees of Indiana University and its officers, employees, and agents, including UITS (hereafter IU), disclaim all warranties, express or implied, related to the service being provided, including any warranty that the service will fix the particular problems with my computer, or not cause other or further problems. IU shall not be liable to me as the computer owner, or to any other person, for any loss or damage of any kind related to accessing, repairing, configuring, or taking any other action of whatever kind regarding my computer, including but not limited to any special or consequential damages such as loss of access to computing facilities, negative impact on my academic performance , out-of-pocket expenses, inconvenience, loss of data, loss of profits, emotional distress, physical injury, or damage to software or hardware. I agree to defend and indemnify IU against any claims by third parties for loss or any kind relating to IU's performance of the requested service. 

I have read, I understand, and I agree to these statements, and I authorize UITS to take any reasonable and necessary actions on my computer, to satisfy my service request. 

Type "I agree": [image: image4.wmf]


Date:  November 10, 2005, 10:45 am 
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