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I. 
Introduction.

At Colleges and Universities today, I think it is fair to say that not having computers with internet access available for your faculty and staff offices is equivalent to not having a telephone available for them in the ‘70s (i.e. the “old days”).  With the proliferation of cell phones, we find at GW that our students are more concerned about internet access in their residence halls than telephone service.  As computers and internet access have become part of our day to day existence, I suspect it would be difficult to find a College or University that did not have in place some sort of general “Computer Use Policy” just as in the 1970’s many of us had policies with respect to telephone usage in the workplace.  What may be missing, however, are policies that are reflective of a broader view of the role of computers and the internet within our institutions.  What may also be missing are policies that address more “technical” issues that have been identified as we have gained more experience with information technology.  It is those policies that I would like to focus on.

II. Information Technology Aspects of Traditional Policies


A.
Generally:
Colleges and Universities, like most businesses of any size, have policies.  They have student handbooks and employee handbooks.  They have human resource policies and policies on using rooms for meetings.  They have policies on animals in their buildings and policies on getting tenure.  What may be missing is how these policies are (or should be) impacted by the ubiquitous presence of information technology in our campus lives.  In some cases, this is simply a matter of adding language to existing policies to take into consideration the impact of information technology on the policy.  In other cases, information technology considerations may have driven the policy and it is necessary to take a broader view to ensure that the more traditional mediums (such as paper) are not overlooked in our new technology focused world.  

B.
Access Policies:
Just as Colleges and Universities have traditionally tried to exercise some control over who uses their various meeting spaces and facilities, it is important to exercise control over who has access to your various computer systems and networks.  Like “key control” policies of old, system access policies need to address a number of issues.

1. Status.  The access policy must define what status a person must have to have access.  Current full time students and faculty probably all need some access.  However, do your grounds staff need access?  What about food service workers who are employed by a contractor?  What access do contractors need anyway?  Considerations of what institutional purpose is served by access may drive access decisions.  For example, if you put your policies and employee handbook on-line but not all of your employees have on-line access at work, you should make sure hard copies are available someplace for them or it may be difficult to hold employees responsible for compliance.

2. Scope.
For each status, the amount of necessary access needs to be defined.  Faculty may or may not need full access to your administrative computing system.  Not every staff person in a financial role needs full access to your financial systems.  Students should be able to see their class schedules but they should have only limited ability to change them on-line.  The amount of access and what each person can do with that access (view only or make modifications) needs to be considered.  Who approves access also needs to be determined as well as the need to maintain some uniformity.  If the dean of each school determines faculty access for their school, you may find faculty in similar positions having different access.  

3. Terminating.  In addition to determining who can access what, termination of access needs to be addressed.  How do we get the keys back?  Someone has to be responsible for alerting system administration that access should be terminated (or changed).  If the person leaving is from your information technology group, do you need to “change the locks” – if that is even possible.

Samples.  GW’s policy on access to one system can be found at my.gwu.edu/files/policies/ EnterpriseAccountingSystemAccessFINAL.pdf.  Penn State also has a detailed policy on who gets access to their systems.  See, its.psu.edu/policies/aaq.html



C.
Acquisition Policies:
In the past, Colleges and Universities might 

have policies governing campus wide acquisitions such as copier equipment, vehicles and typing paper.  The purpose of these policies might be to get the best negotiated price on bulk purchases or perhaps provide for efficiencies due to uniformity.  Today, many campuses find it is critical for them to establish policies on the acquisition of computer hardware and software.  

1.
Hardware.  Many schools started out as "Mac" schools and you will find that Apple users are loyal and loud.  Notwithstanding the early popularity of the Macintosh computers, many Colleges and Universities have moved to PCs.  As they do so, they have negotiated bulk purchase agreements with providers that allows for costs savings.  Further, information technology departments have, in many cases, determined that certain minimum system requirements must be met for memory and processing speed in new hardware purchases so that such hardware will support required security software.  Establishing uniform hardware requirements also allows your information systems repair folks to focus on a limited number of systems and, hopefully, improves service.  

2.
Software.  Like hardware acquisition policies, the purpose of many software acquisition policies is to minimize price through bulk purchases.  Also, certain software packaged cannot support or actually can conflict with firewalls and other security protocols.  Finally, like copiers and cars, it is easier to provide maintenance and support to a limited number of "models" of software.  Unlike copiers, cars or paper, however, software which is acquired without proper oversight can have a disproportionably large and possibly bad impact on a College or University.  Without central review, software may be acquired and put on the College or University central server without permission of the owner -- subjecting the institution to infringement claims.  Software that is not properly vetted may be used for a critical function and fail at the most in-opportune time.  Multiple "site licenses" may be purchased by different departments unless someone is at least trying to keep track of who is buying what.  (In my experience software vendors are more than willing to sell multiple overlapping licenses to one institution).  Finally, the introduction of software containing viruses or "backdoor" access to critical University systems can put valuable University information at risk.  With the advent of the "click wrap" license that allows for the purchase of software at each desktop with use of a University credit card, it is difficult to monitor software purchases.  However, many schools have found it useful to put policies into place that at least attempt to impose some limits on software acquisitions.

3.
Life Cycle.  Even if the hardware and software that was originally purchased works perfectly – now – it may not be as useful even a few years from now.  As part of acquisition policies, you may consider reasonable life cycle replacement and procurement standards.

4. Samples.  Northwestern has a nice policy which addresses many of these issues and can be found at www.it.northwestern.edu/ policies/acquisition.html.
Tufts’ policy also provides some guidance at www.tufts.edu/tccs/p-itacquisitions.shtml.

D.
Commercial Advertising:   Colleges and Universities have typically had policies in place which limit or control advertising on University property or in University publications.  These policies may prohibit advertisements or limit where they can be located.  They may also limit what can be advertised, such as no ads for alcohol or tobacco products.  

1.  
University Web Space.  Like prohibitions on advertising publications of the institution, Colleges and Universities may want to prohibit or control advertising on its “web space.”  This can include not only the institutions official web pages, but also web pages it hosts for students, faculty and staff and for various associated institutes or departments.  In addition to prohibiting display of ads on a page, the institution may want to limit “links” to commercial websites from University web pages.

2.
Emails.  In the past, institutions developed policies on use of their “mailing lists” whether this be for employees or for students.  They might also have created “posting policies” which address where advertisements for the sale of personal (as compared to commercial) items can be placed.  As these policies are updated, it is important to remember that email addresses present another opportunity for unwanted advertising.  Even those with legitimate access to email addresses, such as students in a large class who share an email list or employees who are all a member of a departmental local area network, may abuse their access to this information.   Employees may “advertise” household items, Avon or Mary Kay cosmetics for sale or students may attempt to “scalp” athletic tickets.  

3.
Samples.  Again, I can refer you to GW’s policy on Commercial Advertising.  my.gwu.edu/files/policies/

CommercialAdvertisingPolicy.pdfIn. Some address this issue in their web page policies.  See the University of Virginia policy for example: https://etg07.itc.virginia.edu/policy/policydisplay?id='IRM-001'.

E.
Recycling/Disposal policies:
Many institutions these days have policies on recycling and/or disposal of surplus equipment.  When you are getting rid of an old file cabinet, it goes without saying (I would hope) that any papers that are in the file cabinet are to be removed first.  This is not as easily done for files on the hard drive of an outdated computer.  When a College or University decides that a fleet vehicle is too old to keep fixing, it is understood that special arrangements need to be made for disposal of that vehicle.  However, when a desk top computer finally stops working and is beyond repair, it may not immediately apparent to everyone that special arrangements should also be made for disposal.  

1.
Protecting Information.  Before any computer containing data of the institution is discarded – whether it is resold or dismantled by a recycler – any information on the hard drive should be removed by someone who knows what they are doing.  Unlike a file cabinet, it is not easy to remove files from a hard drive in such a way that they cannot be retrieved by a motivated individual.  So, if extremely sensitive information is on the hard drive, the best way to get rid of that information is to remove the hard drive and smash it.  

2.
Protecting the Environment.  Computers contain metals which can be dangerous to the environment.  As a result, Dell and others have put into place computer recycling programs.  As with any vendor who disposes of hazardous waste for your institution, you should obtain confirmation from the vendor that they have ultimately disposed of your computer equipment in a manner that complies with law.  

3.
Samples.  University of Michigan’s policy is at www.oit.cmich.edu/it/policies_computer_disposal.asp.  University of Delaware has a policy with respect to environmental impacts at www.udel.edu/OHS/comprecycle.html.

F.
Information Security.
Colleges and Universities are well versed in the need to maintain the confidentiality of personally identifiable student records.  With the advent of new privacy laws with respect to medical information and, in some states, social security numbers, we are all focusing more and more on how we maintain and safeguard information within our control.  In this area, unlike the others I have addressed thus far, I think most institutions have focused on safeguarding access to “soft” copies of information while overlooking safeguards that might be put into place to protect paper versions of information.  Perhaps the ease of assigning access rights, as discussed above, for soft copies has made this the focus.  Maybe it is due to the fact that misuse of soft copies is easier than misappropriation of paper copies.  Paper copies need to be obtained from a physical file and physically carried out of the workplace.  Compare this to the ease of emailing a file.  Information security policies should address protection of information in all formats or mediums.  

1.  Things to Consider.  As Information Security policies are drafted, institutions need to consider:

· What categories of information will be protected?   student information?  business operation records?  financial information? employee records?  etc.

· How much protection does each category need?  (How much trouble would be caused if the information was misappropriated?)

· How is such information maintained or used by the institution – is it used daily across campus even though it is sensitive or legally protected or is it only used rarely by, say, your auditors? 

· How much protection can reasonably be provided for this information in light of the need to use it and who needs to see it?

· How long do you need to keep the information?

· How do you maintain the information, control access to this information and how do you dispose of it?

· If you are going to require shredding of “confidential trash,” do you have a contract with a shredding company to do this work (or money to buy necessary shredders)?  

· How do you educate all of your information users of Information Security requirements and how do you enforce them?  If you are using confidentiality agreements, who gets them signed and who keeps copies?

· If a violation occurs, are you going to investigate how it happened and, if so, who is advised of the results of this investigation?

· If personally identifiable information is accessed in violation of your policy, are you going to tell the people whose information it was that this happened?  (Note some jurisdictions now require this for “hacked” information.  See California’s “Notice of Security Breach” – Civil Code Sections 1798.29 and 1798.82 – 1798.84 available at:  http://www.privacyprotection.ca.gov/
code/cc1798.291798.82.htm.)

2.
Sample.  GW’s policy on information security is found at my.gwu.edu/files/policies/

InformationSecurityPolicyFINAL.pdf.  Note that its focus is on information in an electronic format.  In fact, many of our problems have been with hard copies being left on loading docks for trash pick up and the like.  While we have contracts with shredding companies, this has not been well publicized around campus and even our own office manager was recently surprised to learn of the existence of this service – even though it is now over two years old and our office worked on the contract.  

G.
Section Summary:
Many traditional policies would benefit from inclusion of information technology specific provisions.  New polices which focus on information technology, may inadvertently overlook traditional methods of delivering information.  It is important for our institutions not to pigeon hole policies as “computer” policies or “not computer” policies.  Rather we need to take a broad and comprehensive view of what goes on at our institutions as our policies are being drafted and revised.  



III.
“Computer” Policies to Address Information Technology Issues

A.
Generally:
In addition to the now “traditional” computer use policies which typically address use of institutional computing resources, copyright issues, misuse of systems and the like, many institutions have found that they need more specific policies to address issues they have identified as they become more computer literate.  Some of these policies address problems that have arisen and need to be addressed going forward.  Others address opportunities created by the presence of computers in our College and University lives.  Many of the issues addressed in these polices could be rolled into one overarching “computer use” policy.  Most schools seem to have decided not to do this – but keep in mind that if you do look for sample “policies” on a specific issue, that it may be included in one or more general policies.  Samples of some of these policies are addressed below.

B.
Password Policies:
As discussed above, it is traditional for Colleges and Universities to have “key control” policies.  As more institutions have focused on the importance of the password to provide access to potentially critical information, they have decided to enact policies governing the creation, maintenance and security of passwords.  A copy of the University of Denver “UTS Password Policy” can be found at www.du.edu/uts/policies/ passwords.html  The UTS policy has a good discussion of what makes a password strong and there are software programs which your institution can make available to its users to rate the security of passwords or users.  

· Two practice note for your Information Technology folks:  1.  At GW we found that when our IT staff reset passwords they were giving users the same password and telling them to change the password.  Users were not, in fact, changing the password which created a big potential risk.  This practice has now been modified and stronger, non-uniform passwords are being used by our staff but you may want to keep this in mind and mention it to the appropriate person at the appropriate time in your institution to see if your folks are doing the same thing.

2.  I was recently advised that some members of our community thought it was funny to list obscene questions as their “test question” for password resets over the phone.  Unlike many businesses, we did not have established standard questions like what is your Mother’s maiden name or your Father’s middle name.  Finally the poor woman who was asking male students on a daily basis how big a certain part of their anatomy was or which girl had the biggest whatevers had enough and complained.  We have now established a standard list of questions going forward and she has been told that she no longer has to accept inappropriate questions which may still be in place.  In such situations these individuals they must come into the office personally with identification to get their passwords reset.

C.
NetID:  Individual Accounts Policy:
Like the Access Policies discussed above, many schools have enacted policies with respect to who can obtain a College or University network account.  Unlike the Access Policies, these policies address issues associated with the day to day management of accounts such as establishing accounts, how user names are assigned, how accounts are renewed and how accounts are terminated.  These policies also address what happens to information on an individual’s account when that account becomes “inactive” and how accounts can be reinstated.  These policies will be important to your technical people who may want to limit the number of individuals on your systems and do not want to respond to numerous requests to change poorly chosen account names (at GW one young administrator has the account name “Brawny@gwu.edu” which he picked when he was in high school taking classes at the University.  At the time he was into weight lifting.  He has been unable to get it changed despite numerous requests.)   You will, however, find plenty of other offices who want to extend access to your institutions networks to “friends” of the institution, alumni, contractors and the like.  Much of this decision making will be driven by the institutional purpose for such access.

D.
Maintenance/Support Policy:
  Like complaining about how bad your institutional food service provider is, it seems that everyone is required to complain about the folks who maintain your hardware and software systems.  As a result, it is highly likely that at one time or another, a department at your institution has entered into its own arrangements for hardware or software support.  These arrangements may be as basic as agreeing that a faculty member’s son or daughter will install and troubleshoot a specific software program used by the department.  The problems with these arrangements are many.  Outside individuals, with possibly questionable training, may have access to mission critical software or hardware.  If these individuals modify proprietary software or access source code in violation of a license agreement signed by the institution, it is the institution that will be defending a lawsuit.  Finally, non-standard changes to standard software systems can have an adverse effect on the ability to upgrade software and migrate any data on such software to the new product.  As a result, many institutions have found the need to establish policies which require that technical support be provided either by the institution or through approved vendors of the institution.   This allows for controls that informal arrangement lack.  GW has enacted a “Local Support Partners (LSP) Policy which can be found at my.gwu.edu/files/policies/

LocalSupportPartnersFINAL.pdf.

E.
Web Content Policy:
The traditional computer use policy addresses limits on improperly posting copyrighted materials on web pages maintained on the institutions servers.  However, there are many practical issues associated with web pages which may be established by departments or individuals.  Any web page which is established within your institutions “web space” (that is under your “dot.edu”) is automatically assumed to be “official” by the outside world.  Thus it is important for your institution to consider a number of issues that go to more practical issues:

· Who may establish pages within your web space?  Departments only or individual faculty and staff?  How about recognized student groups?

· How about Web logs (blogs) – are you going to treat them differently?

· Should a disclaimer be required on web pages that are “less official.”  That is, if you allow the student chapter of, for example, Greenpeace to put up a web page that links in some way to the institutions page, should they have a disclaimer?   How about the home page of vocal faculty with unpopular political views?  

· Most institutions want to create a uniform look for their web pages.  These requirements while creating nice looking pages that are easy to navigate increase the risk that the “less official” pages are seen as representing the institution’s views.

· How often must web pages be updated and should a contact person be identified for each page?

· How are pages to be taken down – what are the rules?

· Are there limits you can or want to impose for web pages which are established in your web space – limits on political speech or commercial advertising?

· If “facts” are cited about your institution, is someone checking them to make sure they are right (or at least match the same fact which is supposedly reported by another department on another web page).  


For institutions with serious town/gown issues, web pages are of critical importance.  Your neighbors spend hours working their way through them looking for proof of misrepresentations and conspiracies.   Faculty with provocative views can also create headaches for administrators when they post these on their personal web pages as hosted by your college or University.  One of GW’s policies can be found at: my.gwu.edu/files/policies/WebContentPOSTPUB.pdf.  Northwestern also has a number of good policies. www.northwestern.edu/univ-relations/web_comm/
policy/server-content.html

F.
Email Policies:
Like the web page policies, institutions may well find that their computer use codes are not able to adequately address all the day to day issues (and opportunities) presented by email.  For example, how much disk space may each user have to store their emails and how long are deleted emails preserved by the institution.  What will constitute spam for purposes of your policy – 20 emails?  50?  100?  How does the institution approve “mass” emails of important information?  Must employees accept “mass” emails?  Must employees even have an institutional email account?  Some institutions have policies which provide that email will constitute the “Official” method of communication.  Faculty, staff and students are required to check their email regularly and are assumed to have received communications sent to their assigned email address.  This last policy solves a lot of problems when dealing with students who may be trying to avoid a student judicial action.  I really like Denver University’s policy on “Using Email as Official University Communication.” www.du.edu/uts/policies/1email.html 

G.
Domain Name Policies:  “Domain Names”, like trademarks, must be protected.  Your institution top level domain name (e.g. “yournamehere.edu”) is as important as your address and you want to control how related sub domain names are created (e.g. “yournamehere.edu/ynh/department” or “department.yournamehere.edu”) within your institutions.  Additionally, you may want to control the registration by others within the institution of Domain Names ending in other than “.edu” (e.g. “yournamehere.biz” “yournamehere.org”, etc.).  A number of colleges and universities have put into place policies that govern how subdomains can be created and to whom they will be assigned.  This allows them to assign “law.yournamehere.edu” to the law school rather than the campus police.  This also permits them to limit their school of business’ efforts to register “yournamehere.biz” and instead require them to create their web site under the school’s top level domain name – rather than at an entirely new site.  I refer you to the Columbia policy which also includes a good discussion of different levels of domain name.  www.columbia.edu/cu/policy/domain_names.html

H.
Section Summary:  Like many things, technology creates not only problems but possibilities.  As administrators at institutions gain more experience with information technology, they will identify policies that should be put into place to address day to day issues which have or may arise – issues which your technical people either did not have the right perspective to identify or the right (simple) language to explain to a neophyte techie -- which most attorneys were until fairly recently.  As we gain more experience with information technology, and its ever expanding role at our institutions, we can start to see new possibilities to solve old problems.  One of the simplest and best I have seen is to require that everyone have an email address and that all official communications from the institution will be given by email.  This solves the long standing problem of communicating with a very fluid body of individuals – some of whom may not actually want to be found.  


IV.
Conclusion

It is no longer sufficient to have one “computer use” policy.  As I have demonstrated, information technology plays such a critical and varied role in the modern college or university, that old policies need to be rethought and new policies need to be created.  Along the way, counsel should attempt to identify opportunities to take advantage of information technology to address issues facing the institution.  The policies I have discussed are largely drawn from the GW experience.  This list is in no way exhaustive and even now we are working on new policies and procedures to address (or take advantage of) issues that have arisen with information technology.  I am certain that many others have done and are continuing to do the same.
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