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INTRODUCTION
A.
Email sent by a University for the primary purpose of promoting the University’s commercial “products” or “services” must comply with the CAN-SPAM Act.  


It is important to understand at the outset that in passing the CAN-SPAM Act, Congress made a conscious public policy decision that it would NOT “prohibit” unsolicited commercial spam.  CAN-SPAM is only intended to “regulate” spam, not to prohibit it.  In other words, deeply rooted in the legislative intent of the Act is a public policy premise that indeed you “can spam,” at least as long as your spam is CAN-SPAM “compliant.”  


What that means is that CAN-SPAM is an “opt-out” law, so initial permission of the e-mail recipient is not required for an entity to send a recipient a commercial email message.  However, if a recipient wants to unsubscribe or opt-out, the sender must stop sending e-mails or be subject to penalties.  


In a nutshell, CAN-SPAM: 

· Prohibits fraudulent or deceptive subject lines, headers, return addresses, etc. 

· Makes it illegal to send e-mails to e-mail addresses that have been harvested from websites. 

· Criminalizes sending sexually-oriented e-mails without a clear subject line warning labels. 

· Requires a functioning unsubscribe system that makes it possible for recipients to opt out of receiving future e-mails. 

· Requires most e-mailers to include their postal mailing address in the message. 

· Includes both criminal and civil penalties and allows suits by the Federal Trade Commission (FTC), State Attorneys General, and Internet Service Providers.

B.
This paper will review the specific provisions of the Act and focus on how key provisions of the Act affect Colleges and Universities.

I.
The CAN-SPAM Act of 2003


Controlling the Assault of Non-Solicited Pornography & Marketing Act of 2003 (known as CAN-SPAM Act of 2003); P.L. 108-187; 15 U.S.C. §§ 7701-7713:  Summarizing the law and related regulations.

A.
Congressional findings related to unsolicited commercial e-mail (15 U.S.C. § 7701)

1.
Focus on costs associated with spam (both consumer and ISP) and pornography

2.
Deceptive use of e-mail “from lines” and subject lines

3.
Congress has substantial government interest in regulation of commercial e-mail on a nationwide basis

4.
Senders of commercial e-mail should not mislead recipients as to the source or content of the e-mail

5.
Recipients of commercial e-mail “have a right to decline to receive additional commercial e-mail from the same source.”

B.
Additional statutory prohibition against predatory and abusive commercial e-mail (15 U.S.C. § 7703)

1.
Fraud and related activity in connection with e-mail (18 U.S.C. §  1037)

2.
Criminal sanctions, jail time, and fines

C.
Other Protections for Users of Commercial E-mail (15 U.S.C. § 7704)

1.
Prohibition of false or misleading transmission of information (origin of the e‑mail)

a.
header

b.
from line

c.
relays/retransmissions

2.
Prohibition of deceptive subject headings

N.B.  
In the case of Internet Access Service Providers LLC v. Real Networks, Inc. Civil No. 05-040-S-EJL, 2005 WL 1244961 (D. Idaho, May 25, 2005) the Court held that the prohibition against deceptive information under the Act applies only to the message subject heading.  The inclusion of allegedly false information in the body of an e-mail does not constitute a violation of either Sections 7704(a)(i) or (b)(A)(ii) of the CAN-SPAM Act, 15 U.S.C. §7701 et seq.   

3.
All commercial e‑mail must include return address or Internet mechanism in order to allow recipients to unsubscribe (“opt out”)

4.
If a recipient opts out from receiving commercial e-mail, the line of business or division whose commercial product or service was promoted in the commercial e-mail cannot send any commercial e-mail to the recipient after 10 business days.

N.B.  The FTC has proposed limiting the opt-out unsubscribe time from 10 business days to 3 business days.  70 Fed. Reg. 25,442 (proposed May 12, 2005) (FTC Proposed Rulemaking of May 12, 2005, hereafter “FTC Proposed Rulemaking”)
5.
Notification requirements (15 U.S.C. § 7704(a)(5))

a.
clear of conspicuous identification that e-mail message is an advertisement or promotion

b.
clear and conspicuous notice of opportunity to opt out from receiving sender’s commercial email (see below)

i.
opt‑out has to be available for 30 days after the e-mail was sent

ii.
opt‑out can be an Internet link or an e-mail

c.
valid physical postal address - can be P.O. Box

6.
Other aggravated violations relating to commercial e‑mail

a.
address harvesting

b.
dictionary attacks

c.
relays/retransmission through unauthorized areas.

7.
Labeling requirement for sexually oriented materials (69 Fed. Reg. 21024-21034, April 19, 2004)

a.
sexually oriented materials means any material that depicts any sexually explicit content.  18 U.S.C. 2256

b.
label must be “SEXUAL-EXPLICIT”

D.
Definition and Applicability of Commercial E‑mails 

1.
Commercial electronic e‑mail message “means any electronic mail message the primary purpose of which is the commercial advertisement or promotion of a commercial product or service (including content on an Internet website operated for a commercial purpose).”  15 USC § 7702.

2.
Three sets of criteria for evaluating whether the “primary purpose” of the e-mail is commercial (16 CFR Part 316, December 16, 2004) (“Primary Purpose Regulations”)

a. If email has only commercial content, primary purpose is commercial

b. If email has both commercial content and “transactional or relationship” content: 

· The “primary purpose” is commercial if either: 

(1) a recipient reasonably interpreting the subject line would conclude that the message advertises or promotes a product or service, or 

(2) the e-mail’s “transactional or relationship” content does not appear at or near the beginning of the e-mail.

c. If email has both commercial content and content that is neither commercial nor “transactional or relationship.”  

· The “primary purpose”  is commercial if either: 

(1) a recipient reasonably interpreting the subject line would conclude that the message advertises or promotes a product or service, or 

(2) a recipient reasonably interpreting the body of the e-mail would conclude that the primary purpose of the message is to advertise or promote a product or service.  

Relevant factors for body of the message include: (1) the placement of commercial content at or near the beginning of the body of the message; (2) the proportion of the message dedicated to commercial content; and (3) how color, graphics, and type style and size are used to highlight the message’s commercial content.

3.
CAN-SPAM applies regardless of whether e‑mails sent to consumers or contacts at business

-
current request to FTC to clarify that one‑to‑one e‑mail exchanges among business people do  not trigger the Act  (FTC Proposed Rulemaking)

4.
No prior business relationship exception for sending commercial emails, although some relief for “transactional or relationship” messages

a.
transactional/relationship messages are:

i.
e‑mails that primarily facilitate, confirm or complete a transaction

ii.
e‑mails that provide information about a change in services, warranties or other options

iii.
periodic e‑mails with account information or subscription/membership information

iv. e‑mails that deliver goods and services that the recipient has already agreed to receive under a previous transaction or relationship

b. Transactional/relationship emails are exempt from CAN-SPAM notification requirements, but cannot be deceptive

c. Transactional/relationship emails can have some commercial content if they meet certain standards (see “Primary Purpose Regulations,” Section I.D.2)

E.  Enforcement (15 U.S.C. § 7706)

1.
FTC and State Attorneys General

a.
civil violations are unfair and deceptive trade practice under FTC Act (15 U.S.C. § 57a(a)(1)(B))

b.
some other agencies have authority when appropriate (FDIC, SEC, etc.).

2.
Can seek injunctions

3.
Fines ‑ $250 per e‑mail/episode up to $2 million

4.
Internet Access Services (I.A.S.) can also bring civil action if adversely affected by fraud, deceptive headings, subsequent e‑mails after opt‑out, or a pattern or practice of illegal behavior (15 U.S.C. § 7706(g))

a.
can seek injunction

b.
could recover damages, $25 ‑ $100 per e‑mail, up to $1,000,000

c.
I.A.S. must show defendant acted knowingly (not necessary in government actions)

5.
Pre-empts state commercial email laws (See Section II.E)

F.
FTC survey on Do‑Not‑E‑mail Registry (15 U.S.C. § 7708)

1.
Within 6 months after the passage of CAN-SPAM, FTC was required to produce and report on a plan/strategy to implement a do‑not‑e‑mail registry.

2.
FTC unanimously agreed that a national do‑not‑e‑mail registry would not be effective

a.
too technologically difficult

b.
spammers would not use it

c.
could be centralized database for spammers to exploit

3.
Compare Utah and Michigan Children’s Protection Registry Act (MCL 752.1062 (Michigan); Section 13-36-102(1) (Utah).  

a.
create e‑mail database for minors

b.
questions on security related to the Protection Registries

c.
not clear the Acts are constitutional, and may be pre-empted by CAN-SPAM

d.
legal challenges to the Acts possible

G.
CAN-SPAM and Wireless Spam (15 U.S.C. § 7712)

1.
FCC authorized to create regulations governing commercial e‑mail and wireless devices.  FCC 04-194 (available at http://hraunfoss.fcc.gov/edocs_public/attachmatch/FCC-04-194A1.doc)

a.
commercial e‑mail may not be transmitted to wireless devices absent a recipient’s “express prior authorization”

b.
authorization can be written, oral, or electronic

c.
not transferable among associates

2.
Exception for transactional or relationship e‑mails the same as for commercial email regulated by the FTC (See Section I.D.4)

3.
In order to facilitate compliance with wireless regulations, FCC has published a list of domain names exclusively used for wireless devices; therefore, commercial e‑mail may not be sent to addresses with domains listed on this list absent express prior authorization

4.
This FCC requirement is only for e‑mail sent to wireless devices; SMS is governed by the Telemarketing Sales Rule

H.
FTC Proposed Regulations (“FTC Proposed Rulemaking”)

1.
P.O. box is a valid physical postal address (See Section I.C.5 above)

2.
Change opt‑outing from 10 business days to 3 business days (See I.C.4 above)

3.
Clarify that to submit a valid opt out request, a recipient cannot be required to pay fee, provide additional information, or take other steps

4.
Forward to a friend e‑mails – if there is “consideration” for the provision of the “friend’s” email (such as additional entries in a sweepstakes), the forward to a friend email is “commercial” and has to comply with CAN-SPAM, including the notification requirements

5.
Final Rule expected in the Fall 2005; some changes in the proposed rule may take place

II.  APPLICATION OF CAN-SPAM TO UNIVERSITIES AND COLLEGES

A.  The FTC expressly stated that, in some circumstances, CAN-SPAM would apply to nonprofit entities. (Primary Purpose Regulations  at 11). 

N.B ., the FTC does not have jurisdiction over businesses that are not organized

to carry on business for their own profit or that of their members. Therefore, all nonprofit entities that meet that standard are subject to enforcement actions only by state Attorneys General and interactive computer service providers.

1. The FTC noted that nonprofit entities could send e-mails that contain commercial content, citing examples of hospitals offering medical screenings for a fee, and trade associations sending e-mails about a conference where an entrance fee is required. 



2. Much of a nonprofit's communications might fall under the transactional or relationship exemption discussed above, e.g., if a user signed up for newsletters (See Section I.C.5)


B.  Universities could send commercial emails in several settings
1.  Sending emails promoting a commercial product or service (branded sportswear)

2.  Sending emails promoting a for-profit, professional continuing education program where university is making a significant profit

3.  Rules of thumb to consider:  


a.  revenue generating v. routine academic, research, service and operational emails


b.  Fundraising v. commerce-related emails


c.  hosted programs v. FYI email messages from individuals not acting in a commercial capacity


C.  If a University is sending commercial email, it must comply with the notification requirements of CAN-SPAM (identify as ad or promotion, provide opt out for sender, and list postal address for sender) (See Section I.G.5).  

D.  Universities can provide opt out for line of business or division (See Section I.C.4)

1.  Use discretion and apply “reasonable consumer” standard for line of business or division opt out

2.  Do not antagonize consumers by making the opt out too narrow



E.  Applying the “separate line or business or divisions” provision in decentralized organizations – Application of CAN-SPAM to Universities

While it is clear that universities are covered, the application of specific provisions of the Act in a decentralized university organizational structure is a more complicated matter, since e-mails may be sent to the same recipient by multiple colleges, departments and units operating independently within the a university.  There is language in the Act recognizing the distinction between separate lines of business or divisions within a larger entity, commonly referred to as the ”separate line of business or division” provision.  As a result, a line of business (or a division) will be considered separate from its parent entity as well as other lines of business within the entity if it sends an e-mail that addresses only its particular business. (For example, if a recipient opts out after receiving an e-mail from Folgers® Coffee promoting a selection of imported coffee beans, that opt-out won’t preclude a different product division within Procter & Gamble from sending an e-mail to the same recipient promoting Pampers® baby diaper products or Crest® toothpaste.)


Consider this scenario: A person who receives an e-mail offer for theater season tickets from the marketing agent for a university “performing arts center” decides that they would like to opt out of receiving additional e-mails from the university. The person then sends a “reply” e-mail notifying the “sender” of their election, which the College of Fine Arts honors within the required ten business days. Without knowing of the person’s opt-out, a marketing agent for the College of Liberal Arts “distinguished speaker series” sends an event ticket solicitation e-mail to the same person. 


Although it is likely that the College of Fine Arts and College of Liberal Arts – organizationally operated as separate Colleges within the University – will be legally recognized as “separate lines of business or divisions” within the meaning of the Act – this legal differentiation of two entities may be of little consequence to the consumer, who may have believed that they had opted out of receiving messages from any entity representing the University “brand.”  As far as that consumer may be concerned, their opt-out was ignored in violation of the Act.  Not only does this open the door for a potential legal misunderstanding, under the best of circumstances there is a risk that such a misunderstanding will impair whatever “good will” may exist between the university and its customer. 


Although it seems logical that a College of Fine Arts is a different sender than a College of Liberal Arts, the “separate lines of business or divisions” provision of the Act has yet to be interpreted by the courts. Whether courts will ultimately apply the "separate line of business" provision to expand coverage of the Act, or to narrow coverage, is unclear.



F.  Preemption and ISP exemption for higher standards – Notes on Compliance 


By its terms, CAN-SPAM preempts all existing state spam laws, except for state laws that prohibit falsity or deception in any portion of commercial email.  As a result, CAN-SPAM preempts any “opt-in” requirements in state law, such as the California anti-spam law that was to go into effect January 1, 2004.  On the other hand, state consumer protection and anti-fraud laws are not be preempted by the Act.


In the case of Gordon v. Impulse Marketing Group, 2005 WL 1619847 (ED Wash., July 11, 2005). the Court held that a Washington State anti-spam law creating civil cause of action against senders of commercial e-mail containing false header information and/or misleading subject lines was not preempted by CAN-SPAM  (in this case, the State of Washington Commercial Electronic Mail Statute, RCW §19.190 et seq. and Consumer Protection Act, RCW §19.86 et seq.).   By its own terms, the CAN-SPAM Act "supersedes" any state law that "expressly regulates the use of email to send commercial messages." 15 U.S.C. §7707(b)(1). That same provision, however, states that the Act does not supersede state laws to the extent that those laws "prohibit falsity or deception" in an email message or its attachments. 


Relying upon Pennsylvania state anti-fraud laws, in December, 2004, the Pennsylvania Attorney General filed a civil lawsuit against four defendants alleging that they had engaged in an elaborate scheme to promote and sell bogus academic degrees by hijacking the Internet Protocol (IP) addresses of more than 60 Pennsylvania businesses and one state government office without their knowledge. The complaint states that more than 300 of the e-mails were sent to consumers without authorization through the servers of more than 60 Pennsylvania businesses and the Pennsylvania State Senate.  Each e-mail typically included a fictitious name and web address for the sender. The e-mails touted an online university, Trinity Southern University, which is not accredited by any recognized organization and claims to be based in Dallas, boasts that it grants diplomas in 72 hours and its degrees require "no classes to attend--no tests to take!" Doctoral degrees can be purchased online for $599, and an "executive MBA" program costs $499.


In an admittedly creative effort by states to regulate spam outside the preemption provisions of CAN-SPAM, Michigan and Utah have both adopted "Children’s Protection Registry" laws to shield youngsters from adult material.  These laws are intended reach anyone sending commercial e-mail to inboxes in those states.  The registries act like current "do not call" lists. (See Section I.F.3) Individuals may place on the registries any e-mail address to which a minor may have access. Schools and other child-focused organizations may also register entire Internet domains.  Once an e-mail address is on the registry for more than 30 days, commercial e-mailers are prohibited from sending it anything containing -- or linking to -- advertising for a product or service that a minor is otherwise legally prohibited from accessing, such as alcohol, tobacco, gambling, prescription drugs, or adult-oriented material.  To prevent unscrupulous users from harvesting addresses from the list, both states have made it a felony to obtain or attempt to obtain addresses from the registry, or to use them improperly.  Senders would be in violation of the law regardless of whether the e-mail was requested by the minor or parent of the minor.  Needless to say there is concern that legitimate mailers who have followed careful opt-in procedures may find themselves in violation of these laws -- if they fail to check their lists against the state registries.  Senders would have to pay the states per the size of the sender data base, regardless of how many matches on either state’s Children’s Protection Registry.  


In addition to the preemption provisions, the CAN-SPAM Act specifically states that it does not have any effect on the lawfulness or unlawfulness of any Internet Service Provider (ISP) policies regarding the transmission or handling of email.  Accordingly, an ISP may enforce more stringent policies regarding the use of its services.

In the first US Circuit Court case to interpret the CAN-SPAM Act, White Buffalo v. U.Texas, Austin, No. 04-50362-CV0 (5th Circuit, August 2nd, 2005), the Fifth Circuit Court of Appeals held that The University of Texas blocking of incoming bulk e-mail messages did not violate commercial free speech under the First Amendment or CAN-SPAM Act's preemption clause.  Although the Court noted that the CAN SPAM Act preempts any state regulation of commercial email except for those local laws prohibiting false or deceptive statements, the Court noted that 15 USC 7707(c) of the Act permits ISPs (including  The University of Texas) to employ protection measures, and also that the Act does not prevent a state entity like UT from using technological devices such as spam filters to save server space and safeguard the time and resources of employees, students and faculty.


Although the case did not directly involve the CAN-SPAM Act, it is noteworthy that in  the case of Faculty Rights Coalition v. Shahrokhi, 2005 WL 1657116 (S.D.Tex., July 13, 2005), the Court held also that the University of Houston spam filter and storage limit restrictions on e-mail accounts do not violate First Amendment. The University restrictions were not content- or viewpoint-based restrictions, and were reasonable in light of the need to preserve the integrity of the IT system.

III.  CAN-SPAM RELATED CASES TO WATCH

False and Misleading:  (Pending) In January, 2004, Hypertouch, a California-based ISP, sued BobVila.com, (of “this old house” television show fame). The suit alleged that BobVila.com, through its e-mail marketer, BlueStream Media, dispatched 41 separate e-mail messages with headers that were "materially false or materially misleading," claiming "the identities provided by the defendants of the machines delivering mail to plaintiff's mail server did not match IP addresses of the contacting machine." 

Harvesting:  (Pending) In April 2005, Hypertouch, the same California-based ISP noted above, sued the owner of the Gevalia Coffee brand, along with its parent company, Kraft Foods for sending more than 8,500 unsolicited and unwanted e-mail advertisements for Gevalia.  Gevalia has industry-standard privacy policies clearly delineated on its corporate Web site. Consumers can opt out from telemarketing calls and from e-mail marketing, according to the company.  However, Wagner's suit charges that e-mail addresses consumers provide to Gevalia actually end up in the hands of spammers. Hypertouch created a virgin e-mail address and submitted it to Gevalia's own opt-out link as a test.   According to Hypertouch, the e-mail address, that were never used and given out only to Gevalia, started getting daily spam, concluding that if you opt out, your address gets passed on to other people.  

False and Misleading:  (Pending) In July, 2004, the Massachusetts Attorney General filed a civil lawsuit against DC Enterprises, accusing the company of sending thousands of unwanted electronic messages offering “pre-approved mortgage rates even with bad credit” to consumers in Massachusetts and beyond. The complaint alleges that DC Enterprises failed to include an opt-out provision, which would allow consumers to decline future emails; failed to clearly identify messages as advertisements; and used a non-functioning sender address when disseminating messages, all which violate CAN-SPAM as well as the Massachusetts Consumer Protection Act.

Criminal Fraud: (Pending) U.S. v. Daniel J. Lin, et al.  U.S. District Court, Eastern Dist. of Michigan.  In April, 2004, the Department of Justice filed criminal complaint charging that Daniel J. Lin, James J. Lin, Mark M. Sadek and Christopher Chung violated the Can-Spam Act by creating massive e-mail campaigns that marketed fraudulent weight loss products.  The complaint also alleges that the defendants were responsible for devising a scheme to defraud others by selling these medical devices via the U.S. Mail by means of false and fraudulent representations, in violation of the mail fraud statute.

Oddly Enough: (Pending)  Microsoft Israel vs. Amir Gans, Microsoft Israel and MSN have filed a lawsuit in Israel against one Amir Gans, who readily admits to running a company which sends bulk email.  The complaint alleges that Gans's company sent thousands of unsolicited advertisements with disguised headers to make the emails appear to be coming from Hotmail Israel in an attempt to trick recipients into opening the message.  Gans denied the charges and counterclaimed against Hotmail, which apparently now filters his e-mail, claiming that under the Israel Computers Law (5755-1995), filtering and blocking junke-mail is a criminal offense of bugging inter computer communications.  (as reported by Globes online, Israel business news - www.globes.co.il - on April 26, 2005; and Sophos http://www.sophos.com/spaminfo/articles/israelspam.html February 23, 2005)

IV.
Reference: Sample College and University CAN-SPAM Guidelines

A.
Rutgers State University of New Jersey: Guidelines for Use of Email for Official Purposes (http://oit.rutgers.edu/official-email.html)

B.
The Catholic University of America: Summary of Federal Laws - CAN-SPAM Act (http://counsel.cua.edu/fedlaw/canspam.cfm)

C.
University of California: Complying with Federal Anti-Spam Law: (http://www.ucop.edu/irc/policy/antispam.pdf)

D.
Harvard University: Summary of the CAN-SPAM Law (http://www.ogc.harvard.edu/can_spam.php)

E.
University of Pennsylvania: Guidance on Complying with Federal CAN SPAM Law (http://www.upenn.edu/almanac/volumes/v52/n04/comm.html)

Compliance Tip: The Act does not exempt any organization.  Instead it focuses on message content where the primary purpose is to sell something, as distinguished from informational messages and charitable solicitations








Compliance Tip: The Act is not limited to bulk email.  A single message qualifies








Compliance Tip:  Emails sent to persons with whom you have a pre-existing or current business relationship are NOT automatically exempt from the act.  Emails to existing customers must comply with all the restrictions that apply to emails sent to strangers.  The Act exempts a narrow category of “transactional or relationship” messages, however this provision is effectively limited to messages directly related to a specific transaction the recipient has already entered into.








Compliance Tip:  A message will be subject to the restrictions of the act when the primary purpose is advertisement or promotion of a commercial product or service, such as:


Reservations for a spring break tour or alumni cruise


Tickets for sporting and cultural events


Subscriptions to journals or magazines








Compliance Tip: The opt-out mechanism need not be an “all or nothing” proposition.  Consider an opt-out system that allows people to select what kinds of messages they wish to receive from you.  A recipient must have the option to opt-out entirely, but a sender could also give the recipient the option of receiving some types of messages but not others.  








Compliance Tip: Make sure your unsubscribe (“opt-out”) system works. Once a sender receives an opt-out request, the sender must cease sending commercial e-mail to that recipient within 10 business days and that applies to any person acting on behalf of the sender.  The Act requires a functioning reply address or e-mail unsubscribe system to operate for at least 30 days after a message is sent.   Remember, if a message is ever sent to anyone who ever clicked on an “opt-out” link in a previous communication, you just broke the law.








Compliance Tip:  If an entity has “separate lines of business or divisions,” an “opt out” can be treated as an opt-out only for that line or division, provided that the email clearly identifies the sender as a particular line or division within the entity.  Email from different campus divisions and departments should use clear and distinctive division and departmental identifiers so that a recipient’s opt-out of one division’s or department’s messages will not result in an opt-out of all email messages sent by the University. 








Compliance Tip: Consider using an affirmative consent or “opt-in” system, particularly if customer email addresses are going to be shared within the university.  It may be important that you be able to prove that a person gave express consent to receive your email.  Silence, such as in the case where a person fails to modify a “default” consent setting, is not express consent.
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