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I.
The Need For Prompt Disclosure


A.
Identity Theft is Big in California

Identity theft is on the rise, and California is leading the pack.  In fact, identity theft is one of the fastest growing crimes in California.  According to the Federal Trade Commission, there were 15,115 victims of identity theft in California in 2002.  That number rose to 39,052 in 2003, and climbed again in 2004 to 43,839.
 

B.
Delayed Discovery is a Problem

A joint study by the California Public Interest Research Group (CALPIRG) and the Privacy Rights Clearinghouse (PRC) found that most victims surveyed did not find out that their identity had been stolen for more than a year after it occurred.  The CALPIRG/PRC study also identified denied credit applications and phone calls from creditors asking for payment as the most common ways in which people found out that they were victims of identity theft.


C.
The Teale Data Center Incident

On April 5, 2002, a computer hacker gained access to California state government computer systems containing personal information on approximately 265,000 state employees, including office workers, judges and other high-ranking officials.  The break-in wasn’t discovered by the state controller's office until May 7, and wasn't disclosed to the public or the state employees until May 24.  Complaints about the delayed notification led, in part, the adoption of SB 1386.  

II.
California’s SB 1386 (Civil Code §1798.29) Requires Notification of Breach
In attempt to fight this epidemic and provide potential victims with earlier warnings that they may be at risk, California passed  SB 1386 (Civil Code 1798.29) that forces state agencies and organizations doing business in California, including institutions of higher education, to notify California residents when a security breach results in the release of personal information.  Potential victims of identity theft must be made aware that their personal information may have been obtained by others so they can take action to prevent or minimize the effects.

III.
Overview of Key Provisions of SB 1386


A.
What “Personal Information” is Protected
?

1.
Under the statute, "personal information" means an individual's:

(a)
 first name (or first initial) and last name in combination with any one or more of the following data elements, when either the name or the data elements are not encrypted:

  



(1) 
Social security number.

(2) 
Driver's license number or California Identification Card number.

(3) 
Account number, credit or debit card number, in combination with any required security code, access code, or password that would permit access to an individual's financial account.

2.
For purposes of the statute, "personal information" does not include publicly available information that is lawfully made available to the general public from federal, state, or local government records.

B.
When is Notice Required
?

Notice of a security breach must be given “following discovery or notification” of a breach in the security of the computerized data when the “unencrypted personal information” of a California resident “was, or is reasonably believed to have been, acquired by an unauthorized person.”  

1.
No requirement to give notice if the personal information was encrypted.

2.
No requirement to give notice if the compromised data is not computerized.  Stolen or compromised hard copies do not trigger the statute.

(a)
Is it good policy to give notice in cases where the security of non-computerized data is breached?


C.
Who Must Give Notice
?

Any state agency or organization doing business in California that owns or licenses computerized data that includes unencrypted personal information pertaining to a California resident.


D.
Who Must Be Notified
?

Any resident of California whose unencrypted personal information was, or is reasonably believed to have been, acquired by an unauthorized person.


E.
How Quickly Must Notice be Given
?

1. 
The notice must be given in the “most expedient time possible and without unreasonable delay” except:

(a)
When a law enforcement agency determines that notification will impede a criminal investigation (in which case, notice should be given as soon as the law enforcement agency determines that it will not compromise the investigation).

(b)
When time is needed to determine the scope of the breach and restore the integrity of the system.

2.
Thus far, there are no cases that amplify what is meant by “most expedient time possible.”  (But note, prompt notification was a driving concern behind the statute.)


F.
How Must Notice be Given
?



Notice must be provided by one of the following methods:



1.
Written notice.

2.
Electronic notice (if the notice provided is consistent with the provisions regarding electronic records and signatures set forth in the Electronic Signatures in Global and National Commerce Act, Section 7001 of Title 15 of the United States Code.)  

3.
Substitute notice.


G.
When and How Can Substitute Notice be Given
?



1.  
Substitute notice is allowed if the agency demonstrates:

(a)
The cost of providing notice would exceed $250,000; or

(b)
The affected class of subject persons to be notified exceeds 500,000; or

(c)
The agency does not have sufficient contact information.

2.
Substitute notice shall consist of all of the following:

(a)
E-mail notice when the agency has an e-mail address for the subject persons.

(b)
Conspicuous posting of the notice on the agency's website page, if the agency maintains one.

(c)
Notification to major statewide media.


H.
Create Your Own Notice Policy – The Safe Harbor of Subsection (h)

1.
Civil Code 1798.29(h) provides an apparent safe harbor:

“ .  .  .  an agency that maintains its own notification procedures as part of an information security policy for the treatment of personal information and is otherwise consistent with the timing requirements of this part shall be deemed to be in compliance with the notification requirements of this section if it notifies subject persons in accordance with its policies in the event of a breach of security of the system.”

2.
University of California has adopted an information security policy which provides that email is the primary method of notification.  The email provision is consistent with the timing requirements of the statute, but does not necessarily comply with the technical requirements of the Electronic Signatures in Global and National Commerce Act.
IV.
Attempts to Broaden the Statute

There have been attempts to build on SB 1386 and broaden its reach.  In 2004, Senator Bowen introduced SB 1279 which sought to broaden SB 1386 to include all data, not just computerized data maintained by the agency or business.  Additionally, the bill proposed that an agency or a person or business that has suffered a breach of the security of the system related to computerized data or an unauthorized disclosure to provide two years of a credit monitoring service, as defined, without charge to each person whose personal information was, or is reasonably believed to have been, acquired by an unauthorized person.  

The bill died in committee, but it has been reintroduced in the current legislative session as SB 852, but this time without the credit report provisions.

V.
Suggested Provisions For Notification Letter

A.
Describe the breach in general terms.  

B.
Consider the “tone” of the letter.  Is it appropriate to apologize?

C.
Recommend placing a fraud alert with a credit agency.

D.
Provide links/contact information for the three major credit reporting agencies.

E.
Mention the availability of free credit report.

F.
Provide links to general information on identity theft.

G.
Provide a link to the campus website containing information and updates about this incident.

H.
Warn that the university will not contact them or ask them to confirm any information.

VI.
Examples of Security Breaches at California University Campuses and Attempts to Comply With SB 1386


A.
Example #1



1.
The Incident:  

In March 2004, a CSU campus had a hacking incident in which the hacker tapped into the financial aid file server.  Information was compromised for 206,867 financial aid applicants.  About half of these never became students, but applied for financial aid while applying for admission to the university.  The information compromised contained names, social security numbers, dates of birth and addresses.  

2.
Significant Issue – How to Notify With Stale Addresses.

Because the campus had what appeared on its face to be sufficient contact information, it could not argue that it lacked such information and move immediately to substitute notice. However, because students are by nature a transient population, there was a significant problem with stale addresses.  Of the 206,000 notices mailed, over 50,000 were returned.  Of those, almost 40,000 had no forwarding address.  

In addition to the cost of the initial mailing, significant expenses were incurred trying to obtain current addresses for the returned notices.  The campus made requests to the DMV, but this proved to be very laborious and time consuming.  

Eventually, after incurring over $100,000 of out-of-pocket expenses, the campus decided to do a detailed calculation of the estimated expense of pursuing the bad addresses.  After documenting that the cost of providing the notice would exceed $250,000, the campus took advantage of the substitute notice provisions of the statute and posted a detailed notice on its campus website and provided a press release to major statewide media.

3.
Lesson Learned –   

(a)
Estimate notification costs early to see if the substitute notice provisions are available.  (Requires more than $250,000 in costs.)

(b)
In this case, substantial sums were spent before taking advantage of the substitute notice provisions of the statute.


B.
Example #2  

1.
The Incident – Small Breach Followed by Larger Breach

The campus experienced a relatively small breach and chose to provide as little information as possible, and virtually no information about credit reporting agencies or fraud alerts.  The campus was trying to avoid acting like a credit counselor.  The campus was inundated with calls for additional information.  

Later, the same campus experienced a much larger breach (information was compromised for over 59,000 people).  This time, the campus chose to provide more details in notice letter, it highlighted the availability of free credit reports, and it provided a link to a campus website with detailed information about  the incident as well as links to websites with useful information relating to identity theft.  Even though the incident involved more people, the phone calls to the campus were greatly reduced.

2.
Significant Issue – Too little information led to increased calls asking for additional information.



3.
Lessons Learned 

(a)
Providing helpful information and useful links in the notice letter lessens phone calls.

(b)
Highlighting the availability of free credit reports satisfies a majority of callers.


C.
Example #3



1.
The Incident – Stolen Laptop Containing Student Information

A campus laptop computer was stolen that contained files with the names and Social Security numbers of more than 98,000 individuals, mostly graduate students or applicants to the campus’s graduate school programs. The computer was stolen when an individual entered a restricted area of the Graduate Division that was momentarily unoccupied.  (Interestingly, the confidential data was downloaded to the laptop during the morning of the theft, and was scheduled to be encrypted later that afternoon.)  To confirm whether their data was included among the stolen files, students had to call a special hot line established by the campus.  



2.
Significant Issue – Phone System Overloaded With Calls.

The campus significantly underestimated the volume of phone calls, and the hot line set up for the incident was overloaded to the point of not functioning.  Extra capacity had to be added immediately, and additional frustration and anger was caused by the students’ inability to reach a “live” person as promised.

3.
Lesson Learned – If phone contact information is given in the notice, carefully estimate the volume of calls and ensure that the system has adequate capacity to handle the calls.  An inability to do so will only add to the victim’s frustration and anger.

VII.
Summary of Lessons Learned

If you are a California institution, or if your jurisdiction adopts legislation similar to SB 1386, consider these lessons learned:

A.
Adopt a conciliatory and apologetic tone in the notification letter
.

B.
Although you do not want to assume the role of credit counselor, provide useful links to the credit agencies, recommend a fraud alert, and advise about the availability of free credit reports.  In a majority of cases, this will put the person notified at ease.

C.
Place a warning in the notice stating that the university will not initiate contact regarding this incident (other than the notice letter), and recipients should not provide personal information to anyone contacting them about this incident, including persons claiming to be representing the university.

D.
Try to keep the notice to one page.  For large mailings, this will reduce cost.

E.
Create an incident-specific website, and provide a link to that site in the notification letter.  The website can provide additional information, updates, and links to other useful information.  Among other reasons, this keeps the letter short and mailing costs down.

F.
Determine early whether you have adequate contact information.  If not, consider immediately resorting to the substitute notice procedures.

G.
If you have sufficient contact data, try to estimate notification costs early.  In cases where a large number of notifications are required (but below the 500,000 limit in the statute), you’ll want to know early whether the estimated costs are over $250,000 so that you can use the substitute notice procedures from the start, before incurring substantial actual costs.

H.
Do not provide a link to the Federal Trade Commission (either in the notification letter or the campus website).  Any useful information on the FTC website is available elsewhere (e.g., the California Office of Privacy Protection).  The FTC website provides an easy form for reporting the incident.  Once notified, the FTC may conduct an audit for Gramm-Leach-Bliley compliance.  There is no requirement to notify the FTC.

I.
Make the notification letter look as official as possible.  An envelope with indications of bulk mailing appears to the recipients as potential “junk mail.”

J.
If you provide a call-in number in the notification letter, establish a dedicated “hot line” so that a voice mail message can be customized appropriately.  Anticipate call volume so that the system is not overloaded.

K.
Handling the calls requires someone who is calm, articulate and who knows all aspects of the incident.  Saying, “ I don’t know” to distraught callers only makes them angrier.  

L.
Requests for free credit reports (a frequent request from students/staff) are no longer an issue due to free reports being available annually from all three credit reporting agencies.

M.
Document the day-to-day activities leading up to the notification so that if there is a claim of delayed notification, there is documentation to show that notice was given as expediently as possible.

ATTACHMENTS


A.
California Civil Code Section 1798.29


B.
Model Notification Letter


C.
Sample Campus Website Posting Regarding Security Breach

D.
Sample Message From Campus President/Chancellor Setting a Conciliatory Tone

ATTACHMENT A

Text of The Statute
§  1798.29. Agencies owning, licensing, or maintaining, computerized data including personal information;  disclosure of security breach;  notice requirements

   (a) Any agency that owns or licenses computerized data that includes personal information shall disclose any breach of the security of the system following discovery or notification of the breach in the security of the data to any resident of California whose unencrypted personal information was, or is reasonably believed to have been, acquired by an unauthorized person.  The disclosure shall be made in the most expedient time possible and without unreasonable delay, consistent with the legitimate needs of law enforcement, as provided in subdivision (c), or any measures necessary to determine the scope of the breach and restore the reasonable integrity of the data system.

  (b) Any agency that maintains computerized data that includes personal information that the agency does not own shall notify the owner or licensee of the information of any breach of the security of the data immediately following discovery, if the personal information was, or is reasonably believed to have been, acquired by an unauthorized person.

  (c) The notification required by this section may be delayed if a law enforcement agency determines that the notification will impede a criminal investigation.  The notification required by this section shall be made after the law enforcement agency determines that it will not compromise the investigation.

  (d) For purposes of this section, "breach of the security of the system" means unauthorized acquisition of computerized data that compromises the security, confidentiality, or integrity of personal information maintained by the agency.  Good faith acquisition of personal information by an employee or agent of the agency for the purposes of the agency is not a breach of the security of the system, provided that the personal information is not used or subject to further unauthorized disclosure.

  (e) For purposes of this section, "personal information" means an individual's first name or first initial and last name in combination with any one or more of the following data elements, when either the name or the data elements are not encrypted:

  (1) Social security number.

  (2) Driver's license number or California Identification Card number.

  (3) Account number, credit or debit card number, in combination with any required security code, access code, or password that would permit access to an individual's financial account.

  (f) For purposes of this section, "personal information" does not include publicly available information that is lawfully made available to the general public from federal, state, or local government records.

  (g) For purposes of this section, "notice" may be provided by one of the following methods:

  (1) Written notice.

  (2) Electronic notice, if the notice provided is consistent with the provisions regarding electronic records and signatures set forth in Section 7001 of Title 15 of the United States Code.

  (3) Substitute notice, if the agency demonstrates that the cost of providing notice would exceed two hundred fifty thousand dollars ($250,000), or that the affected class of subject persons to be notified exceeds 500,000, or the agency does not have sufficient contact information.  Substitute notice shall consist of all of the following:

  (A) E-mail notice when the agency has an e-mail address for the subject persons.

  (B) Conspicuous posting of the notice on the agency's website page, if the agency maintains one.

  (C) Notification to major statewide media.

  (h) Notwithstanding subdivision (g), an agency that maintains its own notification procedures as part of an information security policy for the treatment of personal information and is otherwise consistent with the timing requirements of this part shall be deemed to be in compliance with the notification requirements of this section if it notifies subject persons in accordance with its policies in the event of a breach of security of the system.

San Diego State University recently discovered computer intruders had breached computers on the campus general network.  At least one computer contained personal information, such as your name and Social Security number. While there is no indication that the intruders accessed your personal information, or will use it for identity theft, we are sending this notification to you as required by California Civil Code 1798.29, commonly referred to as SB 1386.  Please accept our sincere apologies.  This is a very serious issue for us, and we know it is a very serious concern for you.

One option you have now to protect yourself against the misuse of your personal information is to contact one of the three major credit reporting agencies, each of which has an automated phone-in fraud alert process.  If you place a fraud alert, the agency you contact will notify the other two agencies.   Fraud alerts will then be placed automatically on your accounts at those two agencies as well, and all three agencies will separately mail credit reports to you at no cost.  The effects of a fraud alert are explained at: http://www.idtheftcenter.org/fraudalerts.shtml.  Contact information for the credit agencies is:

         
• Equifax (800) 525-6285  www.equifax.com 


        
• Experian (888) 397-3742 www.experian.com 

         
• TransUnion (800) 680-7289 www.transunion.com

Once you receive your credit reports, review them for any suspicious activity.  If you see any accounts you did not open or incorrect personal information, call the credit bureau(s) or your local law enforcement agency (e.g., city police department) to file a report of identity theft.  

For additional information about this incident and references about identity theft, visit SDSU’s Information Technology Security Office website at [insert web address].  If you do not have access to the Internet and you have any questions, you may contact us at [phone number].  For general information about identity theft, visit the website for the California Office of Privacy Protection at http://privacy.ca.gov/cover/identitytheft.htm.  

The investigation of this incident is ongoing; we do not have all of the details at this time. We will investigate this matter thoroughly and take immediate steps to reduce the chance of any future computer breaches.  

Other than this letter, SDSU will not initiate any contact with you about this incident, and will not ask you to confirm any information, such as your address or Social Security number.  If you receive a contact with such a request, it is not from SDSU.

Sincerely,

Joe Smith

Director, Business Information Management
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Computer Security Incident March 14, 2005
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· Frequently Asked Questions
Overview

The Information Security Office at California State University, Chico recently discovered that computer hackers had gained access to a University Housing and Food Service system. This system contained personal information, such as names and Social Security numbers.

The incident, a violation of California penal code 502, has been reported to the University Police Department. The initial investigation revealed that the intruders installed root kit software to store files (music, movies, games, etc.) on the system and attempted to break into other computers. There is no indication that the hackers targeted confidential information or will use it for any unlawful purpose. Nevertheless, as required by California law, the University is in the process of notifying each person whose name and Social Security number were on the system.

The Information Security Office has provided a list of frequently asked questions to help answer any inquires, see below.


Protection From Identity Theft

The University cannot provide advice on how individuals should proceed. However, we can provide limited logistical information. To detect fraud or identity theft, contact one of the three major credit reporting agencies to complete an automated phone-in fraud alert process. When individuals place a free fraud alert, that agency will notify the other two agencies. Fraud alerts will then be placed automatically on the individual’s accounts at all three agencies, and all three agencies will separately mail credit reports to the individual at no cost. 

Contact information for the credit agencies:

· Equifax (800) 525-6285 www.equifax.com 

· Experian (888) 397-3742 www.experian.com (fraud alert process available online) 

· TransUnion (800) 680-7289 www.transunion.com 


Once individuals receive their credit reports, they should review them for suspicious activity. If individuals see any accounts they did not open or incorrect personal information, contact the credit agency(s) or the individual’s local law enforcement agency (e.g., city police department) to file a report of identity theft). For additional information and references about identity theft and fraud alerts, visit:

· Information regarding free credit reports 

· Credit Bureaus Fraud Alerts 

· General Guides for Victims of Identity Theft, The California State Attorney General’s Web site 

· Identity Theft, California Office of Privacy Protection 

· Identity Theft, Social Security Administration 

· Identity Theft Resources, Privacy Rights Clearinghouse 

· The Police Notebook, ID Theft, University of Oklahoma Police Department 

Back to top

On-Going Measures

In the summer of 2004, CSU, Chico information Resources documented the university’s Information Security Plan which was approved in September 2004. The plan outlines the strategies and organization required to manage the increasingly complex legal and technical challenges in information security today.

CSU, Chico recognizes that identity theft has become one of the fastest growing crimes in the nation and is making every effort to ensure that Social Security numbers are not unnecessarily exposed. In the summer of 2003, as a part of the Common Management System (CMS) /PeopleSoft implementation the University began developing an alternative ID system using a new randomly assigned nine-digit ID number for students and employees. Plans are in place to begin using these campus identification numbers instead of using personal Social Security numbers.

The investigation of this incident is ongoing. Please be assured that the University will investigate this matter thoroughly and that immediate steps have been taken to reduce the chance of future computer breaches. If you have any additional questions, please call toll free (877) 837-7200.


Caution: Disreputable Offers of Help

Disreputable people might contact affected individuals to “help,” falsely identifying themselves as affiliated with the University. CSU, Chico will not contact individuals by phone or any other method asking for private information unless it is in response to an inquiry from individuals. Do not release any private information in response to contacts of this nature.

Back to top
Frequently Asked Questions

Q. I have reviewed the computer security incident Web site details and still have questions; how can I contact someone? 
Answer: Call toll free (877) 837-7200 or e-mail Incident-03-14-2005@csuchico.edu for additional assistance.

Q. I received a notification via e-mail/letter about a system compromised at CSU, Chico. Does that mean that someone got my information? 
Answer: The investigation revealed hacking activity (attempts to break into accounts and systems), but there is no indication of confidential files copied or that the hacker was interested in the data on the system.

Q . What can I do to protect myself if the attackers did copy my information? 
Answer: Visit the State of California Department of Consumer Affairs Office of Privacy and Protection for helpful information about protecting your identity.

Q. I never attended CSU, Chico. Why would you have my data?
Answer: Each spring, information regarding students who are admitted to CSU, Chico is sent to University Housing and Food Service so they can distribute housing information. Unfortunately, this information was not deleted. As part of our analysis and upgrade of data security practices we will specifically look at the retention of confidential data. 

Q . Is my information still at risk from another attacker? 
Answer: The compromised system was rebuilt and secured before returning to the CSU, Chico network. Additionally, the rebuilt system is now being reviewed by an outside security firm.

Q . Do I need to obtain a credit report from all three agencies or is querying one sufficient? 
Answer: When you place a free fraud alert with one of the credit reporting agencies, that agency will notify the other two agencies. Fraud alerts will then be placed automatically on your accounts at all three agencies, and all three agencies will separately mail credit reports to you at no cost.

Q. If I see something suspicious on my credit report, Social Security report, or banking account statement, who should I contact to investigate the activity? 
Answer: The California Attorney General’s Web site has some helpful hints on what to do if you suspect identity theft. The State of California Department of Consumer Affairs Office of Privacy Protection also has various tips for assisting in this process. 

Q. I have not received an official notification e-mail or letter and want to confirm whether I’m included. What can I do?
Answer: Send an e-mail request, including your name and address to Incident-03-14-2005@csuchico.edu and we will check our records.

 

For additional assistance call toll free (877) 837-7200 
or e-mail Incident-03-14-2005@csuchico.edu
Back to top
Back to Information Security main page
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ATTACHMENT D

UC Berkeley
March 11, 2005 Security Incident

Chancellor's message on personal data security 

April 4, 2005 

As Chancellor of the Berkeley campus, I was stunned to learn of the theft of a laptop computer in the Graduate Division, which contained personal information for approximately 98,000 current and former graduate students as well as persons who applied to our graduate programs. Our students, staff and alumni expect us to protect the information they have given us confidentially, and we have not maintained that trust. This incident revealed serious gaps in our management of this kind of data. The campus has been instituting new policies to address these issues for several months, and we will do much more. Accountability for this effort ultimately lies with me. 

This problem began with what the UC police have called a crime of opportunity. The police believe that the perpetrator was targeting the laptop computer, not the personal information it contained. The stolen computer contained information on most individuals who applied to graduate school at UC Berkeley between fall 2001 and spring 2004 (except law school students in the JD, LLM, and JSD programs); graduate students who enrolled at UC Berkeley between fall 1989 and fall 2003 (including law school students in the JD, LLM, and JSD programs); recipients of doctoral degrees from 1976 through 1999 (excluding law school students in the JD program); and other small groups of individuals. Approximately one-third of all of the computer's files contained dates of birth and/or addresses in addition to social security numbers and names. We are not aware of any misuse of this information. [Note: The information in bold above was added on April 7, 2005, to clarify who was affected.] 

The theft happened on March 11. We were advised that there was a reasonable probability that the crime would be solved quickly and the information recovered. As that probability decreased, we began informing the people identified on the database. Also, we began to look at the security measures being used in departments across the campus. 

Our challenge is not that we lack policies governing computer security and the safeguarding of sensitive information. Our policies are clear, and during the last fifteen months we have strengthened them. 

Our challenge is enforcing these policies, and specifically, rectifying the lack of clear lines of accountability, both personal and departmental. No one would want their personal information stolen and misused. I will insist that we safeguard the personal information we are given as though it were our own. I will provide the resources to ensure that we have the most advanced systems to protect all data. Here is what we are doing. First, we are responding to the thousands of you who have called our hotline. Many of you may have been frustrated at not reaching a person to talk to. I apologize. We have greatly expanded the capacity of the system, and I believe that it is now fixed. Over the weekend we put a new Security ID Alert button on the University's home page, www.berkeley.edu. The pages describe what happened, where to go if you are worried about the security of your own information, how to place a fraud alert on your credit report, and much more. As of today, we have sent out 6,700 emails to people on the database, and we are mailing letters to the others on the database for whom we do not have email addresses. The Graduate Division will account for how the theft could have occurred and why sensitive personal information was on a portable, unsecured laptop computer. If individuals have violated clear policy, they will be subject to disciplinary action in accordance with campus procedures. 

Because this incident revealed systemic problems on the campus, I have initiated the following actions: 

1. We will engage one of the nation's leading data-security management firms to conduct an immediate external audit of how the campus handles all personal information. This firm will examine the security of the systems, the policies and practices regarding access and use of such information, and the policies for insuring that such data are gathered and/or retained only when imperative. 

2. While this expedited audit is underway, we will move quickly to require the full encryption of all personal information stored on departmental computer systems. We will also require all units on campus to review again personal data stored on departmental machines and to remove all unessential data. 

As soon as we have the external audit, we will no doubt implement further policy and operational changes. 

Unfortunately, in this technological age absolute security of all information is impossible. However, this is no excuse for not managing the databases properly. UC Berkeley became the world's premier teaching and research institution by being precise and cutting edge. When it comes to protecting the data we store and use I will insist on the same precision. 

Sincerely, 

Robert Birgeneau 



� Federal Trade Commission, Consumer Sentinel Complaint Statistics and Trends (February 2005).





�  Janie Benner (CALPIRG), Beth Givens (Privacy Rights Clearinghouse); and Ed Mierzwinski (USPIRG),              Nowhere to Turn:  Victims Speak Out on Identity Theft A Survey of Identity Theft Victims and Recommendations for Reform, A CALPIRG/Privacy Rights Clearinghouse Report (May 2000).


�  California Civil Code Section 1798.29 applies to state agencies.  A complete copy of Section 1798.29 is attached as Attachment 1.  Civil Code Section 1798.82 is identical, except that it applies to persons or businesses conducting business in California as opposed to state agencies.





� Civil Code §S1798.29(e) and 1798.82(e).





� Civil Code §§1798.29(a) and 1798.82(a).





� Civil Code §§ 1798.29(a) and 1798.82(a).





� Civil Code §§ 1798.29(a) and 1798.82(a).





� Civil Code §§ 1798.29(a); 1798.29(c); 1798.82(a) and 1798.82(c).





� Civil Code §§ 1798.29(g) and 1798.82(g).





� Civil Code §§ 1798.29(g)(3) and 1798.82(g)(3).


�  A suggested model notification letter is attached as Attachment 2.





�  A sample website notification is attached as Attachment 3.


� Consider the message sent by the Chancellor of the U.C. Berkeley campus in response to the incident involving the stolen laptop.  A copy of the message (which was linked on the campus incident web site) is attached at Attachment D.
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