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I. Introduction

This outline provides a brief overview of some of the regulatory and contractual privacy and security requirements colleges and universities face, as well as a frame of reference for institutions that may be struggling to comprehend how the new requirements differ from the privacy law with which higher education has the greatest degree of understanding and comfort: FERPA.  Also included is a brief discussion of insurance issues associated with information security and a short table of resources that college and university attorneys may find helpful when working with these issues.

In the past several years, consumers, attorneys, and society at large have become concerned about information privacy and information security.  This concern has been compounded by several high profile information security breaches and reports on related issues that seem to be appearing in the media with increasing frequency.  As a result of this interest, federal and state legislators’ attention has been drawn to the twin issues of information privacy and security, and, being legislators, they have done what they do best: enacted laws, directed agencies to create regulations, and spawned a large degree of business for consultants in several fields.

Although information privacy laws have their genesis in the days surrounding the Watergate scandal, which preceded the passing of the Family Educational Rights and Privacy Act (FERPA)
 only slightly, recent years have seen a proliferation of similar laws in other areas.  These include the Health Insurance Portability and Accountability Act (HIPAA)
, which directed the Department of Health and Human Services to enact regulations addressing the privacy and security of patient health information, the Gramm-Leach-Bliley Act (GLBA)
 and its corresponding regulations on consumer information privacy and security, and the Fair and Accurate Credit Transactions Act (FACTA)
 Disposal Rule,
 which addresses the privacy of consumer credit reports.

Perhaps sensing the inevitability of liability and further legislation if they failed to self-regulate,
 the credit card companies have also sought to develop privacy and security standards.  These companies then imposed their privacy and security standards upon card processing centers and merchants by contract.

The end result of these laws, regulations, and contractual requirements is that colleges and universities, which are traditionally open, somewhat amorphous, environments in support of the free flow of ideas, find themselves having to implement some controls on how information, particularly information in electronic form, is received, handled, stored, transmitted, and destroyed.
  

II. Overview of Selected Laws, Regulations,  and Credit Card Industry Standards

A. The Laws

1. FACTA

The Fair and Accurate Credit Transaction Act of 2003,
 which is frequently referred to as FACTA, added sections to the Fair Credit Reporting Act
 which were intended to help fight identity theft.
  In particular, these changes address accuracy, privacy, and sharing of consumer information and created several new consumer rights.
  As a result of FACTA, the Federal Trade Commission (FTC) coordinated with several other federal financial oversight agencies to develop a consistent set of regulations designed to address the proper disposal of consumer information.

The FACTA Disposal Rule applies to any person over whom the FTC has jurisdiction and who maintains or possesses consumer information for business purposes.
  Given that financial institutions, as that term is defined for purposes of the Gramm-Leach Bliley Act, are regulated by the FTC, such institutions are also covered by FACTA.  Thus, colleges and universities that offer any of a number of financial services will need to comply with both FACTA and GLBA.

Under the FACTA Disposal Rule, covered institutions must properly disclose of consumer information.
  More specifically, the institutions must “take reasonable measures to protect against unauthorized access to or use of the information in connection with its disposal.”
  The FTC provides several examples of what it believes would be reasonable measures to comply with this requirement.
  They include implementing and monitoring programs to destroy paper files by burning, pulverizing or shredding and implementing and monitoring programs to erase electronic data, so long as both types of programs render the information unreadable and unusable.
  

For more information about how FACTA’s requirements compare to FERPA, GLBA, or HIPAA, see section III below.

2. FERPA

The Family Educational Rights and Privacy Act of 1974, or FERPA as it is commonly called, and its corresponding regulations, govern how educational institutions,
 including colleges and universities, use and disclose students’ educational records.
  

Under FERPA, colleges and universities are prohibited from releasing educational records without students consent, and students gained several important rights regarding their educational records.
  FERPA also requires colleges and universities to provide students with information about their rights related to their educational records each year.

It is important to note that although FERPA and its regulations address the privacy of student records, there are no corresponding security regulations.  Colleges and universities, however, should find it no surprise that such records cannot be considered private if they are not secure.  Thus, security, while an unstated requirement, is an essential element of FERPA compliance.  Likewise, given the large number of student records maintained in electronic form, colleges and universities must have a plan to protect the security of such records.

As colleges and universities are aware, the only stated penalty for violating FERPA is loss of federal funding.
  However, to date, the Department of Education has never yet imposed this penalty upon an offending institution.

For more information about the rights provided to students by FERPA or how FERPA’s requirements compare to FACTA, GLBA, or HIPAA, see section III below.

3. GLBA

GLBA, or the Gramm-Leach-Bliley Act,
 through its privacy and security regulations, addresses the privacy and security of customer information.  Only those colleges and universities that qualify as financial institutions,
 as that term is defined by GLBA, are subject to GLBA.  To be a financial institution, a college or university must be engaged in offering any one of a number of financial services such as cashing checks or extending credit.
  

Most colleges or universities that are subject to GLBA are as a result of the check cashing services they offer to faculty, staff, or students or because of the financial aid they offer students in the form of loans.  It is important to note that the mere act of offering individuals the option of paying for college or university services or events by credit card is not sufficient to cause the college or university to be covered by GLBA.

Although GLBA has both corresponding privacy and security regulations, the privacy regulations, which require covered institutions to provide a notice to their customers, do not apply to higher education institutions.
  When it created the GLBA privacy regulations, the FTC determined that colleges and universities already protected students’ information sufficiently, as a result of FERPA, to allow the FTC to exclude them from coverage under the privacy regulations.  However, the FTC declined to follow this same determination when it enacted the GLBA security regulations.  As a result, most higher education institutions will be subject to these regulations.

For more information about how GLBA’s requirements compare to FACTA, FERPA, or HIPAA, see section III below.

4. HIPAA

HIPAA stands for the Health Insurance Portability and Accountability Act of 1996,
 which, in addition for providing for the portability of health care, directed the Secretary of Health and Human Services to create regulations related to Administrative Simplification.
  As part of its response to HIPAA’s administrative simplification directive, Health and Human Services implemented regulations that address the privacy
 and security
 of health information.

The HIPAA Privacy and Security Regulations, effective April 14, 2003 and April 20, 2004 respectively, govern how covered entities receive, use, and disclose individually identifiable health information, also referred to as protected health information (PHI).
  These rules govern the privacy and security of this information in any form.
 

Many colleges and universities qualify as a covered entity
 or, if only part of the college or university is affected by HIPAA, as a hybrid entity
 because they meet HIPAA’s definition of a health insurer, health care clearinghouse, or a health care provider that engages in one of several electronic transactions addressed by HIPAA.  The most likely areas of colleges or universities to be covered by HIPAA are benefits offices and health care clinics, although some offices may need to be included within the college or university’s hybrid entity because, if they were separate entities, they would qualify as a HIPAA business associate.

Organizations that are covered by the HIPAA Privacy and Security Rules, but deviate from their requirements, may be subject to either civil or criminal penalties.
  These penalties, which can include up to $1,000,000 and five years in prison for knowing violations
 and up to $250,000 and ten years in prison for uses or disclosures made for commercial or personal gain
 may only be imposed upon covered entities.
  However, the Department of Justice has indicated that it may prosecute employees who know the facts of a violation, even if those employees are not aware that the facts constitute a violation.
  Similarly, the Department of Justice has indicated that employees may be subject to prosecution under theories of conspiracy or aiding and abetting.
  Finally, while HIPAA does not provide patients with a private right of action, the Department of Justice has indicated that an organization’s employees who improperly use or disclose patients’ health information may be sued by those patients for that improper use or disclosure.

For more information about the rights provided to patients by HIPAA or how HIPAA’s requirements compare to FACTA, FERPA or GLBA, see section III below.

B. The Credit Card Industry Standards

The credit card industry standards, sometimes referred to as the Payment Card Industry (PCI) Data Security Standards, were developed, as part of a joint effort, by MasterCard International Inc. and Visa U.S.A., Inc. to ensure the security of their customer’s credit card data.  The PCI standards went into effect on June 30, 2005 and replaced the companies’ earlier individual efforts to create standards.

MasterCard and Visa now require all entities that collect credit or debit card payments, process such payments, or store credit or debit card information to comply with the PCI security standards.
  Entities that engage in such activities, but fail to conform to the PCI security standards, may be subject to significant fines or have their right to process credit card transactions revoked by the major credit card companies.

The PCI standards consist of twelve requirements within six major categories: build and maintain a secure network, protect cardholder data, maintain a vulnerability management program, implement strong access control measures, regularly monitor and test networks, maintain an information security policy.
  The twelve requirements are as follows:

1. Install and maintain a firewall configuration to protect data

2. Do not use vendor-supplied defaults for system passwords and other security parameters

3. Protect stored data

4. Encrypt transmission of cardholder data and sensitive information across public networks

5. Use and regularly update anti-virus software

6. Develop and maintain secure systems and applications

7. Restrict access to data by business need-to-know

8. Assign a unique ID to each person with computer access

9. Restrict physical access to cardholder data

10. Track and monitor all access to network resources and cardholder data

11. Regularly test security systems and processes

12. Maintain a policy that addresses information security.

How each institution responds to each of these requirements is not specified, thus giving the individual institutions the ability to shape a compliance plan that fits their environment, abilities, and needs.

III. Side-by-side Comparison of the laws

A. 
FACTA, FERPA, GLBA and HIPAA comparison

	
	FACTA
	FERPA
	GLBA
	HIPAA

	To whom does it apply?
	Any person, over whom the FTC has jurisdiction, that maintains or possesses consumer information for business purposes.

	Educational institutions

	Financial Institutions

	Covered entities


	Who has rights under it?
	Rights are afforded to consumers, but the rights largely involve their right to information provided by credit reporting agencies.

	Students

	Consumers’
 information is protected, although there are no specific rights granted to them
	Individuals whose health information is held (patients or enrollees generally) by a covered entity


	What rights do they have?
	N/A as the rights are not provided by higher education institutions.

	They have the right to: 

1. Inspect & review records

2. Request a copy of their records

3. Request an amendment of their records

4. Include a comment if an amendment is denied

5. Consent to disclosures of personally identifiable information, with limited exceptions

6. File a complaint with the Department of Education

7. Receive a notice of their rights under the Act
	N/A
	They have the right to:

1. Request that restrictions be placed on the uses or disclosures of their information

2. Receive confidential communications about their information

3. Inspect & review records

4. Request a copy of their records

5. Request an amendment of their records

6. Include a comment if an amendment is denied

7. Consent to disclosures of personally identifiable information, with limited exceptions

8. Receive an accounting of disclosures of their information

9. File a complaint with the Office for Civil Rights

10. Receive a notice of their rights under the Privacy Regulations


	What records are protected?
	Consumer information
 - any information about a person, regardless of form, that is a consumer report or a compilation of such records.
	Educational records – records maintained by the institution that are directly related to the student

	Customer information

	Protected health information (PHI)
 – individually identifiable health information transmitted or maintained in electronic or any other form or medium that is held by a covered entity 

	What records are not protected?
	Information that does not “identify individuals, such as aggregate information or blind data.”

	Directory information, unless students opt out; law enforcement records;alumni records; records kept by the maker and not shared; and treatment records kept by a healthcare provider and not shared

	N/A
	De-identified health information,
 and records held by non-covered entities


	Is a notice required?
	No
	Yes

	No – While the GLBA privacy regulations require a notice, higher education institutions are specifically exempted from this requirement

	Yes


	If a notice is required, how frequently must it be given?
	N/A
	Annually

	N/A
	At the initial time of treatment or interaction, and whenever the notice or underlying policies and procedures are changed


	Is there a provision for directory information and, if so, how is it defined?
	No
	Yes – Information in an educational record and not generally considered harmful or an invasion of privacy if disclosed.

	No
	Yes – A directory of individuals in the covered entity’s facility may include names, location in the facility, condition in general terms, and religious affiliation.


	Can individuals opt out of or opt into having their directory information disclosed?
	N/A
	Opt Out

	N/A
	Opt In


	What are the allowed uses/disclosures of protected information by campus officials without the individual’s consent?
	N/A
	May disclose 

· to other campus officials who have a legitimate educational interest, to another educational agency where the student seeks or intends to enroll, 

· to authorized representatives of select government agencies, 

· to state or local officials in limited circumstances, 

· to organizations conducting select studies for educational institutions, 

· to accrediting organizations for accreditation purposes, 

· to parents of a dependent student, 

· to comply with a judicial order or lawfully issued subpoena, 

· to parents of ineligible students or to the student, 

· to parents of students if regarding the student’s use or possession of alcohol or controlled substances in limited circumstances  (otherwise, only if associated with a health or safety emergency); 

· in connection with certain disciplinary proceedings, 

· or if the information released is directory information.

	N/A
	Information may be shared for treatment, payment, or healthcare operations only.
  Otherwise, generally only with patient/enrollee authorization,
 where required by law
 or subject to a HIPAA compliant subpoena;
 or pursuant to a business associate agreement
 or a data use agreement


	What is the duration of rights?
	N/A
	Protection ceases upon the student’s death

	N/A
	Protection extends beyond a patient’s/ enrollee’s death


	Are covered institutions able to charge for copies/inspection of records?
	N/A
	Yes, but they may not charge a fee for searching for or retrieving records

	N/A
	Yes, but they may only charge for the cost of copying, including labor, postage, if mailed, and preparing a summary or explanation of the PHI, if agreed to by the individual


	Are releases to and communications with an attorney allowed?
	N/A
	Yes

	N/A
	Yes, but they require a business associate agreement


	Is disclosure to independent contractors allowed?
	Yes, as long as reasonable measures are taken to protect against unauthorized access to or use of the information in connection with its disposal.

	Yes, but within limits.

	Yes, but only if contractors agree, by contract, to implement and maintain safeguards

	Yes, but only with a business associate agreement
 or a data use agreement.


	Under what circumstances is disclosure to government authorities allowed?
	N/A
	May release educational records to the U.S. Comptroller General, the U.S. Attorney General, the U.S. Secretary of Education, or state and local authorities in connection with an audit or evaluation of federal- or state- supported education programs.  Records also may be released for the enforcement of or compliance with federal legal requirements related to those programs, but only if the records are protected so that only representatives of those agencies may identify the students and the records are destroyed when no longer needed for those purposes.

	N/A
	May release to the Secretary of the Department of Health and Human Services to determine compliance.
 Whistleblowers may disclose to the applicable health oversight agency, public health authority, or attorney retained by the whistleblower;
 May disclose to public or private entities legally authorized to assist in disaster relief,
 where required by law as long as the disclosure is limited to the law’s requirements (e.g., public health authority for disease control/prevention);
 a government agency for abuse, neglect or domestic violence reporting;
 a health oversight agency for legally authorized oversight activities;
 in the course of legal proceedings;
 or to a law enforcement official if required conditions are met.


	Are there any limits on redisclosure?
	N/A
	Yes.  Third parties that receive student educational records may not redisclose that information to other parties without the student’s consent. 

	Yes.  Vendors that receive or use protected customer information must implement and maintain safeguards to protect the security, confidentiality, and integrity of the information they receive.

	No


	What rights do minors have to access their information?
	N/A
	Minors who are attending a college or university have the same rights as students who are of age.

	N/A
	Unemancipated minors have all the rights afforded to protected individuals if they fit one of three categories.
   

· If a minor consents to the treatment, and  has not requested that anyone else be treated as a personal representative, the law does not require the consent of any other individual.  

· If the law allows the minor to obtain health care services without a parent’s or guardian’s consent and the minor consents to the treatment.  

· If a parent or guardian agrees to confidentiality between the minor and his or her health care provider.

	Under what circumstances may covered institutions respond to a subpoena?
	N/A
	An institution may respond to lawfully issued subpoenas as long as it makes a reasonable effort to notify the student of the subpoena prior to compliance, unless the court or issuing agency has ordered that the existence of the subpoena or the information provided in response to it not be disclosed.

	N/A
	Different rules apply to different types of subpoenas.

Under the judicial and administrative proceedings standard, institutions may respond to a subpoena, discovery request, or other lawful process not accompanied by a court or administrative tribunal order if  the requesting party has made reasonable efforts to secure a qualified protective order or makes satisfactory assurances that he or she has made reasonable efforts to ensure that the person whose PHI is being sought has been notified of the request.

Under the law enforcement purposes standard, institutions may respond to a court order, court-ordered warrant, subpoena or summons issued by a judicial officer, a grand jury subpoena, an administrative subpoena or summons, or other similar administrative demand, but only if the administrative subpoena or order meets the following requirements:

1. The information/records the subpoena or order seeks is relevant and material to a legitimate law enforcement inquiry;

2. The request is specific and limited as much as is reasonably practical in light of the purpose for which the information is being sought; and

3. De-identified information could not reasonably be used.


	Are institutions responsible for records security, as well as privacy?
	The rule does not speak in terms of privacy or security per se, but requires institutions to take reasonable measures to protect against unauthorized use or disclosure during disposal.

	There is no mention of security within the act or regulations, although a failure to properly secure records which leads to an improper use or disclosure of records would violate the law.
	Privacy provisions of GLBA do not apply to higher education institutions, so institutions are only responsible for records security

	Yes


	Is there a private right of action for individuals who feel their rights were violated?
	No
	No
	No
	No


	What are the penalties associated with violations?
	Not addressed in the rule.
	The Secretary of Education may withhold further payments under any applicable program, compel compliance through a cease-and-desist order, or terminate the institution’s eligibility to receive funding under any applicable program.

	Unclear as yet what penalties the Federal Trade Commission will apply to higher education institutions.
	Violations of the privacy rule carry with them the following possible penalties:

· Civil penalties up to $100 per person per violation or up to $25,000 per person for violations of a single standard within one calendar year.

· Criminal penalties for knowingly obtaining or disclosing PHI include fines up to $50,000 and/or up to one year in prison.  If the PHI was obtained or disclosed “knowingly,” the penalties include a fine up to $100,000 and up to five years in prison.  If it was done with intent to sell, transfer, or use the PHI for commercial advantage, personal gain, or malicious harm, the penalties include up to $250,000 in fines and up to 10 years in jail.


	Are there any limitations on releases to other similar agencies, and what are they?
	No
	Yes – the institution must make a reasonable attempt to notify the student unless he or she requests a release, or unless the annual notice includes a statement that the school forwards the records to other institutions in which student seeks or intends to enroll; upon request, give the student a copy of the record disclosed; or give the student an opportunity for a hearing.

	Yes - Service providers must agree to implement and maintain safeguards for information privacy, security and integrity.

	May release to other similar agencies without patient consent if disclosure is for treatment, payment, or healthcare operations,
 or if there is a business associate agreement
 or data use agreement in place.


	Must the institution maintain a record of each disclosure?
	No
	Yes

	N/A
	Yes, with limited exceptions


	With whom may protected individuals file complaints?
	No one is named in the regulations.
	The Family Policy Compliance Office in the Department of Education

	No one is named in the regulations or the statute.
 
	Office for Civil Rights in the Department of Health and Human Services


	Are there provisions regarding research using protected information, and what are they?
	No
	Yes.
  May release information to organizations conducting studies on the institution’s behalf to “develop, validate, or administer predictive tests, administer student aid programs, or improve instruction,” but only if the studies are done in such a way that only the organization’s representatives are able to personally identify either parents or students and if, at the end of the study or when no longer needed, the information is destroyed.
	No
	Yes
 – May use or disclose information for research in the following circumstances:

· With patient authorization

· With IRB or Privacy Board approval of [or?] a waiver of authorization

· With representations regarding reviews prepatory to research and if no information is removed from the covered entity

· With representations regarding research on decedents’ information

· If using de-identified information

· If using a limited data set and a data use agreement is in place



B.
FERPA & HIPAA notices comparison.

	FERPA:

	HIPAA


	Notice must be given annually.
	Notice must be given at the initial time of treatment or interaction and whenever the notice or underlying policies and procedures are changed.

	Includes notice of the right to inspect and review records.
	Includes notice of the right to inspect and review records.

	Includes notice of the right to seek an amendment of records that the student believes to be inaccurate, misleading, or otherwise in violation of the student’s privacy rights.
	Includes notice of the right to seek an amendment of records that the protected individual believes to be inaccurate or misleading.

	Includes notice of right to consent to disclosures of personally identifiable information contained within the student’s records, except to the extent allowed by the act or regulations.
	Includes notice of right to consent to disclosures of individual’s records, except to the extent allowed by the act or regulations.

	Includes notice of the right to file a complaint with the Department of Education.
	Includes notice of the right to file a complaint with the Office of Civil Rights.

	Includes information about the procedure for inspecting or reviewing records.
	Includes information about the procedure for inspecting or reviewing records.

	Includes information about the procedure for requesting an amendment to the student’s records.
	Includes information about the procedure for requesting an amendment to the individual’s records.

	Includes information about how the institution determines who constitutes a school official and what constitutes a legitimate educational interest if the institution discloses records to school officials with such an interest.
	


V. Shifting the Risk: Changing Issues in Insurance

Although many insurance companies have begun to include cyber liability coverage in their business owner’s policies, such coverage is typically only available for small business not likely to encounter such a loss.
  For colleges and universities, for whom the possibilities of a data theft or exposure is a very real possibility, commercial general liability policies most likely explicitly exclude cyber liability coverage.

However, separate policies are available to colleges and universities to address the costs associated with information theft or disclosure.  Cyber liability, cyber insurance, cyber security insurance, and network intrusion insurance are some of the more common names for this type of coverage.

When cyber liability policies were first introduced, they were quite expensive.
  However, as insurance companies have gained experience evaluating the risk of losses under these policies and received sufficient funds from premiums to make any necessary payments under these policies, their prices have come down, in some cases fairly significantly.
  As a result, colleges and universities should be able to obtain insurance to address the possible loss associated with an unauthorized use, disclosure or access of their data.  To do so, however, colleges and universities may be required to provide the insurance companies with detailed data about information security practices so as to enable the companies to effectively evaluate the risk of a claim.
  Some information technology departments may object to having to provide this information to an outside entity,
 however, this type of insurance coverage is rapidly becoming a best practice in industries working with confidential, sensitive, or private information.

One final insurance product with which colleges and universities may wish to be familiar is identity theft insurance.  This insurance product is available to individuals and allows them to protect themselves in the event their personal information is stolen and they become victims of identity theft.
  Given that it costs approximately $900 for a victim of identity theft to recover his or her identity, not including time off work necessary to obtain new identification and associated paperwork,
 students may be interested in obtaining this type of coverage.

VI. Resources

	Topic: Fair and Accurate Credit Transaction Act of 2003 (FACTA)
	URL

	FACT Act
	http://tinyurl.com/cpyd3 

	FACTA Disposal Rule
	http://tinyurl.com/7lbqn 

	Analysis of FACTA by National Consumer Law Center
	http://tinyurl.com/az36h 

	Fact Act – Fair & Accurate Credit Transactions Act – Facta
	http://www.factact.us

	Topic: Family Educational Rights and Privacy Act (FERPA)
	URL

	Family Policy Compliance Office
	http://www.ed.gov/offices/OM/fpco.html

	American Association of Collegiate Registrars and Admissions Officers FERPA
	http://www.aacrao.org/compliance/ferpa/

	Association for Student Judicial Affairs
	http://asja.tamu.edu

	NASPA Student Affairs Administrators in Higher Education
	http://www.naspa.org/

	University of Minnesota University Parent: FERPA
	http://www.parent.umn.edu/ferpa.html

	University of Minnesota Duluth 8 Simple Rules for Faculty/Staff FERPA
	http://tinyurl.com/9t7y8 

	Topic: Gramm-Leach-Bliley Act (GLBA)
	URL

	FTC Financial Privacy: The Gramm-Leach-Bliley Act
	http://www.ftc.gov/privacy/glbact/

	How to Comply with the Privacy of Consumer Financial Information Rule of the Gramm-Leach-Bliley Act – contains helpful tips for determining if you’re a financial institution as defined for GLBA
	http://tinyurl.com/38gou 

	FTC Consumer Information Security
	http://tinyurl.com/7pu6z 

	U.S. Senate Committee on Banking, Housing and Urban Affairs Information Regarding the Gramm-Leach-Bliley Act of 1999
	http://banking.senate.gov/conf/

	Comptroller of the Currency, U.S. Treasury Department Examination Procedures to Evaluate Compliance with the Guidelines to Safeguard Customer Information
	http://tinyurl.com/cldy7 

	Electronic Privacy Information Center: The Gramm-Leach-Bliley Act
	http://www.epic.org/privacy/glba

	Health Insurance Portability and Accountability Act (HIPAA)
	URL

	Office of Civil Rights – HIPAA
	http://www.hhs.gov/ocr/hipaa/

	Centers for Medicare & Medicaid Services – HIPAA
	http://www.cms.gov/hipaa

	Boston University Medical Campus: Privacy and Research: HIPAA
	http://tinyurl.com/dx86r

	Privacy/Data Protection Project – currently focused on HIPAA Privacy and Security Regulations
	http://privacy.med.miami.edu/index.htm

	Topic: Credit Card Industry Security Standards
	URL

	Payment Card Industry Data Security Standard from Visa
	http://tinyurl.com/4ph6h 

	Payment Card Industry Data Security Standard Manual from MasterCard
	http://tinyurl.com/cok3b   

	MasterCard Site Data Protection (SDP) Program
	https://sdp.mastercardintl.com/ 

	Visa Cardholder Information Security Program
	http://tinyurl.com/66e7u 

	U.S. Congress House Committee on Financial Services Subcommittee on Oversight and Investigations Hearing entitled “Credit Card Data Processing: How Secure Is It?”
	http://tinyurl.com/8vwlq 

	E-Commerce and Credit Card Security Standards at Emory University
	http://tinyurl.com/csmow 

	Accepting Credit Cards: How to Comply with Data Security Standards at University of California San Diego
	http://tinyurl.com/astsn 

	Topic: Cyber Security Insurance
	URL

	Cyber Insurance: Weighing the Costs with the Risks
	http://www.nfib.com/object/IO_18562.html

	INSUREtrust.com
	www.insuretrust.com

	AIG
	www.aignetadvantage.com

	Chubb
	www.chubb.com

	Marsh
	www.marsh.com/MarshPortal/PortalMain

	Zurich North America
	www.zurichna.com

	St. Paul Companies
	www.stpaultravelers.com


� 20 U.S.C. 1232g (West 2004).





� 42 U.S.C. §1320d et seq. (West 2004).





� 15 U.S.C. §6801 et. seq. (West 2004).  The law is also known as the Financial Services Modernization Act of 1999, but it is more commonly referred to by the names of its sponsors Phil Gramm, Jim Leach, and Thomas J Bliley, Jr., hence the abbreviation GLBA.





� 15 U.S.C. §6081a(d).





� 16 C.F.R. Part 682.





� “From the [credit card] industry’s perspective, it’s always better to regulate yourself than to have the government do it.”  Alorie Gilbert, “Retailers feel security heat,” Cnet News.Com (April 22, 2005) <� HYPERLINK "http://news.com.com/Retailers+feel+security+heat/2100-7349_3-5680788.html?tag=nl" ��http://news.com.com/Retailers+feel+security+heat/2100-7349_3-5680788.html?tag=nl�> (quoting Counterpane Internet Security’s vice president, Doug Howard).


� See “Scott Granneman, Academia battles forces of IT anarchy,” The Register (Sept. 16, 2004) <� HYPERLINK "http://www.theregister.co.uk" ��http://www.theregister.co.uk�>, which offers a nice study in some of the challenges faced by IT professionals at colleges and universities by offering a glimpse at some of the obstacles Bucknell University’s IT staff has successfully tackled.  





� Pub. L. 108-159, 111 Stat. 1952 (2003).





� 15 U.S.C. §1681 et. seq.





�“FACTA: The Fair and Accurate Credit Transactions Act: Consumers Win Some,” Lose Some, Privacy Rights Clearinghouse (last visited Sept. 24, 2005) <� HYPERLINK "http://www.privacyrights.org/fs/fs6a-facta.htm" ��www.privacyrights.org/fs/fs6a-facta.htm�>.





� Id.  FACTA provides consumers with several new rights, including the right to have short-term and long-term fraud alerts placed on their credit report and the right to receive a free credit report annually.  Pub. L. 108-159, 111 Stat. 1952.  These rights are not applicable to the current discussion because they largely center around actions that must be taken by the credit reporting agencies. 





� 16 C.F.R. Part 682.





� 16 C.F.R. §682.2(b); see also FACT Act §216, 15 U.S.C. 6081w(a)(1).





� 16 C.F.R. §682.3(a).





� Id.





� 16 C.F.R. §682.3(b).





� 16 C.F.R. §682.3(b)(1)-(2).





� 34 C.F.R. §99.1.





� “…the term ‘education records’ means, …, those records, files, documents, and other materials which – (i) contain information directly related to a student; and (ii) are maintained by an educational agency or institution or by a person acting for such agency or institution.” 20 U.S.C. §1232g (a)(4)(A) (2004).  See also 34 C.F.R. §99.3 “Education records.”





� See 34 C.F.R. §99.2.





� 20 U.S.C. 1232g; 34 C.F.R. §99.67.





� 15 U.S.C. §6801 et. seq.





� 15 U.S.C. §6801(b); 15 U.S.C. §6805(b)(2).





� See id.





� The GLBA privacy regulations provide that all educational institutions that are in compliance with FERPA are exempt from complying with the GLBA privacy regulations.  Although many higher education organizations lobbied for a change before the final security rule was issued, the Federal Trade Commission (FTC) declined to include a similar exemption from compliance with the security rule.  As a result, colleges and universities must determine whether they meet GLBA’s definition of a financial institution, which portions of the college or university engage in financial activities, where confidential customer information is received, maintained and disclosed, and how to comply with the security rule’s requirements. See Letter from Harrison M. Wadsworth III, Principal, Washington Partners, LLC, to members of the Coalition of Higher Education Assistance Organizations, “FTC Rules on the Safeguarding of Information” (Apr. 23, 2003); “FTC’s Gramm-Leach-Bliley Act Safeguards Rule: Guidelines for Compliance,” Nat’l Assn. of Col. & Univ. Attys., NACUALERT, May 16, 2003, vol. 1, No. 4.





� 42 U.S.C. §1320d et seq.





� 45 C.F.R. Part 162.





� Standards for Privacy of Individually Identifiable Health Information, 45 C.F.R. Parts 160 and 164.





� Security Standards, 45 C.F.R. Parts 160 and 164.





�  	Protected health information means individually identifiable health information:


Except as provided in paragraph (2) of this definition, that is:


Transmitted by electronic media;


Maintained in electronic media;


Transmitted or maintained in any other form or medium.


Protected health information excludes individually identifiable health information in:


Education records covered by the Family Educational Rights and Privacy Act, as amended, 20 U.S.C. 1232g;


Records described at 20 U.S.C. 1232g(a)(4)(B)(iv); and


Employment records held by a covered entity in its role as employer.


45 C.F.R. §160.103 “Protected health information.”





� Id.





� Id.  





� 45 C.F.R. §164.504.  Although not addressed here, some colleges or universities may be covered by HIPAA because they are part of an organized healthcare arrangement covered by HIPAA.  45 C.F.R. §164.501.





� 42 U.S.C. §1320d.





� 42 U.S.C. §1320d-6.





� Id.





� Scope of Criminal Enforcement Under 42 U.S.C. §1320d-6: Memorandum Opinion for the General Counsel of Health and Human Services and the Senior Counsel to the Deputy Attorney General (June 1, 2005) <� HYPERLINK "http://www.usdoj.gov/olc/hipaa_final.htm" ��http://www.usdoj.gov/olc/hipaa_final.htm�>.  Prior to issuing this opinion, the Department of Justice had successfully prosecuted an employee of a covered entity for HIPAA violations, and that individual is currently incarcerated. U.S. v. Gibson, No. CR04-0374RFM (W.D. Wash. Aug. 19, 2004). The status of his conviction has been questioned in light of this subsequent opinion from the Department of Justice that only covered entities may be prosecuted.





� Id.





� Id.





� Id.





� Jaikumar Vijayan, “New Credit Card Security Rule Takes Effect,” ComputerWorld (Jul. 4, 2005) <� HYPERLINK "http://www.computerworld.com/printthis/2005/0,4814,102932,00.html" ��http://www.computerworld.com/printthis/2005/0,4814,102932,00.html�>.  Previously, MasterCard International Inc. had created the MasterCard Site Data Protection Program and Visa had implemented the Visa Cardholder Information Security Program.





� “New Credit Card Security Standards FAQ,” (last visited Sept. 24, 2005) <� HYPERLINK "http://www.scanalert.com/help/complianceFaq.jsp" ��http://www.scanalert.com/help/complianceFaq.jsp�>.





� Vijayan, supra note 41.  See also, “Visa Cardholder Information Security Program: CISP Compliance Penalties,” Visa U.S.A. (last visited Sept. 24, 2005) <� HYPERLINK "http://usa.visa.com/business/accepting_visa/ops_risk_management/cisp.html?ep=v_sym_cisp#anchor_4" ��http://usa.visa.com/business/accepting_visa/ops_risk_management/cisp.html?ep=v_sym_cisp#anchor_4�>.





� “Payment Card Industry Data Security Standard Manual,” MasterCard International (Jan. 2005) <� HYPERLINK "https://sdp.mastercardintl.com/pdf/pcd_manual.pdf" ��https://sdp.mastercardintl.com/pdf/pcd_manual.pdf�>. 





� Id.





� 16 C.F.R. §682.2(b).





� 34 C.F.R. §99.1.





� 16 C.F.R. §313.3.





� 45 C.F.R. §160.103.





� Pub. L. 108-159.





� 34 C.F.R. §99.4; 34 C.F.R. §99.5.





� 16 C.F.R. §313.3.





� 45 C.F.R. §160.103.





� Pub. L. 108-159.





� 34 C.F.R. §99.7; 34 C.F.R. §99.10; 34 C.F.R. §99.20; 34 C.F.R. §99.21; 34 C.F.R. §99.30; 34 C.F.R. §99.63.





� 45 C.F.R. §164.522.





� 45 C.F.R. §164.522(b)(1).





� 45 C.F.R. §164.524.





� Id.





� 45 C.F.R. §164.526.





� 45 C.F.R. §164.526(d)(3).





� See generally 45 C.F.R. §164.502.





� 45 C.F.R. §164.528.





� 45 C.F.R §160.306.





� 45 C.F.R. §164.520.





� 16 C.F.R. §682.1(b).





� 34 C.F.R. §99.3 “Education records.”





� 16 C.F.R. §314.2; 16 C.F.R. §313.3(n).





� 45 C.F.R. §160.103.





� 16 C.F.R. §682.2(b).





� 34 C.F.R. §99.3 “Education records.”





� 45 C.F.R. §164.502(d).





� See 45 C.F.R. §160.103.





� 34 C.F.R. §99.7.





� 65 Fed. Reg. 33646 (May 24, 2000).





� 45 C.F.R. §134.520.





� 34 C.F.R. §99.7.





� 45 C.F.R. §134.520.





� 34 C.F.R. §99.37; 34 C.F.R. §99.3.





� 45 C.F.R. §164.510(a).





� 34 C.F.R. §99.37.





� 45 C.F.R. §164.510(a)(2).





� 34 C.F.R. §99.31.





� 45 C.F.R. §164.506.





� 45 C.F.R. §164.508.





� 45 C.F.R. §164.512.





� 45 C.F.R. §164.512(f).





� 45 C.F.R. §164.502(e)(1).





� 45 C.F.R. §164.514(e)(1).





� Letter from Susan A. Winchell, Gen. Atty., Div. of Bus. & Admin. Law, U.S. Dept. of Ed., to Robert H. Ulrich, Esq., Asst. Gen. Cnsl., The U. of Nev. System (Nov. 22, 1991);Letter from Leroy Rooker, Dir., Fam. Policy Compliance Office, U.S. Dept. of Ed., to Susan M. Faccenda, Asst. V.P. & Counsel, U. of Notre Dame (March 9, 2003).





� 45 C.F.R. §164.502(f).





� 34 C.F.R. §99.11.





� 45 C.F.R. §164.524(c)(4).





� Letter from Leroy S. Rooker, Director, Family Policy Compliance Office, U.S. Dept. of Ed., to Wayne Johnson, Assistant Dean of Student Development, Gardner-Webb University, Disclosure of Education Records to University Attorney (Sept. 29, 1995).  Letter from Patricia Ballinger, Dir., Family Rights and Privacy Act, U.S. Dept. of Ed..to Unnamed U. of Wash. Student, Attorney-client communications (undated).





� 45 C.F.R. §164.103; 45 C.F.R. §164.502(e)(1); 45 C.F.R §164.504(e)(1).





� See 16 C.F.R. §682.3(a).  See also 16 C.F.R. §682.3(b)(3), which specifically includes contracting with the third party for disposal services in the sample disposal practices the FTC believes would comply with the Disposal Rule’s requirements.





� See Letter from Leroy S. Rooker, Director, Family Policy Compliance Office, U.S. Dept. of Ed., to Daniel R. Boehmer, Vice President, Student Loan Marketing Assn., Independent contractors performing services on behalf of institution (April 19, 1993) (allowing disclosure of education records to independent contractor where outside contractor would provide services that the educational institution would otherwise provide for itself).  See also Letter from Leroy S. Rooker, Director, Family Policy Compliance Office, U.S. Dept. of Ed., to Daniel B. Vukmer, McQuaide, Blasko, Schwartz, Fleming & Faulkner, Inc., Independent contractors performing services on behalf of institution (Jul. 12, 1995) (allowing disclosure of education records to independent company providing consulting or other business services and thereby making education records available to the students to whom the records relate).





� 16 C.F.R. §314.4(d).





� 45 C.F.R. §164.502(e)(1).





� 45 C.F.R. §164.514(e)(4).





� 34 C.F.R. 99.35.





� 45 C.F.R. §164.502(a).





� 45 C.F.R. §164.502(j).





� 45 C.F.R. §164.510(b)(4).





� 45 C.F.R. §164.512.





� 45 C.F.R. §164.512(c).





� 45 C.F.R. §164.512(d).





� 45 C.F.R. §164.512(e).





� 45 C.F.R. §164.512(f).





� 34 C.F.R. §99.33.





� 16 C.F.R. §314.4(d)(2).





� See 45 C.F.R. §164.508(c)(2)(iii).





� 34 C.F.R. §99.3 “Eligible student.”





� 45 C.F.R. §164.502(g)(3).





� 34 C.F.R. §99.31(a)(9).





� For more information about disclosing PHI in judicial and administrative proceedings, see U.S. Dept. of Health and Human Services, Questions and Answers: Privacy of Health Information/HIPAA, Judicial and Administrative Proceedings (Mar. 28, 2005) <� HYPERLINK "http://answers.hhs.gov/cgi-bin/hhs.cfg/php/enduser/std_alp.php?&p_cat_lvl1=7&p_cat_lvl2=52" ��http://answers.hhs.gov/cgi-bin/hhs.cfg/php/enduser/std_alp.php?&p_cat_lvl1=7&p_cat_lvl2=52�>.





� 45 C.F.R. §164.512(e).





� 45 C.F.R. §164.512(f).





� 16 C.F.R. §682.2(b).





� 16 C.F.R. 313.1(b).  “Any institution of higher education that complies with the Federal Educational Rights and Privacy Act (“FERPA”), 20 U.S.C. 1232g, and its implementing regulations, 34 CFR part 99, and that is also a financial institution subject to the requirements of this subpart, shall be deemed to be in compliance with this part if it is in compliance with FERPA.  Id.





� 45 C.F.R. §164.530(c); 45 C.F.R. §164.302 et seq.





� Although HIPAA does not provide a private right of action to individuals who believe their privacy rights have been violated, at least one patient has already filed a lawsuit seeking damages because she believes her health care provider violated her privacy rights by including her PHI in a commercial advertising their services.  See “Pinnacle sued over medical ad: woman contends photograph revealed personal information,” Pennlive.com (Nov. 15, 2004).  See also Stollenwerk v. TriWest Healthcare Alliance, No. CIV03 0815 (D. Ariz., filed Oct. 30, 2003); Univ. of Colo. Hosp. Authority v Denver Publishing Co., No. 03-WM-1977 (D. Colo., Aug. 2, 2004). 





� 34 C.F.R. §99.67.





� 42 U.S.C. §1320d-5.





� 42 U.S.C. §1320d-6.





� 34 C.F.R. §99.34.





� 16 C.F.R. §314.4(d)(2).





� 45 C.F.R. §164.502.





� 45 C.F.R. §164.502(e)(1); 45 C.F.R. §154.504(e)(1).





� 45 C.F.R. §164.510.





� 34 C.F.R. §99.32.





� 45 C.F.R. §164.528.





� 34 C.F.R. §99.63.





� Although no complaint provision exists in the security regulations, the Federal Trade Commission, which enforces compliance, has an online complaint procedure for consumers at � HYPERLINK "http://www.ftc.gov" ��http://www.ftc.gov�.





� 45 C.F.R. §160.306.





� 34 C.F.R. §99.31(a)(6).





� 45 C.F.R. §164.512(i).





� 45 C.F.R. §164.502(d).





� 45 C.F.R. §164.514(e)(4).





� 34 C.F.R. §99.7.





� 45 C.F.R. §164.520(b).





� Telephone Interview with Tom Masters, Vice President of Sirak Moore Insurance Agency, Inc. (Sept. 19, 2005).





� “Hot Topics & Issues Updates: Computer Security-Related Insurance Issues,” Insurance Information Institute (Sept. 2003) <� HYPERLINK "http://www2.iii.org/media/hottopics/insurance/computer" ��http://www2.iii.org/media/hottopics/insurance/computer�>.





� An average entry point for “eSecurity insurance” in 2000 was $20,000 per year with high deductibles.  Deborah Radcliff, “Got Cyber Insurance?” ComputerWorld (Aug. 21, 2000) <� HYPERLINK "http://www.computerworld.com/news/2000/story/0,11280,48721,00.html" ��http://www.computerworld.com/news/2000/story/0,11280,48721,00.html�>.





� Interview with Tom Masters, supra note 142.





� Telephone Interview with Matt Beaven, Coordinator for Contracting Insurance at The University of Akron (Sept. 15, 2005).





� Id.





� See Brian Krebs, “White House Pushing Cybersecurity Insurance,” Washingtonpost.com (June 27, 2002) <� HYPERLINK "http://www.politechbot.com/p-03723.html" ��www.politechbot.com/p-03723.html�>; see also Radcliff, supra note 144.





� Interview with Tom Masters, supra note 142.





� Id.
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