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“The court finds that Napster use is likely to reduce CD purchases by college students, whom defendant admits constitute a key demographic.”

A & M v. Napster, 114 F. Supp. 2d 896 (N.D. CA 2000).

Introduction

As the battles escalate in the file sharing war, campuses are increasingly becoming the unwilling battleground.  The content community continues to sue its customers, and the institution’s role as an Internet service provider makes it impossible to avoid being a participant in the battles.  As long as the content community believes that our students are their key demographic, and also believes that those same students are destroying their business, much of the war will be fought on our soil.  

It is very easy to become an intellectual property communist; Napster demonstrated this, and there is no question that campuses are a source of copyright infringement problems, which need to be continuously addressed.  Perhaps, some of the problems of peer-to-peer (P2P) copyright infringement arise from the fact that the laws are counter-intuitive – that we can “promote the Progress of Science and useful Arts, by securing for limited Times to Authors and Inventors the exclusive Right to their respective Writings and Discoveries.”  United States Constitution, Article I, Section 8, Clause 8.  But, it is more likely that the arguments about infringement are the result of technological convenience and perceptions of ownership, rather than constitutional debate.  College kids downloading digital files are perceived as pirates and thieves by the content industry, while the college kids perceive the recording industry as greedy philistines and ignore intellectual property rights.  Both sides push the concept of “ownership” to its polar limits.  This has created a powerful argument, fueled by the convenience of the technology and fanned by litigation and Congressional action.  But, argument is the lifeblood of the Academy, and this time it is over the stock-in-trade of the academy – intellectual property.  

Institutions of higher education have our own responsibilities in this argument that are not completely parallel to those of the RIAA, MPAA, and content community, but we must share many of their concerns, because they implicate the creation of intellectual property and respect for the intellectual property of others.   P2P technology and file sharing have created enormous burdens on the information technology infrastructure and systems, causing rising costs and diminished capacity for “legitimate” uses and intellectual property is not being adequately respected by the file sharing combatants.  Thus, our interests are not parallel to file sharers either – although we share their concerns for the continuation of the technology and legitimate uses.  

Higher education must react to the changes in technology and the changes in laws in very technical ways, but our starting place should be grounded in basic, fundamental questions, and with a goal to foster our academic purposes.  The new technologies have not outpaced the philosophical questions – they have opened the door for the timeless questioning the Academy holds most dear.  

The consequences are serious.  Each individual act of copyright infringement can result in a staggering potential for damages; including injunctions, statutory money damages of $150,000, compensation for lost profits, liability for the attorney fees of the party claiming infringement, court costs, and even criminal penalties.  Given these potential penalties and sanctions, the issues are worth serious consideration.  

This article will discuss the problem, the basic rights of copyright owners, the architecture of P2P technology, the primary defenses to P2P copyright infringement, the evolving case law resulting from attempts to stop P2P file sharing, and how UNC is approaching the problem.  

The Problem

While the problem arises from many different sources – both technological and philosophical – much of the problem lies in the impasse of positions that content owners, file sharers, and Internet Service Providers (ISP) providers have clung to and perpetuated.  An admitted oversimplification demonstrates the point:  

· Copyright Content Owners:  “File sharing is theft and piracy, and we’re fighting our own terrorist war.” [Translation: “We’re losing big money!”].  

· File Sharers:  “Content Owners are greedy philistines trying to destroy our culture and freedom.” [Translation:  “It’s free, all free!”]

· Internet Service Providers in DMCA suits:  “The Content Community is engaging in jihads against 12 year old girls!’”  [Translation: “You are scaring away our customers.”]

Compounding the problem for higher education is the fact that our students comprise an extremely important market segment for copyrighted materials, and yet they have some of the most sophisticated computer networks and bandwidth in the world at their disposal to simply download the materials from P2P networks.  

All actors in the arena of course, claim the moral high ground.  Yet no position is completely free of some complicity.  In September 2002, music labels and retailers settled charges in 43 states for antitrust and price fixing, including $67.3 million in cash and $75.7 in CDs.  
It is estimated that 90% of materials on P2P networks are infringing and up to 75% of higher education bandwidth is devoted to P2P file sharing.  The business models of many of the file-sharing services were built upon the ability to download materials from major artists and studios, without cost, and the services have intentionally distanced themselves from traditional copyright infringement liability. ISP’s and computer manufacturers actively promote downloading and copying abilities.  
The academic culture presents its own difficulties in the P2P debate because of our traditions and missions.  Librarians are devoted to the principles of fair use and dissemination of materials.  Every work that is copyrighted can be used for fair use and restrictions on dissemination of those materials are antithetical to the core of academic freedom  It is also the privilege and the duty of faculty and students to embrace all learning interactions, including P2P and its promises, and to push the envelope of knowledge and academic freedom.  P2P provides and promises great advances in teaching and learning.  Current P2P abuses threaten these goals.  Regardless of the perspective, we all have the duty to promote and adhere to ethical and legal behavior in the pursuit of learning, teaching, research, and public service.  

The Starting Point

The starting point for copyright is not the idea that a copyright’s purpose is to protect a personal property right.  The property right is a secondary tool for the primary purpose, which is contained in the United States Constitution, Article I, Section 8, Clause 8:

“To Promote the Progress of Science and the useful Arts, by securing for limited Times to Authors and Inventors the exclusive Right to their respective Writings and Discoveries.”
The monopoly is to promote science and the useful arts and to encourage dissemination and works built upon that dissemination.  In addition to the Constitution, copyright is protected by Title 17 of the United States Code, The Copyright Act of 1976.  Other laws can also apply to copyright cases, including the First Amendment, the No Electronic Theft Act, the Federal Anti-Bootleg Statute, Anti-Trust Laws, and various federal and state criminal and civil laws.  The United States also adheres to international treaties on intellectual property, including the World Intellectual Property Organization (“WIPO”) treaties.  

Exclusive Rights of Copyright Owners

The exclusive rights of copyright owners are articulated in 17 U.S.C. 106:

§ 106. Exclusive rights in copyrighted works.

Subject to sections 107 through 122, the owner of copyright under this title has the exclusive rights to do and to authorize any of the following:

(1) to reproduce the copyrighted work in copies or phonorecords;

(2) to prepare derivative works based upon the copyrighted work;

(3) to distribute copies or phonorecords of the copyrighted work to the public by sale or other transfer of ownership, or by rental, lease, or lending;

(4) in the case of literary, musical, dramatic, and choreographic works, pantomimes, and motion pictures and other audiovisual works, to perform the copyrighted work publicly;

(5) in the case of literary, musical, dramatic, and choreographic works, pantomimes, and pictorial, graphic, or sculptural works, including the individual images of a motion picture or other audiovisual work, to display the copyrighted work publicly; and

(6) in the case of sound recordings, to perform the copyrighted work publicly by means of a digital audio transmission.

In addition, 17 U.S.C. 106A provides for exclusive rights for attribution and integrity.  The primary rights at issue in P2P are the rights to reproduce and distribute works.  

The terms of protection for these rights have been continually extended.  While a patent is generally only protected for 14 to 20 years, copyrights last well beyond the life of the author.  Works originally created on or after January 1, 1978 are protected for the author's life plus an additional 70 years.  A joint work is protected for 70 years after the last surviving author's death.  For works made for hire, anonymous, and pseudonymous works the protection is for 95 years from publication or 120 years from creation, whichever is shorter.

Types of File Sharing

File sharing technology has developed from a more traditional client/server communication to a purely independent communication, and understanding the basics of file sharing technology is essential to understanding the courts’ decisions.  With traditional network technology, individual computers communicate with central servers that control, coordinate, and manage client requests.  Communication between individual computers is indirect and the server operates as a central conduit for information transfers.  Because this communication slows client/server interaction, and because censorship became a concern, alternative methods of communication were developed – P2P communication.  

With hybrid/centralized P2P, the central server performs some but not all of the functions of a traditional central server, e.g., Napster’s central server with directories of the available files.  After a file is located in directory, individual computers initiated file transfers directly, without the use of a central server.  

With pure P2P technology, such as Morpheus, each individual computer operates independent of a centralized server.  Information transfers are autonomous and by use of software programs that facilitate all searches, connections, and transfers.

Primary Defenses to P2P Copyright Infringement

Although the defenses that have been advanced in P2P cases have ranged from the First Amendment to anti-trust and technicalities of the Copyright Act of 1976, the primary defenses remain fair use, the Digital Millennium Copyright Act (DMCA) safe harbors for Internet service providers, and the Sony Betamax defense for technology capable of substantial noninfringing use analysis.

Fair Use.  Fair use has been codified, although not completely or exclusively, in 17 U.S.C. §107.  

Notwithstanding the provisions of sections 106 and 106A, the fair use of a copyrighted work, including such use by reproduction in copies or phonorecords or by any other means specified by that section, for purposes such as criticism, comment, news reporting, teaching (including multiple copies for classroom use), scholarship, or research, is not an infringement of copyright. In determining whether the use made of a work in any particular case is a fair use the factors to be considered shall include: 

(1) the purpose and character of the use, including whether such use is of a commercial nature or is for nonprofit educational purposes;

(2) the nature of the copyrighted work;

(3) the amount and substantiality of the portion used in relation to the copyrighted work as a whole; and

(4) the effect of the use upon the potential market for or value of the copyrighted work.

The fact that a work is unpublished shall not itself bar a finding of fair use if such finding is made upon consideration of all the above factors.

DMCA.  The Digital Millennium Copyright Act was signed into law on October 28, 1998.  The legislation was the result of two World Intellectual Property Organization (WIPO) treaties, which the United States joined.  The Act addressed various copyright issues, directed certain studies, and created innovations in copyright protection.  

Title II of the DMCA, The Online Copyright Infringement Liability Limitation Act, now codified as Title 17, United States Code, Section 512, creates four new limitations on liability for copyright infringement by online service providers.  The limitations are based on the following four categories of conduct by a service provider:

1.
Transitory communications;

2.
System caching;

3.   Storage of information on systems or networks at direction of users; and

4.
Information location tools.

Section 512 also includes special rules concerning the application of these limitations to nonprofit educational institutions.  Each limitation provides a complete bar to monetary damages, and restricts the availability of injunctive relief in various respects.  

In addition to limiting the liability of service providers, Title II establishes a procedure by which a copyright owner can obtain a subpoena from a federal court clerk ordering a service provider to disclose the identity of a subscriber who is allegedly engaging in infringing activities.  (Section 512(h)).  These subpoenas are a separate battle in the P2P war.  

For additional information on creation and compliance with DMCA safe harbors, see the discussion in Safe Harbors for Educational Institutions In The Digital Millennium Copyright Act.  http://www.northcarolina.edu/content.php/legal/dmca/index.htm.  

Sony Betamax.  The Sony Betamax case arose when the sale of home video tape recorders was challenged on the grounds of contributory infringement.  The U. S. Supreme Court rejected liability, borrowing the “staple article of commerce” doctrine from patent law, and holding that contributory infringement could not extend to the manufacturer of a device that was capable of substantial noninfringing uses.  Sony Corp. of America v. Universal City Studios, Inc., 464 U.S. 417, 78 L. Ed. 2d 574, 104 S. Ct. 774 (1984).  

"[T]he sale of copying equipment, like the sale of other articles of commerce, does not constitute contributory infringement if the product is widely used for legitimate, unobjectionable purposes. Indeed, it need merely be capable of substantial noninfringing uses. The question is thus whether the Betamax is capable of commercially significant noninfringing uses. In order to resolve that question, we need not explore all the different potential uses of the machine and determine whether or not they would constitute infringement. Rather, we need only consider whether on the basis of the facts as found by the district court a significant number of them would be non-infringing. Moreover, in order to resolve this case we need not give precise content to the question of how much use is commercially significant. For one potential use of the Betamax plainly satisfies this standard, however it is understood: private, noncommercial timeshifting in the home." 

Id. at 441, 104 S.Ct. 774.  Interestingly, while Betamax could only play or record up to one hour, the VHS extended-play format revolutionized home entertainment and rewarded the opponents of home tape machines beyond even their expectations.  

Litigation against File Sharing Systems

Faced with the prospect of suing 10,000 individual file sharers a second or trying to stop the vehicle for infringement in one action, the content community naturally chose the later course of action.  The “it’s too good to be true” suspicion in file sharing came to light.  

A & M v. Napster, 239 F.3d 1004 (9th Cir. 2001).  Napster put file sharing directly in the judicial crosshairs.  The District Court put the issue, as it saw it, fairly succinctly:  “The matter before the court concerns the boundary between sharing and theft, personal use and the unauthorized worldwide distribution of copyrighted music and sound recordings.”  114 F. Supp. 2d 896.  Napster distributed free software that allowed users to log on to the Napster system and share MP3 files with other users who were logged on.  The court found that 10,000 music files were shared per second and Napster projected 75 million users by the end of 2000.  Napster collected no revenues for its services and software—hoping to reach a critical mass of users and music to enable it to “monetize” the services in the future.  The Napster service comprised of a cluster of servers and a central server that contained directories of users and files.  Once a desired file was found, the actual file was transferred directly between two users – operating a hybrid P2P system.  

While the Court of Appeals was not quite as single-minded as the District Court in shutting down Napster, it did affirm the injunction that effectively closed the doors at Napster.  Napster’s primary defenses were grounded in fair use, the Audio Home Recording Act (AHRA), and the DMCA.

The Court concluded that Napster users infringed at least two of the copyright holders’ exclusive rights in 17 U.S.C. 106: the rights of reproduction and distribution.  Napster asserted the affirmative defense of fair use in response, arguing that sampling, space-shifting, and permissive distribution were all fair uses and not infringement.  The court disagreed after, somewhat simplistically, reviewing the four factors of fair use analysis.  

In reviewing the purpose and character of the use, the court found that the use was not transformative, but was a reproduction of the entire work.  The court also found that the uses were commercial, rather than noncommercial, because “repeated and exploitative unauthorized copies of copyrighted works were made to save the expense of purchasing unauthorized copies.”  239 F.3d at 1015.  This factor weighed against fair use.  Considering the nature of the use was very simple for the Court:  The works were creative, thus the use cut against fair use.  In its analysis of the portion used, the Court found that copying the entire work militated against a finding of fair use.  The final factor, the effect of the use on the market, was found to go against fair use for two reasons.  First, the court accepted the District Court’s conclusion that Napster reduced CD sales to college students and, second, it raised barriers to the plaintiffs’ entry into the market for digital downloads.  

The court rejected the separate assertion of sampling, even if sampling actually increased sales, because the copyright holder has no obligation to license material.  The space-shifting argument was rejected because the coping was not by and for the original user, but was a distribution to the general public.  Finding that the uses were not protected by fair use, the court went on to examine contributory and vicarious liability.  

Contributory infringement occurs when one who has knowledge of the infringing activity, induces, causes, or material contributes to the infringing conduct of another.  The Court agreed that Napster had both actual and constructive knowledge of direct infringement.  However, Sony Betamax can relieve one of liability if it applies.  The Court recognized that an examination of the application of Sony Betamax includes a system’s capabilities as well as actual uses, but that if a computer operator has knowledge of specific acts of infringement and fails to block or remove the materials, the operator has contributed to the infringement.  Finding sufficient knowledge, the court agreed with the court below that Napster provided the site and facilities for the users’ infringement and, thus, materially contributed to the infringement.  

Vicarious copyright infringement extends to cases where the defendant has a right and ability to supervise the infringing activity and also has a direct financial interest in the activity.  The financial interest was found because Napster was using infringing materials as a draw for users and future revenue.  The supervision was also found present because Napster was a hybrid P2P system with registration, centralized search and index servers, and use agreements.  Thus, Napster had the ability to control its users and the ability to control some of the infringement.  

The Court rejected the defense under the AHRA, finding that a computer was not a device covered by the Act and also finding that computers do not make digital music recordings as contemplated in the statute.  The DMCA defense was left for the District Court to develop at trial.  Additional defenses were also rejected.  

It didn’t take long for Napster to close its doors and the case never went to trial.  But, there were competitors willing to take Napster’s space and the copyright owners went after them too.  

In Re: Aimster Copyright Litigation, 334 F.3d 643 (7th Cir. 2003).  Judge Posner took a somewhat different approach in deciding the Aimster case, questioning the analysis in Napster, but having no trouble finding contributory infringement.  Aimster operated a hybrid P2P service, much like Napster – although the Aimster service was a piggyback to AOL’s instant messaging system.  The court decided the case in the context of Sony Betamax, rejecting RIAA’s argument that Sony Betamax does not apply to services.  Condensing the competing arguments, the court observed:  

“To the recording industry, a single known infringing use brands the facilitator as a contributory infringer. To the Aimsters of this world, a single noninfringing use provides complete immunity from liability. Neither is correct.”  

Id. At 651.  

The court found that Aimster had the burden of demonstrating substantial noninfringing uses, but even after suggesting possible uses, noted that Aimster had failed to produce any evidence of noninfringing uses.  Even the tutorial for new users was designed to show how to download copyrighted music.  Sidestepping the issue of vicarious liability, the court rejected Aimster’s DMCA defense because it had failed to reasonably prevent repeat infringers – a requirement under the DMCA.  

In rejecting Aimster’s argument that the preliminary injunction ran afoul of the First Amendment, the court observed, 

“Copyright law and the principles of equitable relief are quite complicated enough without the superimposition of First Amendment case law on them; and we have been told recently by the Supreme Court not only that "copyright law contains built-in First Amendment accommodations" but also that, in any event, the First Amendment "bears less heavily when speakers assert the right to make other people's speeches." Eldred v. Ashcroft, 537 U.S. 186, 123 S.Ct. 769, 788-89, 154 L.Ed.2d 683 (2003). Or, we add, to copy, or enable the copying of, other people's music.”  

334 F.3d at 656.  

For Judge Posner, the real test for liability was, if there are substantial infringing uses, the provider must implement available means to prevent infringement, if the means of prevention are not disproportionately costly.  Cost/benefit analysis in all things.  

This was the content community’s second big victory.  But, new services kept appearing and they were employing different technology.  

MGM Studios v. Grokster, Ltd., 380 F.3d 1154 (9th Cir. 2004).  After the success in Napster and Aimster, this case was a surprise to many because the court failed to enjoin filesharing services that had taken over the field. Having successfully destroyed Napster and Aimster, the content community sued Grokster, StreamCast, and Kazaa BV, under the same theories of contributory and vicarious copyright infringement.  All three marketed free software, built upon the FastTrack P2P technology.  StreamCast later changed its operating software to operate on the open Gnutella technology and created its own software, known as Morpheus.  The District Court held in favor of the defendants and the Court of Appeals affirmed.  

The first task for the court’s contributory infringement analysis was to determine whether the defendant’s products were capable of substantial or commercially significant noninfringing uses.  If so, then constructive knowledge of infringement could not be imputed and the copyright owners would have to show defendants had reasonable knowledge of specific infringing files.  The court didn’t constrain itself to current uses, but also looked to other noninfringing uses of defendant’s software, such as authorized distribution by the band Wilco and distribution of public domain literary works.  This was sufficient to require reasonable knowledge of specific infringements for liability; and the timing of the knowledge and software design were considered critical.  

In Napster, Napster wasn’t held liable for infringement merely because it distributed software that could be used to infringe, it was held liable because of actual knowledge of infringement at the time during which it materially contributed to that infringement.  Instead of the “swap meet” analogy that the Napster Court relied on, the District Court in Grokster analogized these defendants to a landlord who had no knowledge of the intended uses for the premises at the time the lease was signed.  

Grokster distributed the Kazaa Desktop Media system, but did not have access to the source code and could not alter the code in any way.  This FastTrack software also operated in a different manner than Napster.  FastTrack used dynamic use of supernodes.  A supernode is a node (an end-point on the Internet) that has the heightened function of accumulating information from other nodes.  The FastTrack software self-selects its own supernode status and a node can be either a supernode or standard node at any given time.  This two-tiered organization has a group of nodes clustered around a supernode and, while Grokster software is preset to a list of supernodes, Grokster did not operate any supernodes, and it had no involvement with the connection to a supernode.  In addition, the software did not require registration and, thus, Grokster had no control over access to the FastTrack network.  This also reflects a critical distinction from Napster.

StreamCast’s Morpheus software had access to the source code, however, it is even more “purely” P2P because it does not use supernodes for connections.  Instead, it relies on publicly available directories of those connected to the Gnutella network.  Search requests are passed entirely from user to user and transfer is initiated directly between the users.  While Napster indexed the files and each request passed through Napster server, this is not the case with either Grokster or StreamCast.

With no active assistance, contribution, support, or control, the court found Grokster and StreamCast were not providing the site and facilities for direct infringement and, thus, were not materially contributing to the direct infringement.  By the time notice of infringement was received, Grokster and StreamCast could do nothing to stop alleged infringement of specific copyrighted content.  

The court recognized three elements to vicarious infringement:  (1) direct infringement by a primary party, (2) direct financial benefit, and (3) the right and ability to supervise the infringing conduct.  The court also held that Sony Betamax did not apply to vicarious infringement.  The court had no problem finding direct infringement and a direct financial benefit.  However, regardless of plaintiffs’ assertion that the defendants had the ability to modify the software or employ meta data and digital fingerprinting filters, the court believed this to immaterial; the obligation to “police” only arises where there is the right and ability to supervise infringing activity.  The defendants did not operate an integrated service with essential centralized services.  Grokster and StreamCast operated with networks entirely out of their control and had no ability to block infringement.  Finding no vicarious liability, the Court declined the invitation to make some law:  

“The Copyright Owners urge a re-examination of the law in the light of what they believe to be proper public policy, expanding exponentially the reach of the doctrines of contributory and vicarious copyright infringement. Not only would such a renovation conflict with binding precedent, it would be unwise. Doubtless, taking that step would satisfy the Copyright Owners’ immediate economic aims.  However, it would also alter general copyright law in profound ways with unknown ultimate consequences outside the present context.  

Further, as we have observed, we live in a quicksilver technological environment with courts ill-suited to fix the flow of internet innovation.  AT&T Corp. v. City of Portland, 216 F.3d 871, 876 (9th Cir. 1999).  The introduction of new technology is always disruptive to old markets, and particularly to those copyright owners whose works are sold through well-established distribution mechanisms. Yet, history has shown that time and market forces often provide equilibrium in balancing interests, whether the new technology be a player piano, a copier, a tape recorder, a video recorder, a personal computer, a karaoke machine, or an MP3 player.  Thus, it is prudent for courts to exercise caution before restructuring liability theories for the purpose of addressing specific market abuses, despite their apparent present magnitude.”

Id. at 1166-1167.  

MGM Studios v. Grokster, Ltd.,545 U.S. ___; 125 S.Ct. 2764; 162 L.Ed. 781 (2005). When the U. S. Supreme Court accepted certiorari, it sent shockwaves through the legal and technology communities -- why else would the court take the case unless Sony Betamax was to be examined, and perhaps overturned?  Because the case could have significant impact upon emerging and existing technologies, as well as current copyright law, the pleadings included more than 50 amicus briefs.  For an excellent summary of the arguments and various positions of the amici, see Jonathan Band’s “The Grokster Scorecard,” http://www.eff.org/IP/P2P/MGM_v_Grokster/summary.pdf.  

Although the court delivered a three-opinion unanimous decision, the result was remarkably limited:  

The question is under what circumstances the distributor of a product capable of both lawful and unlawful use is liable for acts of copyright infringement by third parties using the product. We hold that one who distributes a device with the object of promoting its use to infringe copyright, as shown by clear expression or other affirmative steps taken to foster infringement, is liable for the resulting acts of infringement by third parties.

125 S. Ct. at 2770.  Sony remained intact, the court addressed the intent to enable infringement as a business model, and the court imported the full patent theory of inducement of infringement that completes the theory of a staple article of commerce.  The justices differed, however, as to the application of Sony and left room for some uncertainty.  

Justice Souter delivered the opinion of the court.  Souter’s review of the technology and P2P businesses led him to the conclusion that, while the networks could share any type of digital file, the primary purpose was to share copyrighted works without authorization.  Beginning with the Sony factor that Grokster and Streamcast did not know what particular files were being copied, he had no problem concluding that it was clear that most of the files were, in fact, copyrighted works.  He then turned to the intent and models of the filesharing services.   

Accepting MGM’s assertions that the vast majority of users’ downloads were acts of infringement, the court concluded that the “probable scope of copyright infringement is staggering.”  Id. at 2772.  The court also observed that the services learned about infringement from users and responded with guidance.  In addition, the court took note of the active role the services took:

Grokster and StreamCast are not, however, merely passive recipients of information about infringing use. The record is replete with evidence that from the moment Grokster and StreamCast began to distribute their free software, each one clearly voiced the objective that recipients use it to download copyrighted works, and each took active steps to encourage infringement.

Id.  Promotion, marketing, and the business models confirmed a clear intent on the part of the services to encourage infringement.  

The court kept in mind the competing values of protection of artistic expression and technological innovation as it worked through its interpretation of Sony.  It found that the Court of Appeals had misinterpreted Sony, which had barred secondary liability based on a presumption of intent solely from the design or distribution of a product capable of substantial lawful use.  It believed the lower court had converted Sony from a case about imputed intent to one of liability on any theory.  With that, the court declined to modify Sony and turned to inducement of infringement.  

The court found common law inducement theories still valid and also noted that patent law had codified inducement as a part of the staple-article rule.  

For the same reasons that Sony took the staple-article doctrine of patent law as a model for its copyright safe-harbor rule, the inducement rule, too, is a sensible one for copyright. We adopt it here, holding that one who distributes a device with the object of promoting its use to infringe copyright, as shown by clear expression or other affirmative steps taken to foster infringement, is liable for the resulting acts of infringement by third parties. We are, of course, mindful of the need to keep from trenching on regular commerce or discouraging the development of technologies with lawful and unlawful potential. Accordingly, just as Sony did not find intentional inducement despite the knowledge of the VCR manufacturer that its device could be used to infringe, 464 U.S., at 439, n. 19, 78 L. Ed. 2d 574, 104 S. Ct. 774, mere knowledge of infringing potential or of actual infringing uses would not be enough here to subject a distributor to liability. Nor would ordinary acts incident to product distribution, such as offering customers technical support or product updates, support liability in themselves. The inducement rule, instead, premises liability on purposeful, culpable expression and conduct, and thus does nothing to compromise legitimate commerce or discourage innovation having a lawful promise.  

Id. at 2780.  Pretty clever.  The evidence below demonstrated clear evidence of a purpose to cause copyright violations.  

Justice Ginsburg wrote a concurrence that agreed with the inducement theory, but also believed that the issue of contributory copyright infringement was a possibility on the record.  She disagreed with the Court of Appeals finding that there need only be a showing that a product was capable of substantial noninfringing use.  She found no evidence of fair use and only anecdotal evidence of noninfringing uses – built entirely on a “motley collection” of declarations, which did not support summary judgment.  She believed that the evidence was of overwhelming infringement and saw no evidence that commercially significant noninfringing uses would develop over time.  It seems that Justice Ginsburg would have revisited Sony to consider a standard of overwhelming infringing use.  

Justice Breyer made the inducement holding unanimous, but took Justice Ginsburg to task on the Sony question.  If fact, Breyer was convinced that the Court of Appeals had come to the right conclusion on the Sony factors.  Breyer reminded Ginsburg that the question in Sony was whether the product was merely capable of substantial noninfringing uses.  In Sony, the District Court had found that only 9% of VCR recordings were noninfringing.  The Supreme Court found this 9% to be significant and also noted that there was significant potential for future authorized copying.  This potential creation of a yet unknown market, in conjunction with 9% authorized use was enough to avoid liability.  

Taking the assertions below that the P2P services had 10% authorized use, Breyer found this to be very similar to Sony, and determined that this amount was, indeed, significant.  In addition, the standard was one of capability and he found it very likely that lawful uses will become increasingly prevalent, such as research, historical and educational materials, public domain materials, podcasts, and software distribution.  

There may be other now-unforeseen noninfringing uses that develop for peer-to-peer software, just as the home-video rental industry (unmentioned in Sony) developed for the VCR. But the foreseeable development of such uses, when taken together with an estimated 10% noninfringing material, is sufficient to meet Sony's standard. And while Sony considered the record following a trial, there are no facts asserted by MGM in its summary judgment filings that lead me to believe the outcome after a trial here could be any different. The lower courts reached the same conclusion.

Of course, Grokster itself may not want to develop these other noninfringing uses. But Sony's standard seeks to protect not the Groksters of this world (which in any event may well be liable under today's holding), but the development of technology more generally. And Grokster's desires in this respect are beside the point.

125 S.Ct. at 2790.  

Digital Millennium Copyright Act Subpoena Litigation

After the Court of Appeals loss in Grokster, the copyright owners were faced with suing the direct infringers – and they did just that – but they also used the DMCA to get names of infringers.  

The DMCA provides expedited subpoena procedures for copyright owners to discern the identities of individuals it believes are infringing copyrights.  No suit needs to be filed and the subpoena issues from the Clerk of Court, rather than the judge.  Because of the ease and effectiveness – and given the loss in Grokster – the content community has asserted very liberal interpretations of the statute.  

RIAA v. Verizon, 351 F.3d 1229 (D.C. Cir. 2003), cert denied.  The RIAA moved to enforce a DMCA subpoena served on Verizon, which had refused to comply.  The RIAA sought the identity of an anonymous user of Verizon’s Internet service, who was alleged to have infringed copyrights in over 600 songs downloaded in one day.  Verizon argued, inter alia, that the DMCA subpoena was only applicable to materials stored on the ISP’s servers, not materials that were stored on a user’s computer and then transmitted over the ISP’s service as a mere conduit.  

Verizon advanced a fairly “technical” argument based on a strict reading of §512(c) and §512(h).  The subpoena provisions in §512(h) refer back to the notice provisions of §512(c), and §512 (c)’s provisions anticipate that the materials would be stored on the ISP’s servers.  With pure P2P, files are never stored; the ISP is just a conduit.  However, the district court believed that even if the statute wasn’t technically applicable, Congress had spoken through the “text, structure, and purpose” of the DMCA sufficiently to find the subpoena applicable to P2P.  

The Court of Appeals reversed, finding that the DMCA language was clear that use of the subpoena was directly linked to the storage requirement.  Although unsympathetic to RIAA’s arguments, the court was sensitive to their circumstances:

We are not unsympathetic either to the RIAA's concern regarding the widespread infringement of its members' copyrights, or to the need for legal tools to protect those rights. It is not the province of the courts, however, to rewrite the DMCA in order to make it fit a new and unforeseen internet architecture, no matter how damaging that development has been to the music industry or threatens being to the motion picture and software industries. The plight of copyright holders must be addressed in the first instance by the Congress; only the "Congress has the constitutional authority and the institutional ability to accommodate fully the varied permutations of competing interests that are inevitably implicated by such new technology.”  See Sony Corp. v. Universal City Studios, Inc., 464 U.S. 417, 431 (1984).  

351 F.3d at 1238.  

Boston College v. Recording Industry Association of America, Misc. Act. No. 1:03-MC-10201-JLT (D. C. Mass. 2003).  When Boston College was served with DMCA subpoenas for the names of individuals, it moved to quash.  Boston College was concerned that the subpoenas were issued in the District of Columbia, requested “expedited” production, and didn’t provide sufficient time to notify students under the provisions of Family Educational Rights and Privacy Act (FERPA).  The court ordered the subpoenas quashed, but the order only referred to Fed. R. Civ. P. 45(a)(2) and (b)(2), which do not allow a subpoena issued in Washington D. C. to be served in Massachusetts.  

In Re Subpoena to University of North Carolina at Chapel Hill, No. 1:03MC138; In Re Subpoena to North Carolina State University, No. 1:03MC139, April 14, 2005 Order, United States District Court, Middle District of North Carolina.  The University of North Carolina and North Carolina State University were served with RIAA subpoenas requesting names of individuals identified only by screen names.  These subpoenas followed an initial attempt by the RIAA to serve the subpoenas from the District of Columbia District Court.  John and Jane Doe moved to intervene and quash.  Given the D.C. Circuit decision in Verizon, the universities also moved to quash.  Amici Curiae and the Federal Government also joined in the fun.  

The court followed the D. C. Circuit’s holding that DMCA Section 512(h) subpoenas do not apply to P2P because the files are never stored on the ISP’s servers.  The court believed that the RIAA’s interpretation would be a “quantum leap” in changing the statute as written.  In addition, the court questioned the constitutionality of the DMCA subpoena statute and at least inferred that due process was a significant issue.  The court quashed both subpoenas.  

So now, the P2P file sharing war is being fought hand-to-hand with thousands of John and Jane Doe lawsuits.  All while some new studies and research are suggesting that CD sales have not been affected by file sharing, and new business models are emerging which allow downloads for a fee.  

Conclusion

As we wait for the courts to apply Grokster, it is important to remember that while technology is progressing at a revolutionary pace, the core issues are timeless and don’t always need a high-tech approach.  In fact, the issues are the same ones the Academy has always faced – questions of ownership, intrusion into private lives, and ethical actions in the face of choices.  These are what our concerns should be, regardless of whether the forum is the Internet, library, classroom, hallway, or dormitory. 

P2P’s application to contributory and vicarious copyright infringement has sent courts in odd searches for analogies and methods of analysis – from the “purveyor of slinky dresses to potential prostitutes,” to “owners of swap meet premises,” to the “landlord/tenant relationship.”  None fits particularly well.  This difficulty the courts are facing has also made it more difficult for higher education to maintain its balance; enforcing discipline for unauthorized file sharing, while maintaining academic freedom and fair use, and still keeping its DMCA safe harbors intact.  

While some institutions have completely “outlawed” P2P services and actively monitor content, the approach at UNC has been to treat the Internet and attending services as another university forum and resource -- regardless of whether the issue is allocation of resources, security, or infringement.  We don’t allow students to take 500 books out of the library at one time.  That is about the same effect of downloading audio files -- it is an unnecessary and selfish misuse of resources.  This is a concern regardless of whether the downloading is legal or not.  Similarly, the security concerns we have across campus are part of our computer responsibilities.  Where infringement is concerned, we don’t condone copyright violations in any university forum, and take a very strong stance against infringement.  But, we don’t have monitors watching every act our members of the academic community make either, and we must resist subpoenas which are not lawfully issued.  

At UNC, we have taken a three-prong approach to file sharing: policy, education, and access to alternatives.  All institutions maintain and enforce computer use and copyright policies which prohibit copyright infringement and misuse of IT resources.  In addition, some campuses have developed specific P2P policies.  These policies are further enforced through student disciplinary actions, which have ranged from disconnecting the infringer from the Internet and expunging programs on their computers to suspensions from the institution.  The campuses also continually educate their communities about copyright and P2P use, and the Office of the President supplements education on campus and maintains copyright primers.  The Office of the President has also worked with a grant to establish pilot programs on campuses with providers of licensed digital entertainment.  These providers include Ruckus, Cdigix, Rhapsody, and Napster, and are intended to habituate students to enhanced lawful services.  

The copyright and computer use policies we have in effect can be models for the balance between copyright ownership and the equally important principles of fair use and academic freedom; and the educational, technical, and disciplinary measures and solutions we have in place can enhance that balance.  To take a different stance on Internet use would be chasing the technology, rather than facing the basic ethical and legal problems at hand.  In the meantime, we’ll take lessons from Belgium on how to survive a war we didn’t invite.  
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